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FCC Certification

This equipment has been tested and found to comply with the limits for Class B Digital
Device, pursuant to Part 15 of the FCC Rules. These limits are designed to provide
reasonable protection against harmful interference in a residential installation. This
equipment generates and can radiate radio frequency energy and, if not installed and
used in accordance with the instructions, may cause harmful interference to radio
communications. However, there is no guarantee that interference will not occurina
particular installation. If this equipment does cause harmful interference to radio or
television reception, which can be determined by turning the equipment off and on, you
can try to correct the interference by taking one or more of the following measures.

W Reorient or relocate the receiving antenna

W |ncrease the separation between the equipment and receiver

B Connect the equipment into an outlet on a circuit different from that to which the
receiver is connected

W Consult the dealer or an experienced radio/TV technician for help.

This device has been designed to operate with a maximum gain of 2.2 dB. Approved
antennas are listed below. Antennas not included in this list or having a gain greater
than 10 dB are strictly prohibited for use with this device. The required antenna
impedance is 50 ohms.

Approved Antennas

B Portal Gateway and Single Door Controller
B Antenna Factor ANT-2.4-CW-RCT-xx

| Controller

B [ntegrated Antenna

IMPORTANT! Any changes or modifications not expressly approved by the party
responsible for compliance could void the user’s authority to operate the equipment.
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Overview

This manual is your complete guide to the Stanley Wi-Q Access
Management System and Stanley Omnilock Wireless Access Man-
agement System. It provides detailed steps to install hardware and
software, configure and customize your system, and use and manage
the system.

The information is presented in a linear manner, describing each

tab, feature and application in the system. However, tasks to install
hardware and software and configure the system for the first time

do not necessarily progress in a linear manner. You will find a Set Up
Checklist at the end of this section and in the Getting Started Guide to
take you through the initial setup and configuration tasks in a logical
sequence.

If you have not yet read through the Wi-Q AMS/Omnilock WAMS
Getting Started Guide, it is a good idea to do so before beginning any
installation and setup. The Getting Started Guide presents the big
picture in just a few pages and will help you identify problems and
create solutions as you work your way through hardware installation
and setup, software configuration, and system operation. If you are
unfamiliar with the terms used in wireless technology, you may want
to refer to the Glossary included in this manual as Appendix A.



System Overview

The Stanley Wi-Q Access Management System (Wi-Q AMS) and the
Stanley Omnilock Wireless Access Management System (Omnilock
WAMS) integrate powerful access management software with Por-
tal Gateways, Wireless Access Controllers, and multiple controller
formats that work together to enable all decision-making at the door.
The system runs remotely with no need for hard-wiring, providing in-
novative access control in any environment. Wi-Q AMS and Omnilock
WAMS are versatile so you can create a whole new system, retrofit
existing hardware, and include various CCTV alarms, general alarms,
and inputs/outputs.

Basic Hardware Components

A basic Wi-Q AMS/Omnilock WAMS system has three components: a
host computer with Wi-Q AMS or Omnilock WAMS installed, a Portal
Gateway, and a controller lock at the door. Figure 1 is a simple dia-
gram showing these three components.

Figure 1 Four Basic Components

PORTAL

GATEWAY
L ]
HOST
—1
I Vs WIRELESS
DOOR
CONTROLLER
> LAN/WAN
| |

The Host Computer

The software is installed at the Host computer and set up to tell the
Portal Gateways on the network which controllers to control and
how to control them. It contains all User ID and access management
commands. The Host transfers information to and from the Portal
Gateway through a standard Ethernet (LAN/WAN) connection.

The Portal Gateway

The Portal Gateway is a device connected to the Host computer
through a secure IP address, similar to the way your computer is



connected to the internet. It transfers data signals from Wireless
Controllers to and from the Host computer. The Portal Gateway rec-
ognizes all Wireless Controllers within its antenna range. One Portal
Gateway can control as many as 64 controllers in a system.

Wireless Controllers

There are two types of Wi-Q and Omnilock Wireless Controllers:

wi-a
B Wireless Access Controller

B Wireless Door Controller

Omnilock
Bm Single Door Controller

B Omnilock Reader

Both controllers are equipped with Wi-Q or Omnilock Technology
that controls user access at the door. The basic configuration is bat-
tery operated, with either keypad or card reading capability and an
internal antenna that communicates with the Portal Gateway. The
Wireless Controller grants user requests according to how they are
configured in the AMS or WAMS software.

Basic Operation

The system works very simply. A user enters a pass code at a control-
ler, either using an access card or by entering a code on a keypad. If
the controller recognizes the credential from the configured settings
downloaded from the Host via the Portal Gateway to the controller,
the door opens. The controller also sends regular signals (beacons) to
the Portal to let it know that it's working properly. If a controller goes
offline, the Host receives a message from the Portal Gateway.
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Additional System Configurations

Wi-Q AMS and Omnilock WAMS support various system configura-
tions. For example, some locations at your segment may already be
hard-wired with legacy equipment or additional input or output de-

vices. You can also use a Wireless Access Controller, hard-wired to

a controller and strike, and wirelessly communicate back to a Portal
Gateway.

For more information about various applications you can adapt for
use with Wi-Q AMS, see “Hardware Overview"” on page 13.

Software Overview

Wi-Q AMS and Omnilock WAMS provide powerful tools to manage your
system: Wi-Q AMS or Omnilock WAMS Configurator, Transactions, and
Statistics Monitor help you configure your settings, monitor transac-
tions in the system, and verify system hardware performance. You can
view and create reports from all applications and perform archivals and
imports using Wi-Q AMS or Omnilock WAMS Administrator.

If you are the Program Administrator responsible for setting up com-
munications between AMS or WAMS software and system Portals
and controllers; you will spend most of your time using the Con-
figurator module. If you are in personnel or security, you may be

the person who adds users to the system and gives them access
privileges and IDs. You will spend most of your time on the Users
tab of the Configurator. If you are responsible to oversee security

for your organization, you will monitor all access and alarm activity
using the Transactions module. If you are a Systems Administrator
responsible to ensure the wireless network is operating at maximum
performance, you will use the Statistics Monitor and Administrator
modules. If your organization is small, you may use all applications.
Regardless of the tasks you are responsible to perform, you can view
and print reports from all applications using the Reports module.



Figure 2 Five Applications
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Once the software is installed, you will find the Configurator module
shortcut on your desktop. You can access all applications from the
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Import new and legacy data
Archive data

Configurator main menu. You can also access these applications from

the Windows Start Menu under Stanley Security Solutions.
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Setup Checklist

Wi-Q AMS and Omnilock WAMS are set up in eleven basic tasks.
Completing these tasks will ensure you get your system up and run-
ning as quickly and efficiently as possible.

Some tasks are performed at the Host computer and some at the seg-
ment site. It is appropriate to perform some tasks concurrently, for
example, you may have someone prepare your computer and install
the software concurrently with site plan development and hardware
installation. However, you must have the software installed and Por-
tal Gateways ‘online’ before you can sign on controllers.

Note System setup does not proceed in a linear manner. The following
references prompt you to skip around within this User Guide.

O Task 1: Develop a Site Plan, page 17.

U Task 2: Position Portal Gateways, page 21.

Task 3: Prepare your Computer, page 34.

Task 4: Gather and Organize Segment Data, page 44.
Task 5: Install Software, page 46.

Task 6: Create your Segment, page 54.

Task 7: Add and Configure Portal Gateways, page 58.
Task 8: Install Portal Gateways, page 24.

Task 9: Install Door Hardware, page 27.

Task 10: Sign On and Configure Controllers, page 75.

U 0 0 0 0 o0 0 00

Task 11: Configure AMS/WAMS Software, page 87.

12
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Hardware Installation

Hardware Overview

Note

Wi-Q AMS and Omnilock WAMS run remotely with no need for hard-
wiring, creating a simple, innovative approach to access control in
any environment.

Once Wireless Controllers are installed, you will need to sign them on
to AMS or WAMS software. Therefore, it is appropriate to install the
software before or concurrent with hardware installation. For more
information, see “Sign on and Configure Controllers (Task 10)” on
page 75.

Figure 3 is a block diagram showing various configurations. Wi-Q
AMS and Omnilock WAMS supports all Wireless Controllers via Por-
tal Gateways (A); and existing Prox/Wiegand, RQE, door strike, and
door monitor switch configurations (B). Configuration types are brief-
ly described in the following paragraphs. Full installation instructions
are provided in the following sections.

13
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Figure 3 Example System Configurations

PORTAL
GATEWAY

| | A

2.4 Ghz, Spread Spectrum/
SECURE AES 128 Bit Encryption

SOCKET > [«
l \ WIRELESS

2, DOOR

ETHERNET CONTROLLER

10/100 BASE T

HOST
Up to 64 wireless devices
per portal gateway
(configured in
——————————
f———————\
-

LAN/WAN

increments of 16) B
DOOR MONITOR
WIRELESS ACCESS SWITCH
2z
( \ = CONTROLLER
802.11g or other H H H RQE
comm. Carrier T ] F j
5 ﬁ/_b
L L STRIKE [ O
[ ] >
PORTAL L
GATEWAY 12y DC

Optional 12/24 V Existing
DC Power Supply Prox/Weigand
Sealed Led Acid card reader

Battery Pack

Portal Gateways

The Stanley Portal Gateway is a wireless device connected to the Host
computer through a secure IP address, similar to the way your computer
is connected to the internet. It transfers data signals from Wireless Con-
trollers to and from the Host computer. The Portal Gateway recognizes
all Wireless Controllers within its antenna range. One Portal Gateway
can be upgraded to control up to 64 Wireless Controllers.

Portal Gateways provide bi-directional radio frequency communication
between Wireless Controllers and the associated host computer(s). All
communications are via secure AES 128-Bit encrypted 2.4 HGz using
spread spectrum RF Radio technology. The Portal Gateway commu-
nicates to the host computer through web services via either Ethernet
10/100 BaseT, approved 802.11 G wireless, or an approved commercial
RF carrier-enabling a wireless solution end-to-end. All communica-
tions between Wireless Controllers and Portal Gateways can be further
backed up by “redundant” Portal Gateways each with capacity for up to
64 Wireless Controllers.

Transmit range from Portal Gateway to controller varies based on build-
ing construction. Various factors can affect the range you will see in your
facility.



Wireless Controllers

Wi-Q AMS software is designed to operate with Wi-Q Technology
Best 45HQ mortise and Best 9KQ Cylindrical locksets equipped with
either keypad, card, or a combination of controller input devices.
Omnilock WAMS software is designed to work with Omnilock 9KOM
cylindrical and 45KOM mortise locksets. Door switch monitor, request
to exit, and door lock position sensors are included in the locks. Wi-Q
and Omnilock Controllers support a broad range of Controller tech-
nologies:

B Card or Keypad ID with PINs

B Magnetic Stripe, Prox, MIFARE (card number only)

B 512 Timezones (per Segment)

W 18000 User Credentials per door (based on licensing)
B Cardholder access level definition

B Dynamic memory for IDs vs Transactions

B Locally stored and transmitted transactions

B ADA Compliant

B No AC required at door

Wireless Access Controllers

You can retrofit any existing controller configuration to communicate
with Portal Gateways using Wireless Access Controllers. You can also
use this device to connect other I/O devices to the system. About the
size of a standard double-gang box electrical box, these controllers
operate on standard 12V DC or an optional 12/24 V DC power supply,
sealed, lead acid battery pack. They seamlessly integrate existing
door hardware into the Wi-Q AMS or Omnilock WAMS system, sup-
porting Wiegand-compatible keypad Controller inputs. Check with
your Stanley Representative for a list of compatible controllers.

15



Antenna Types and Applications

To optimize system performance, it is important to position Portal
Gateways to receive maximum signal strength from the control-
lers. Once all door hardware has been installed, you will be ready

to position Portal Gateways using the Wi-Q Technology Site Survey
Tool. Wi-Q and Omnilock Technology support two antenna types:
Omni-directional, designed to provide coverage in all directions; and
Directional antennas that focus the signal from point-to-point over
longer distances and through obstacles. For more information, see
Position Portal Gateways (Task 2).

Installing System Hardware

16

Wi-Q AMS and Omnilock WAMS are designed to operate with Stan-
ley Wi-Q and Omnilock Controllers and Portal Gateways. Detailed
installation instructions are provided in the following sections and in
the lock instructions provided with the hardware which are included
as Appendices to this manual.

What you will need

U Engineering drawings or segment map
O Wi-Q Technology Site Survey Kit

0 Wi-Spy Spectrum Analysis Tool by MetaGeek (or equivalent) to
identify the best open channels for your network

O For Keypad Controllers, you will need the sign-on credential from
the Wi-Q AMS or Omnilock WAMS software

U For magnetic stripe or proximity card controllers, you will need
the Programmer ID cards supplied in the software package. You
will also need the appropriate magnetic stripe or proximity USB
enrollment controller to create a proximity sign-on credential.

U Locksets to be installed on doors, including cores and keys sup-
plied with specific model.

O Installation instructions for specific lockset brand and model.
U Portal Gateways

O Access to standby power for 120 VAC non-switch circuit for 12
VDC plug-in transformer.



O 10/100/1 GigE Base-T network connection

U Crossover Ethernet cable if direct connection between Portal Gate-
way and Host will be used

O Wireless Access Controllers, if used, and knowledge of existing
hardware and switches for any retrofit installations

U4 Installation tools

O Drill Motor/hole saw with bits appropriate for the specific lock (see
the template included in your lock)

U Phillips-head and flat-head screw drivers

U Access to the Host, a networked workstation, or wireless laptop
computer.

Develop a Site Plan (Task 1)

Before installing Portal Gateways, it is a good idea to develop a gen-
eral plan for the segment. This plan will guide you in deciding where
to install the Portal Gateways. You must consider the following:

Transmit range from Portal Gateway to controller varies based on
building construction. Site characteristics such as reinforced concrete
walls could interfere or weaken the signal; open spaces and low inter-
ference can increase signal strength.

Controllers will transmit to the nearest Portal Gateway; however, if for
some unforeseen event, the nearest Portal Gateway goes down; the
controllers are able to report to another Portal Gateway in the nearby
area, providing redundancy in the system.

Figure 4 shows a typical site configuration. The Host (A) is located

in Building 1. The Building 1 Portal Gateway (B) is located near the
electrical panel in the communications/electronics room. This Portal
Gateway will collect transactions from the 12 controllers in Building
1. As you can see by the gray circle representing the Portal’s range,
it also extends to the entrance of Building 2 and the Parking Garage.
This provides redundant coverage of those areas should either of the
other Portals go off line.

17
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The Building 2 Portal Gateway (C) is positioned next to the electrical
panel. With 48 rooms in this three-story dorm, front and rear access
doors and access to the elevator on three floors, this gateway pro-
vides coverage to 53 controllers. Its range extends to all three floors
of the building, and will also cover the pedestrian access, and eleva-
tor of the Parking Garage. The Parking Garage Portal (D) is positioned
to cover the pedestrian door near the dorm and the stairway and
elevator doors. Its range also extends to the entrance of Buildings 1
and 2.



Figure 4 Sample site installation plan
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Plotting the Plan

If you don’t already have a site plan indicating building dimensions,
distances between buildings, possible obstructions, parking segment,
and other gated access points, contact your facilities maintenance or
project engineer. If none are available, you will need to visit the site,
take measurements and draw up a plan of your own.

Device Identification

Each device in the system will have its own unique identity. It will

be important for you to document that identity, along with capaci-
ties and locations, and to give each device a common name such as
“Parking Garage” or “Admin 1”. At a minimum, you must record the
Media Access Control number (MAC address) for each device. This
12-digit number is assigned by the manufacturer of a network device
so that it can be recognized as a unique member of a network.

The MAC address is most commonly shown on the back of or inside
the device, so it's important to record this number before you install
the device.

When you move on to configure the Host computer, it is essential to
have a list identifying each controller lock and Portal Gateway recog-
nized by the system. We recommend creating a temporary label for
each device that includes the MAC address, device name, location,
capacity, and type of antenna so that installers on the site will have a
reference for installing the correct device in a location.

Redundancy

In our sample plan, approximate Portal Gateway ranges are indicated
by shaded circles. As you can see, these circles overlap, creating a
degree of redundancy in the system. It is perfectly acceptable, in fact,
desirable to create range redundancy in your plan. This will provide
additional coverage should a Portal Gateway go off line, intentionally
or otherwise. If the controllers find that the nearest Portal Gateway is
down, they will “search” for the nearest Portal Gateway.

Interference

Wi-Q and Omnilock Technology transfers information between devic-
es in the form of data packets over the 2.4 GHz ISM band. This band

frequency is very heavily used in many devices such as wireless com-
puter networks (802.11 b and g) and cordless phones, which increases



Note

Note

the risk of lost packets, that is, packets that do not make it from a con-
troller to a Portal Gateway because of interference. Interference can
also reduce controller battery life due to the constant re-broadcasting
of packets and lost connections to the Portals.

To achieve maximum efficiency in AMS and WAMS, this frequency
range must be managed effectively. Therefore, the installer must
know the positions and channels of all the 2.4 GHz wireless devices in
the segment and ensure channels are assigned to each device so that
there is minimum frequency overlap with adjacent or nearby devices.

Extended Range

It is likely that you will have locations in your segment separated by
distances greater than 300 feet. You may want to consider adding a
Portal Gateway with a directional antenna to increase the transmit
range.

Actual distances will vary based on building construction.

Position Portal Gateways (Task 2)

Once all door hardware and controllers have been installed, you are
ready to determine the final placement of Portal Gateways using the
results from the Wi-Q Technology Site Survey Kit. The Site Survey

Kit helps you determine the number and optimum location of Portal
Gateways and verify signal strength before permanently installing the
hardware. It is important to perform the Site Survey process as many
times as needed to determine the optimal position.

You will need to test signal strength at all door locations near the
perimeter of the coverage area as well as any location where a
physical obstruction may cause interference.

Antenna types

Wi-Q and Omnilock Technology provide two antenna types: Omni-
directional, designed to provide coverage in all directions; and
Directional antennas that focus the signal from point-to-point over
longer distances and through obstacles. If you have trouble verifying
signals, you may need to consider some antenna type options. Figure
5 shows two available antenna types.

21



Figure 5 Selecting the antenna type that best suits your needs.

. Exterior
Interior Omni-directional
Omni-directional
L
=18
J= : =
[
Interior
Directional o 2
—
[l

ol Exterior
Directional

Power Supply

Portal Gateways must be located where they can receive 12 VDC
power from a transformer plugged into a dedicated power source. If
this is not possible, ensure they are plugged in to a 24/7 power circuit
that cannot be turned off at a switch, such as a light switch that might
be turned off by a cleaning crew.

To make your final determination, you must also consider the follow-
ing:

B Access to Ethernet 10/100 Base T network connection.

B Proximity to other I/O device(s) if used.

B Placement within range of controllers.

Note Actual distances will vary based on building construction.

22



Troubleshooting

If you have problems establishing communication using the Wi-Q Tech-
nology Site Survey Tool, refer to the following troubleshooting guide:

If...

Then

The green light on the power sup-
ply does not turn on...

Firmly press the power cord into the outlet on the
outside of the case. Confirm that the other end of
the power cord is plugged into a working electrical
outlet.

The power supply is on, but the
green light on the Portal Gateway
does not turn on.

Ensure the power cord is firmly connected to the
bottom of the Portal Gateway.

The Stanley Site Survey applica-
tion freezes after clicking Connect.

Close the application and reconnect the Host PC to
the Stanley survey wireless network.

The Stanley Survey network is not
listed in the Wireless Network Con-
nection window.

Confirm that the green light on the power supply
is on. Ensure the power cord is firmly connected to
the bottom of the wireless router (under the foam).

The Stanley Site Survey applica-
tion is not receiving a signal from a
beacon.

Ensure the beacon is powered up. Move the beacon
closer to the Stanley Site Survey kit.

When connecting the battery
wires, the beacon does not power
up (the blue LED on the circuit
board remains off and no confir-
mation tone sounds).

Disconnect the battery pack wires, wait 10 seconds,
and reconnect. If this does not work, replace the
battery pack.

The Stanley Site Survey applica-
tion is not receiving signals from
any beacons.

Ensure the Ethernet cord is connected to the wire-
less router (under the foam). If this does not work,
you might need to change the advanced setup op-
tions for the application with the assistance of your
Stanley Security Solutions representative.

Next steps

When you are satisfied with signal performance, you can proceed to
configure Portal Gateways using Wi-Q AMS and Omnilock WAMS.
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Install Portal Gateways (Task 8)

The most common installation site is inside an existing protected
area such as a locked room or other secure enclosure, or above
ceiling level. If you are installing inside a dealer-supplied locked en-
closure, refer to the instructions provided with that equipment. Figure
6 shows a Portal Gateway positioned in a protected area.

Figure 6 Installing a Portal Gateway in a protected area.
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Connecting the Portal Gateway and Verifying Operation

Once the Portal Gateway is installed, connect and verify operation:

1 Connect the power supply to the Portal Gateway and plug the
transformer into a dedicated AC power supply (wall outlet). The
Power Indicator light should come on. See Figure 7.

24
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2 Insert the Ethernet cable into the Ethernet connection on the bot-
tom of the Portal Gateway. The Link Indicator light should come on.
After about 30 seconds, the yellow activity indicator light will flash
under normal operation.

Figure 7 Connecting the Portal Gateway to Power and Ethernet Connections.
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If no protected area is available, consider positioning the Portal
Gateway inside a locked enclosure designed for that purpose. Contact
your dealer for more information.

Installing a Wireless Access Controller

The Wi-Q Technology Wireless Access Controller (WAC) provides an
optional, cost effective way to retrofit an existing hard-wired applica-
tion, or where the installed controller my be obsolete or unable to
handle additional controller inputs. It supports Wiegand-compatible
keypad Controllers and is configured and monitored in Wi-Q AMS or
Omnilock WAMS the same as a standard controller.

Please check with your Stanley representative for a list of compatible
controllers.

Using the Wireless Access Controller (Figure 8), you can add control-
lers or other I/O devices to an overall wireless solution without the
high cost of installing hard-wire such as RS485 or CAT5 to the con-
troller. You can position the controller at the door or where suitable
above the ceiling tile.

25
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Figure 8 Wireless Access Controller.

Installation

Specific installation methods are dependent on the device type and
configuration of the system; therefore, the WAC should be installed

by a trained technician using the instructions provided with the con-
troller.

WARNING: Wireless Access Controllers are intended for use in in-
door or protected area. For other applications, such as outdoor use,
contact the factory for the appropriate NEMA enclosure. Changes or
modifications not expressly approved by Stanley Security Solutions
could void the user’s authority to operate the equipment.

Wireless Access Control Wiring

The Wireless Access Controller (WAC) can be installed with its own
12 VDC power supply or slaved to the existing installation. Figure 9 is
a wiring diagram illustrating both configurations.



Figure 9 Connecting devices to a WAC
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Once the WAC is installed and all points connected, it will be rec-
ognized by Wi-Q AMS or Omnilock WAMS as a ‘Controller’ in the
system. For more information about configuring the WAC in the soft-
ware, see “I/O” on page 107.
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Install Door Hardware (Task 9)

Note

Note
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This section provides general instructions for installing your control-
lers. Complete instructions for installing locks are packaged with the
hardware. You will also find instructions for Stanley Wi-Q Technology
Best 45HQ mortise locks, Best 9KQ Cylindrical Locks, Best EXQ Trim,
Omnilock 456KOM mortise locks, and Omnilock 9KOM cylindrical locks
as Appendices to this manual.

Before You Begin

Before you begin, take a few moments to review the following
considerations:

B Record device MAC address before installing device. You will need
this when configuring the controller in the software.

B Wi-Q and Omnilock Technology locks will work from -31°F to 151°F.

Extreme heat will cause a reduction in wireless signal strength and
can cause a loss of connectivity while the heat remains.

Alkaline batteries cease to operate if they reach a temperature of
-20°F.

B Wi-Q and Omnilock Controllers are designed for use on 1-3/4-inch
doors. If you need to install on non-standard doors, contact Stan-
ley Customer Service for more information.

B Lockset instructions are given for right-hand doors (as determined
from outside the door). If you are installing a left-hand door, see
the instructions provided with your lockset for hand change in-
structions.

B If you are installing locksets on unprepared (un-drilled) doors, use
the template provided with your specific lockset.

Please refer to the Appendices or the instructions provided with your
particular lock to complete these steps. Once this is done, check con-
troller operation as described in the following paragraphs.



Check Controller Operation

Verify controller operation using the steps appropriate for your con-
troller type (Magnetic Card or keypad). If the system does not operate
properly, see Troubleshooting, at the end of the section.

Magnetic Card Check

If your system has a magnetic card controller (mag card), default Pro-
grammer ID cards are supplied with the software. You will need these
cards when you are ready to sign on the controllers.

To perform a magnetic stripe card verification:

1
2

Determine if the magnetic card type is Track 2 or Track 3.

Select the default Programmer ID card that matches the type for
your magnetic card controller.

Insert and remove the magnetic card. The magnetic stripe on the
card should be aligned with the V' mark by the card slot. The lights
on the top of the Controller will flash green once and unlock, then
during the open delay time, it will flash green five times. Once this
occurs, the card controller light will flash red and lock.

While unlocked, check for proper lock operation.

Keypad Check

If your Controller is a keypad type, perform the following steps:

1

At the keypad, enter the default Programmer ID, 1234#. The green
light on top of the card controller will flash once and the lock will
unlock, then during the open delay time, it will flash green five
times. Once this occurs, the controller red light will flash and the
lock will relock.

While unlocked, check for proper lock operation.
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Troubleshooting mortise and cylindrical locks

If the mechanism doesn’t unlock, refer to the following table:

LEDs

Sounder

You should...

Single red flash

Use the card at a moderate speed.

Red flashes

3 short tones

Use the temporary operator card
provided with the lock.

Green flashes

Check the motor connection.

Check the battery connection.

Troubleshooting EXQ Exit Hardware trim

If the mechanism doesn’t unlock, refer to the following table:

LEDs

Sounder

You should...

Single red flash

Use the card at a moderate speed.

Red flashes

3 short tones

Use the temporary operator card
provided with the lock

or

Perform a door reset to restore to the
factory default settings (the lock may
already be associated (programmed).

Green flashes

Check the motor connection.

Alternating red and green
flashes

Check the motor connection.

Check the battery connection.

For additional troubleshooting instructions, see the Service Manual

for the hardware.

Once you have installed and tested your Controllers, you are ready
to sign them on in your system. To do this, Wi-Q AMS or Omnilock
WAMS software must be installed on your Host computer. At a mini-
mum, you will need to create your Segment and add your Portal
Gateways to the Segment Tree before you can sign on the Control-
lers. See “Add and Configure Portal Gateways (Task 7)” on page

58. Once that is done you can return to the site and sign on the
controllers. See “Sign on and Configure Controllers (Task 10)” on

page 75.




Verify Signal Strength, Voltage and Packet Radio

If you used the Wi-Q Technology Site Survey Kit, you have already veri-
fied basic controller signal strength. Once the controllers are signed on,
you can use the Statistics Monitor application to further measure con-
troller performance, including controller voltage (battery level), and the
packet ratio (the number of packets received vs the number of packets
sent) of the controller. For more information about the Statistics Monitor
application, see “Statistics Monitor” on page 186.
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Software Installation

Stanley Wi-Q AMS and Omnilock WAMS provide powerful suites of
tools to manage your system: Configurator, Transactions and Statis-
tics Monitor. View reports from all applications using Reports, and
perform archivals and imports using Administrator.

Once the software is installed, you will find the Configurator shortcut
on your desktop. You can access all applications from the Configu-
rator main menu. You can also access these applications from the
Windows Start Menu.

The following setup tasks are covered in this section:
Task 3 — Prepare your Computer
Task 4 — Gather and Organize Segment Data

Task 5 — Install Wi-Q AMS or Omnilock WAMS Software
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Prepare Your Computer (Task 3)

To prepare your computer for the installation of the Wi-Q AMS or
Omnilock WAMS software, you must ensure that your system is
equipped with an appropriate operating system, database and server
and configure your Windows Firewall Ports.

34

Recommended System Limits

It is important to ensure your Host computer or computers are
adequate to handle the system. The following table lists the recom-
mended system limits for running Wi-Q AMS and Omnilock WAMS.

Parameter
Hardware configuration
Config 1 Config 2* Config 3* Config 4*
CPU Speed 1 cores @ 3GHz 2 cores @ 3GHz 4 cores @ 3GHz 8 cores @ 3GHz x 2
machines (SQL server
& communication
server)
RAM 1GB 4GB 4GB 8 GB
Hard Disk 40 GB 40 GB 40 GB 100 GB
0s Windows XP. Windows 7 Server 2003 32 bit, | Server 2008 x64
Windows 7 Ultimate 64 bit Server 2008 32
Professional, bit, or Server 2008
or Windows 7 64 bit
Ultimate
SQL Version 2005 Express or 2008 Standard 2008 Standard 2008 Standard
newer
Portal Gateways 50 100 250 1000
Devices 300 1000 3000 10000
Users 1000 5000 10000 50000
Segments 1 1 1 1
Ethernet 1000 Base T 1000 Base T 1000 Base T 1000 Base T

* — requires tuning of system parameters during installation by Stanley Security Solutions Technical Support




Configure Windows Firewall Ports

Several ports must be enabled in your Windows firewall settings to
allow proper communication with AMS/WAMS. The following ports
must be enabled:

m Port 23

H Port 80

B Port 1433

B Port 1434

H Port 8000

®m Port 11000
B Port 5353

If your firewall is disabled, then all ports are open by default. If the

firewall is on, perform the following steps in order to add the required

ports listed above:

35



Note The screenshots below reflect a Windows 2007 operating system.
Navigating through the firewall settings in other editions of Windows
will be slightly different.
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1 Navigate to your Windows Firewall settings from your PC’s control
panel. See Figure 10. Then, click on Advanced settings.

Figure 10 Windows Firewall

Navigate to Windows Firewall

= .=

@uv|o v Control Panel » All Control Panelltems » Windows Firewall

Search Control Panel ¥l |

v|‘?|

Control Panel Home

Allow a program or feature
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® Change notification settings

'\"j.' Turn Windows Firewall on or
off

[‘;‘ Restore defaults
[‘} Advanced settings

Troubleshoot my network

See also
Action Center

Metwork and Sharing Center

Help protect your computer with Windows Firewall

Windows Firewall can help prevent hackers or malicious software from gaining access to your computer

through the Internet or a network.
How does a firewall help protect my computer?

What are network locations?

. ’-@' Home or work (private) networks

Metworks at home or work where you know and trust the people and devices on the network

Windows Firewall state:

Incoming connections:

Active home or work (private) networks:

Motification state:

l '@ Public networks

S

Connected A

On

Block all connections to programs that are not on
the list of allowed programs

UE  Network 2

Maotify me when Windows Firewall blocks a new
program

Not Connected V

Click on Advanced settings



2 Select Inbound Rules.
Figure 11 Inbound Rules

Select Inbound Rules
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3 Right click on Inbound Rules to open an option menu. Select New
Rule from the menu.

Figure 12 New Rule

Select New Rule
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4 |In the New Inbound Rule Wizard window, select Port. Click Next to
continue.

Figure 13 Create Port Rule

Select Port
[ Windows Firewall with Advanced Security B
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=230 = HE
@ v Il with Advance] [Aca
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5 Enter the following ports into the “Specific local posts” field: 23,
80, 1443, 1434, 8000, 11000, 5353. Then, click Next to continue.

Figure 14 Enter Ports
Enter ports: 23, 80, 1443, 1434, 8000, 11000, 5353

=

ﬂ New Inbound Rule Wizard

Protocol and Ports
Specify the protocols and ports to which this rule applies.

Steps:

@ FRule Type Does this nule apply to TCP or UDP?

@ Protocol and Ports @ TCP

@ Action i UDP |
@ Profile

@ Name

Does this rule apply to all local ports or specific local ports?

) All local ports
@ Specific local ports: |

Example: 80, 443, 5000-5010

Leam more about protocol and ports

<Back || MNed> | [ Cancel

Click Next



6 Select Allow the connection. Click Next to continue. See Figure 15.

Figure 15 Allow the Connection

Select Allow the connection

@@ New Inbound Rule Wizard

=

Action
Specify the action to be taken when a connection matches the conditions specified in the rule.

Steps:
@ Fule Type
@ Protocol and Ports

What action should be taleen when a connection matches the specified conditions?

@ Allow the connection

Leam maore about actions
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& Profile :
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- This includes only connections that have been authenticated by using IPsec. Connections
will be secured using the settings in |Psec properties and rules in the Connection Security
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J[ etz ]|

Cancel

Click Next
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7 De-select the Public option. Click Next.

Figure 16 De-select Public

i i B
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@ Action [¥] Domain |
& Frific HApplies when a computer is connected to its comporate domain.
@ Mame [¥] Private

Applies when a computer is connected to a private network location.
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8 Give the new rule a name that can be easily identified by an admin-
istrator. Once finished, click Finish. See Figure 17.

Figure 17 Name the Rule

Name the Rule

r i ™y
ﬂ Mew Inbound Rule Wizard M

Name

Specify the name and description of this rule.

Steps:
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& Profile N;lm_e: o =
Wi<2 Required Firewall Ports
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Description {optional):
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<Back || Frish, |[ Cancel

Click Finish
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9 The new rule now appears in the list. The Firewall Settings module
may now be closed. See Figure 18.

Figure 18 Inbound Rules List
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Gather and Organize Segment Data (Task 4)
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As the technical team works on planning and installing hardware
using the Site Plan, a program administrator or other person respon-
sible for the software side of program setup should be making plans
to populate and configure Wi-Q AMS or Omnilock WAMS.

Device Information

You will need the MAC numbers, device names, capacities, and physi-
cal locations of all Portal Gateways so that you can easily identify
them and assign them to the correct location within the AMS/WAMS
Segment Tree. Ensure your site technical team will provide you this
information as they work their way through the site.



User Information

You will also need to gather the names of users, define their access
requirements, organize user and timezone groups, and decide how
you will use other features configurable within AMS/WAMS.

It will be helpful to create a table listing what you know about each
user. Starting with a list of names, think about building a table that
defines basic information about each user; such as, User Type, User
Group, Shift, and so on. Following is a very simple example:

Last First | User Type | Bldg. | User Group | Timezone | Shunt

Alverez | Alicia | Manager | A Admin Default Default
Bennet | Fred | General |A Lecture Default 30 sec.
Ford Aldo | General B Service Service 1| 30 sec.

What User Groups will help you manage security? Do you have shift
workers who are allowed on site only during certain days or hours?
Will there be areas off limits to certain groups? Do some users need
extra time to pass through a door, such as to accommodate a food
cart or wheel chair? Start thinking about these elements and begin
organizing the data as soon as possible so you’'ll be ready when your
equipment and software are ready. It is a good idea to use a spread-
sheet software such as Microsoft® Excel® for this purpose. That way
you can sort the data to help you plan your segment.

Importing Data

Do you have an existing database that already contains much of the infor-
mation you need? It is likely you can modify a version and import it into
AMS/WAMS using the program’s System Administrator feature. If you have
a large organization, this will save you time and reduce data entry error. See
“Importing Data from a Legacy OFM Database” on page 165.
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Install Software (Task b)

Note

Note
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The AMS/WAMS software is installed in three steps: Install the Data-
base Server component, Install Wi-Q AMS or Omnilock WAMS Web
Services, Install Applications.

The installation may detect missing prerequisites during the
installation process. Have your original Microsoft Windows
installation disks ready for use if prompted (Configuration #5 — Server
PC (Pro and Enterprise Region Systems). In addition, be prepared to
address the following conditions during the setup:

If... Then

If you plan to use a secure socket | A valid certificate must be obtained
layer (SSL) connection (connecting | from a certificate authority for IIS.

via the internet) See your Network Administrator.
You plan to use a basic A local administrator user account, login, and
authentication password must be generated for the system to

log into. (Instructions are presented in Portal
Gateway Setup, Setup tab, Host Access Settings.)

You plan to use certificate A client certificate file must be generated. See
mapping your Network Administrator.

Beginning Installation

1 If you have not already done so, download the Wi-Q AMS or Om-
nilock WAMS Software from the Stanley Technical Support website

or

Insert the software disc into your machine’s disc reader.

If you have downloaded the installation files to your machine, it is
recommended that you save the folder directly on your local hard
drive to keep the path to the files as short as possible.

2 Click on the .exe file that contains “Bootstrap”
(Example: WiQBootstrap.exe).

3 Wi-Q AMS or Omnilock WAMS Setup checks your workstation for
any missing prerequisites, such as Microsoft.NET Framework. If
the following dialog box opens, click Next. If not, proceed to Step 4.



Note

Note

Note

Figure 19 Installation Bootstrap

&WAMS Installation Bootstrap x|

Microzoft MET Framewaork 2.0 iz nat present on thiz
workztation, Ta install it, select the Mest Button.

E uit

a The Microsoft .NET Framework Setup wizard welcome screen
opens. Click Next to continue.

b Read the End-User License Agreement. To continue with the
installation, click the checkbox at the bottom. Then click Install.
The installation may take a few minutes.

¢ When the installation is complete, click Finish.

It is recommended that you reboot your machine after any missing
prerequisites are installed before continuing on with the installation.

d After rebooting your machine, click the “Bootstrap” .exe file
again.
4 The AMS/WAMS Setup Main page opens, Figure 20. It is important
to perform the steps in the sequence presented.

You may wish to install the services and database on one machine
(such as the Host) and the AMS/WAMS Applications only at other
machines. This can be done by selecting the appropriate application
from the System Setup windows.

The screen shots in this User Guide are from a Stanley Wi-Q AMS

system. Omnilock WAMS will install in the same manner and function
in the same way as Wi-Q AMS.
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Figure 20 AMS/WAMS Setup

Stanley

Wi-Q Access Management Software Setup

Install the Microsoft SQL Server Database Engine and Create an

1 AMS Database Server
AMS Databasze Server.

AMS Services
In=tall the Wi-Q Windows Service. The Wi-() database 1z then
created or updated on the Wi-) SQL Database Server

AMS Applications
Install the AMS Configurator, Transactions, and Statistics Monitor
applications.




Note

Step 1

1 Click the AMS/WAMS Database Server link. If a similar dialog box
opens with a link to install Prerequisites, click the link.

Figure 21 Database Server Prerequisites

i AMS Setup 3.0

Stanley

Wi-Q Access Management Software Setup

Examines the workstation to detersrane if all Wi-0) Database Jerver
Intallation Pretecquisites are present.

1 Wi-0J Database Server Prerequistes

Mote: The prerequisites ate NOT required when an existing
database server is used. Click the Wi-Q) Database Jerver ink below
touse an existing database server.

Wi-J Database Server
Install the Mictrosoft 30L Server Database Engine and Create an

W0 Database Server.

Back

m
=
=

2 You may be prompted to install a number of prerequisites, includ-
ing Microsoft Windows Installer and Windows PowerShell. To
install the latest versions of these prerequisites, it is recommended
that you click the website links provided and download directly
from the Microsoft website. Once you’'ve downloaded the setup
files, follow the installation prompts provided.

It is recommended that you reboot your machine after any missing
prerequisites are installed before continuing on with the installation.
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3 Once all the prerequisites have been installed, click the link on the

main setup screen to install the AMS/WAMS Database Server.

4 The Database Server System Definition dialog box opens. Choose

whether to install the server on a local machine or within an
existing SQL Server instance. If you choose to install on a local ma-
chine, decide whether to use the default password or define a new
password. If you choose to install within an existing server, enter
the instance name and associated user name and password. Then
click Finish.

Figure 22 Database Server System Definition

Database Server System Definition

Define the Database and System Administrator (sa) Fassward.

IV Install 051 instance on local machine

& {ze Defaull Password [os]
™ Define Pazsward

Enter Passwaond: I

Retype Pazsword: I

™ Install within existing SOLSERVER instance

Instance Mame: I
£k APCHE-GYIHT OS]

Idzer Mame: I

FPazaword: I

Cancel | Finizh I

5 The SQL Database Server will install now. This may take several
minutes.



6 When the server is successfully installed, you will see “Installed”
next to Step 1. As you work through the process, steps that have
been completed or don’t need attention will no longer have click-
able links.

Figure 23 AMS Database Server Successfully Installed

Stanley

Wi-Q Access Management Software Setup

AMS Database Server Instaffed
The ANS SQL Database Serveris INSTALLED on the Workstation!

AMS Services
Install the Wi-Q Windows Service. The Wi-() databasze is then
created or updated on the Wi-0Q BQL Database Server

ANMS Applications
Install the AMS Configurator, Transactions, and Statistics Monitor
applications.

£
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Step 2
1 On the Setup main page, click the AMS/WAMS Services link.

2 If a similar dialog box opens with a link to install Prerequisites, click
the link. See Figure 24.

Figure 24 Install Prerequisites

d& AMS Setup 3.0 |

Stanley

Wi-Q Access Management Software Setup

Examities the workstation to detertrine if all AMS Services
Intallation Prerecuisites are present.

1 AMS Services Prerequistes ;

AMS Services
Install the Wi-OQ Windows Service. The Wi-0) database i3 then
created of updated on the Wi-0 30L Database Server.

a You may be prompted to install Apple® Bonjour®. Bonjour net-
working technology is used by the Portal Configuration Tool to
locate and list all Portal Gateways on the network. Click the link
to begin installing Bonjour.

b The Bonjour Print Services window opens. Click Next to con-
tinue.



Figure 25 Bonjour Print Services Installer

|§'l Bonjour Prinkt Services

¥elcome to the Bonjour Print Services Installer

You will be guided through the steps necessary bo inskall
Bonjour Print Services, To get started, click Me:xt,

2.0.2.0

= Hack

Cance| |

¢ Read the License Agreement. To continue with the installation,
click on “l accept the terms in the license agreement,” then

press Next.

i'-;‘ Bonjour Prink Services

License Agreement

Flease read the Following license agreement carefully.

English

APPLE INC.
SOFTWARE LICENSE AGREEMENT FOR BONJOUR
PRINT SERVICES FOR WINDOWS

PLEASE READ THIS SOFTWARE LICENSE
AGREEMENT ("LICENSE") CAREFULLY BEFORE

" I donot accept the kerms in the license agreement

f+ T accept the terms in the license agreement

-

1ISIMI™ TULC ADDI C OAiCTGyADE DY LIS, TLE aDDI T

< Back I Mext = I

Zancel
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d Read the information about Bonjour Print Services. Then press
Next.

Figure 27 Bonjour Print Services Information
ii._w!,l Bonjour Print Seryices

Please read the following information.

|lAhﬂut Bonjour Print Services for =
Windows

Eonjour Print Services for Windows lets you discowver and
configure Bonjour-enabled printers from your Windows
computer using the Bonjour Printer Wizard.

System requirements

Bonjour Print Services supports Windows XP Service Pack 2 <

< Back I Mexk = I Cancel |




e Inthe Installation Options section, decide whether or not to cre-
ate a desktop shortcut and/or schedule automatic updates for
Bonjour. Choose your destination folder and then select Install.

Figure 28 Bonjour Installation Options

i'.;!;'a Bonjour Prink Seryices

Installation Options

Select Falder where Banjour Prink Services files will be installed and choose installakion options.

|

v Create Bonjour Printer Wizard desktop shortcut:

v automatically update Bonjour Print Services and other Apple software

Select this option if wou want ko schedule Apple Software Update to check for updates
automatically,

Destination Folder

D Z:\Program Files\Bonjour Print Zervices) Change. ., |

< Back I Inskall I Cancel
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f  Once the Bonjour Print Services Installation is complete, press
Finish.

Figure 29 Bonjour Print Services Installation Complete

|:-£| Bonjour Print Services ﬁl

Congratulations.

Bonjour Print Services has been successfully installed on
WouUr computer,

Click Finish to quit this Installer,

zarce| |

3 Click on AMS or WAMS Services to install the Wi-Q/Omnilock Win-
dows Service and create a database.

= Back

4 Click Next to continue past the Welcome page.

5 On the Database Server dialog box, browse to your database
server and select your connection method. In the Connect Using
section, choose your connection method. If you choose Server au-
thentication, provide the Login ID and Password for the server. See
Figure 30



Figure 30 InstallShield Wizard Database Server

i'-E‘ Stanley Wi-Q) Access Management Software Services - Installs I |

Database Server

Select dakabase server and authentication method

Select the database server to install ko From the lisk belaw ar click Browse to see a list of all
database servers. You can also specify the waw to authenticate wour login using wour current
credentials or a 3L Login ID and Password,

Database Server:

flocal)hos] j Browse, ., |

Conneck using:

" windows authentication credentials of current user

" Server authentication using the Login ID and passwaord below

Login I |sa

Passwiord: I

InstallShield

< Back | Mextk = I Cancel

6 Inthe Setup Type dialog box (Figure 31), select a Complete or
Custom install. Selecting Complete will run installations for the
Database, Communication Service, Portal Config App and Wi-Q/
Omnilock Service. Selecting Custom will allow you to choose
which components to install. Once you’'ve made your selection,
press Next to continue.
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Figure 31 Setup Type

ii‘%l Stanley Wi-Q Access Management Software Services - Insts

Setup Type

Choose the setup bype that best suits vour needs,

Flease select a setup type,

All program Features will be installed. (Requires the most disk
space.]

Choose which program Features vou want installed and where they
will Be installed, Recommended For advanced users,

IristallShield

= Back I Mext = I Cancel |

Figure 32 shows the installation components available in a Custom
Setup.

Figure 32 Custom Setup

ii-.% Stanley Wi-0 Access Management Software Services - Installs I x|

Custom Setup

Select the program features wou want installed.

lick on an icon in the list below ko change how a Feature is installed,

Wy'i-) Database Installakion [ Featurz Deaoription

Wy'i-C) Communication Service Installation
Wi-) Portal Config App Installation

fi-0) Service Installakion

This Feature requires 11ME on
wour hard drive.

Install bo:
C:\Program FilestStanley Security SolutionstStanley Wi-G AMS Services), Change... |
InistallShield

Help Space < Back I Mext = I Cancel |

58



Clicking on the icons to the left of each component will bring up
installation options. If you decide on a Custom Setup, you must
select an installation option for each component. Then click Next to
continue.

7 The wizard is now ready to begin installation. Click Install.

8 Once the installation is complete, click Finish.

Step 3
1 On the Setup main page, click the AMS/WAMS Applications link.

Figure 33 Install AMS/WAMS Applications

JR1=TE
Stanley

Wi-Q Access Management Software Setup

AMS Database Server Installed
The AMS 30L Databasze Server is INATALLED on the Workstation!

AMS Services fnstaffed
Repair of reinstall the Wi-0Q) Windows Service. You can also

unitistall the Setvices.

AMS Applications !
Install the ANS Configurator, Transactions, and Statistics Monitor
applications.

m
=
=

2 On the InstallShield Wizard Welcome screen, click Next to continue.
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3 On the Destination Folder screen, click Change if you would like to
change the install folder location and browse to the desired loca-
tion. Then, click Next.

Figure 34 Destination Folder

ﬁ% Stanley Wi-[) Access Management Software - InstallShield W

Destination Folder

Click Mext to install ko this Folder, or dlick Change ko install bo a diFFerent

[y Install Stanley Wi-C Access Management Software Lo:

.--/ i:\Program FileshStanley Security SolutionstSkanley Wi-C ARSE Change. .. |

IrstallShield
< Back

Cancel |

4 In the Setup Type dialog box, select a Complete or Custom
install. Selecting Complete will run installations for the Configu-
rator, Transactions, Administrator, Status Monitor and Reports
applications. Selecting Custom will allow you to choose which
components to install. Once you’ve made your selection, press
Next to continue.




Figure 35 shows the installation components available in a Custom
Setup.

Figure 35 Custom Setup

ii-.% Stanley Wi-[) Access Management Software - InstallShield Wiza

Custom Setup

Select the program features wou want installed.

lick. on an icon in the list below to change how a Feature is installed.

= Feature Description
Wiy Configurator
Wiy Transactions
Wiy Administrator
W) Skakus Monikar
Wiy Reports This Feature requires 17MB on
wour hard drive, It has S aof 5
subfeatures selected. The
subfeatures require 15MB on
wvour hard drive.
Install b
C:\Program Files\Stanley Security Solutionstatanley -0 AmSh Change... |
Imstallshield

Help Space < Back I Mexk = I Cancel |

Clicking on the icons to the left of each component will bring up
installation options. If you decide on a Custom Setup, you must
select an installation option for each component. Then click Next to
continue.

5 The wizard is now ready to begin installation. Click Install.

6 Once the installation is complete, click Finish.
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The installation of all three components is now complete.

Figure 36 Successful System Setup

Stanley

Wi-Q Access Management Software Setup

ANIS Database Server Instalied
The ANS SQL Database Serverizs INSTAILED on the Workstation!

AMS Services Instalfed
Bepair or reinstall the Wi-Q) Windows Service. You can also uninstall

the Services.

ANMS Applications Installed
Install the AMS Configurator, Transactions, and Statistics Monitor
applications.

Click Exit on the Setup window. Wi-Q AMS or Omnilock WAMS will
be accessible through your Start Menu.

Note It is recommended that you reboot your machine after installation is
complete. If you chose a non-standard database server location in
Step 1, you must reboot your machine now.
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Note

Configuring Segments, Portal Gateways
and Controllers

This chapter contains detailed steps to perform the following tasks:

B Task 6: Create your Segment
B Task 7: Add and Configure Portal Gateways
B Task 10: Sign on and Configure Controllers

After segment creation, this chapter discusses Portal Gateway and
Controller configuration. However, it is perfectly acceptable to add
Users, User Groups and any special Timezones you will need before
configuring Portals and Controllers. An advantage to adding Users
and User Groups before you add Portals and Controllers is that they
will be available as you configure each new Portal and Controller in
the system. You can also add Portals, Controllers, users and user
groups as you go, building the system in any way that makes it effi-
cient with the data that you have available.

The terms “Controller” and “Reader” are used synonymously
throughout this chapter.
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Create Your Segment (Task 6)

64

It is important to give some thought to how you will go about config-
uring a segment in AMS/WAMS. If you have not already done so, it
may be helpful to review the Getting Started Guide.

Logging in to Configurator

To get started, open your Configurator module. You can access
it via the icon on your desktop or from the Windows Start Menu
(Programs>Stanley Security Solutions).

The Wi-Q AMS or Omnilock WAMS splash screen appears briefly,
then the Login dialog box opens.

Selecting the Database Connection

When you start up AMS/WAMS, the system defaults to the database
installed on the Host computer. If for some reason your database
resides on a computer other than the one running AMS/WAMS, you
must select the database before you login.

To select a database on a different computer

1 From the File menu, select Select database connection from the
drop-down list.

Figure 37 Select Database Connection

G=- Configurator - Stanley Wi-Q Access Management Software - |EI|5|
Filz | Help

Click on Select —— Select Database Connection, .

Database Manage Logging. .. pward.

Connection Exit

Laogin Marne:

Password:

Directory:

I::Internal:b j




The Database Connection dialog box opens. See Figure 38.

Figure 38 Database Connection Window

Database Connection

Establish the Database Connection Criteria.

Server: I['DCE|]"~US|| =] Refresh |

— Connect Uszing:

¢ \windows authentication

" SOL Server authentication

Logir M arme: I

Password: I

[T Save Password

Test Connection | Cancel | Firizh I

2 Inthe Server field, select the server location from the drop-down
list.

3 Under Connect Using, select either Windows authentication or SQL
Server authentication. If you select SQL Server,, enter the login
name and password for that server.

4 Click Test Connection.

5 Click Finish. You are ready to login to AMS/WAMS using your desired
database.

Login Information

When you enter the system for the first time, the default, case-sensi-
tive, User Name and Password are:

Login: Admin
Password: Admin

1 Enter the Login Name and Password.

2 Select Login. You are ready to start setting up your new segment.
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When you select Login, the Define a New Segment dialog box opens.

Define a New Segment
1 In the Segment Name box, enter a unique name for your segment.
Figure 39 Define a New Segment

Define a Hew Segment

Create a Mew Segment.

Segment Name: |A[:me University

Cancel | Finish |

2 Select Finish. The Configurator dialog box opens on the Segment
Tab. The new segment name appears in the Selected Segment box
and AMS/WAMS assigns it a unique Segment ID.

Figure 40 Identifying the Segment name and ID

d=- Configurator - Stanley Wi-Q Access Management Software o ] B4

File Applications Help

aﬁ Segment| h Porta|s|a. Readers”ﬂ'l’lmezoneﬂ L& Users|u Firmware| 4=
Segment name .
selected Segment: I.ﬁ.crne University
H=z- A
A=
E (1), | -l
SeQment ID Segment ID 2
Sign On Credentials (Collection)
Sign On Key Sign On Key (700279)
E (Name) b
Segment Mame Acme University
E Associations
UserFields (Collection)
User Groups (Collection)
B Credential Settings
Keypad Credential Length 4 -
Contact 1
Segment Contact #1.
Cancel | Update

User: Admin

Note Once you have successfully logged in, it is recommended that you
change the default User Name and Password to ensure system security.

66




To change the Password

1 At the top left corner of the Configurator dialog box, select
File>Change Password. The Set Password of User dialog box
opens.

Figure 41 Set Password of User

Set Password of User (Admin)

Set the User Password.

Enter Current Password: ||

Enter New Password: I

Retype MNew Password: I

Cancel | Finish |

2 Enter the new password
3 Retype the new password.
4 Select Finish.

WARNING: Be sure to keep a record of your new password in a
locked safe that is available to your senior management team!
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Add and Configure Portal Gateways (Task 7)

Portal Gateways can now be added and configured within the soft-
ware. Portals are configured from the factory with an IP address

of 192.168.1.200. When configuring a Portal Gateway, it is best to
connect directly to the Portal before placing it on the network. This
removes the possibility of duplicate IP addresses on the network.

Note

68

You can change the IP address of your Portals with the Portal Con-

figuration Module.

All Portal Gateway IP address must be unique across the entire system.

Configuring a Portal Gateway with the Portal Configuration Module

Perform the following steps to change your Portal Gateway’s IP address.

1 Connect the Portal Gateway to the Host either over the network
or directly via crossover Ethernet cable (recommended). For more
information on connecting a Portal Gateway, see “Connecting the
Portal Gateway and Verifying Operation” on page 24.

2 Open the Portal Configuration module (Start Menu>Stanley Security
Solutions>Stanley Wi-Q AMS Tools or Stanley Omnilock WAMS Tools).

3 Click Scan. This button performs a scan of the entire network and

lists the Portal Gateways on the network.

Figure 42 Scan network for Portal Gateways

EJ stanley Wi-0) Portal Configuration - 3.0.011.0 - | Ellll
File
Portals on the M etwork
Last Operation Results | Metwark Mame | Hyperlink | ML Address | IP Address | Subnet Mazk
< | »
—Mew Partal IP Configuration —————— [~ Operationz
IP &ddress: I S Scan \ I I Retiieve IP Configuration during Scan
St aebs I R Update IP Eonfiguration\ I I™" Manual Connection
Gateway: I R
Generate Certificates Only I
Portal Service Port: I (
Ewpart Partal [P Canfigurations \
Partal Config Service Part: I‘I‘IDEID -
i i \  Manual Connection
Fill Defeult I~ 55L Enabled Sel Defaut Confiuetion_ | N Clon Tromctors
I\ Set Back ta Factory Default

Ready \

\
Scan




Note

4 Select a portal from the list.

5 At this point, you may change the IP address from the factory set-
ting to one from the range you’ve created. Under New Portal IP
Configuration, type in the IP Address.

6 You may need to adjust the SubNet Mask to match your network.

Consult your network administrator for details.

7 If you wish to generate a SSL certificate for a more secure connec-
tion, click on the SSL Enabled checkbox.

If you enable SSL for one Portal Gateway, you must enable it for all

Portal Gateways in your system.

8 If you have a direct connection to the Portal Gateway, and you have
changed the IP address, click on Update IP Configuration to update
the selected portal.

Figure 43 Update IP Configuration

IP Address

E Stanley Wi-[) Portal Configuration - 3.0.011.0 - Dlﬂ
Eile
Partals on the Metwork
Last Operation Results | Network Name | Hyperlink | MAC Address | IP Address | Subnet Mask
Scan - PASSED / Get P Config - M4 PG:00-135F 192-168-1-200 htto://1921681.200  0014F500135F 192.168.1.200 0.0.0.0

|

— Mew Portal IP Configuration

and
SubNet Mask

IP Address: |‘|921EE. 1.200

SubMet Mask: I np.o0.0.0

— Operations

Scan | ™ Retiieve IP Configuration during Scan

Update IP Configuration \ |'_ Manual Connection

Gateway IU o.0.0

Generate Cetificates Only \

Portal Service Port IIJ

Export Partal IP Configurations |
Portal Config Service Port; IU -
i Natwal Connection

Fil Defauk M7’ SSL Enabled oeDefa NEobiate _

I~ CIe\t Transactions

™ Set E\ck to Factary Default

Ready \
AY
SSL Enabled Update IP Configuration
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Portal Configuration Features and Functions
Review this section for additional information regarding the Portal
Configuration window. See Figure 44.

Figure 44 Portal Configuration Window
1

[El stanley Wi-g Portal Configuration - 3.0.011.0 S _1ol x|
Eile
Partals on the Metwork
Last Operation Results | Metwork Mame | Hyperink | MaC address | IP &ddress | Subret Mask
4| | »
— Mew Portal IP Configuration ————— | [~ Operati|ns
IF &ddress: I . Scan | I'"" Retrieve IP Configuration during Scan
4 SubMet Mask: Update IF Configuration | I Manual Connection 5
Gateway: I A .
Generate Certificates Only |
Portal Service Port: I
. . —— 1 Export Portal IP Configurations |
Fortal Config Service Port: I'I'IDDD
i i ™ Marual Cornection
Fil Dafault T S5LEr|bled Set Default Canfiguration | = !
+ Clear Tranzactions
I|" Set Back to Factory Default
Ready

6 7 8 12 10 N 9

1 Portals on the Network grid

Provides a list of Portal Gateways on the network. It shows the
status of the last operation performed, the portal network name,
a hyperlink that opens the corresponding status page, portal MAC
address and portal IP configuration data.

2 Scan

Performs a scan of the entire network and lists the Portal Gate-
ways on the network.

3 Retrieve IP Configuration Scan

When checked, attempts to retrieve the current IP Configuration
for the corresponding portal. This requires direct communication
with the portal configuration service, which only runs for one hour
after a reboot. If the service is not running, the IP Configuration
data will return unknown data.

4 Update IP Configuration

Updates the IP Configuration of the selected portal. This requires
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n

direct communication with the portal configuration service. The
“New Portal IP Configuration” fields are used for the new IP Con-
figuration data.

Manual Connection

When checked, allows a portal to be configured by IP address.
Some networks do not allow port 5353 to be open, which is re-
quired by the application when scanning for portals. This allows
manual connection to the portal so the portal can be configured.
You must click on Update IP Configuration after selecting this box.

SSL Enabled

When checked, generates a portal certificate that is sent to the
portal and stored to the database. Enable this box when data
encryption is required. Multiple portals can be selected when up-
dating the IP Configuration, but only SSL Enabled can be selected.
This allows a quick operation of enabling SSL on all portals.

Generate Certificates Only
Generates portal certificates for the selected portals.

Export Portal IP Configuration
Exports the portal IP configuration for the selected portals.

Manual Connection

When checked, allows you to manually connect to a portal not
listed in the Portals on the Network grid by entering the IP address
and Port. You must click on Set Default Configuration after select-
ing this box.

Clear Transactions

When checked, allows you to clear all transactions from portals
you select in the list above. This may be selected in combination
with the Set Back to Factory Default checkbox. To complete this
action, you must click on Set Default Configuration.

Set Back to Factory Default

When checked, allows you to set change the IP address(es) of

the portal(s) you select in the list above back to factory default
(192.168.1.200). This may be selected in combination with the Clear
Transactions checkbox. To complete this action, you must click on
Set Default Configuration.
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12 Set Default Configuration
This button will complete the actions generated by the Manual

Connection, Clear Transactions and Set Back to Factory Default
checkboxes.

Once you've configured your Portal Gateways with the Portal Config-
uration module, you can add them into your Wi-Q AMS or Omnilock
WAMS Software.

Adding Portal Gateways to AMS or WAMS

Portals can be added to your system in two ways:

B Adding — normally use this method if the number of Portal Gate-
ways is manageable. This is a manual method that requires manual
entry of the IP address of each Portal Gateway.

B Bulk Importing — normally use this method for large systems. This
is done through the System Administrator application through the
‘Import Portals’ selection.



Note

Adding Portal Gateways One at a Time
Refer to Figure 45.

1 In the Configurator application, click the Portals Tab.
2 Click Add and the Configure New Portal Gateway screen opens.
3 In the Workstation field, select the location of your server.

4 Enter the name and description of the Portal Gateway.

Normally name Portal Gateways by their location. For large systems,
work out a naming scheme that makes it easy to locate the Portal

Gateway in your segment.

5 Enter the IP address of the Portal Gateway. You will need to get IP
addresses from your network administrator.

6 Enter the port.
Figure 45 Configure New Portal Gateway screen

Configure Mew Portal Gateway

MAC Address: IWaiting fior Spnc

Facility: I.-“-‘-.I:me Iniveerzity

ik ztation I’“‘” Mot Azzigred = j
M amne: ||

Dezcrption: I

IP &ddress: |1EI2.1EE. 1 .200
Part; Iaunn

Channels: I.-'l'-.LL CHAMMELS

IJpdate [nterval: |1 Dayps

Tranzactions: ITransactiDn bl azkz

S5L Certificate: |

NN

Cancel | Finizh

7 Click the ellipsis button next to the Channels field and select at
least two channels that the Portal Gateway will use to commu-
nicate. Check with your network administrator to make sure the
channels are available.
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8 Click the ellipsis button next to the Update Interval field. Here you
can set how often the system will update the Portal Gateway with
changes you’'ve made to users, readers, timezones, and other func-
tional changes to the database.

9 Click the ellipsis button next to the Transactions field to select which,
if any, Portal Gateway transactions you want to enable and which you
want to make a ‘priority.” Priority transactions will be uploaded imme-
diately rather than waiting for the next ‘update interval’ that was set in
the field above. Two transactions are available:

B Portal Firmware Update
B Portal Radio Start Failed

If you click on Select All, a dialog box window will ask you to con-
firm your choice and it will also ask if you would like to enable
priorities as well.

10 If you generated SSL certificates within the Portal Configuration
module, you may browse to your Portal Gateway'’s certificate by
clicking on the ellipsis button next to the SSL Certificate field. The
Certificate can be found in your Program Files at the path shown
below (Figure 46). The file is located within a folder named for the
Portal Gateway’s IP address. Select the file with the .pfx extension,
and click Open.

Figure 46 Path to Certificate File

& C:'Program Files'Stanley Security Solutions',Stanley Wi-0 AMS Services',Wi-) Portal Configh Certif ;Iglll
File Edit Wiew Favorites Tools Help | -ﬂ'
(JBack = ) ~ ¥ | ) Search [ Folders | & @ X ) | -
Address I@ Ci\Program Files\Stanley Security Solutions\Stanley Wi-C AMS Services\Wwi-Q Portal ConfigiCertificates j Go
| bame_~ | size | Tvpe | Date Modified | atributes |
(192,168, 1,200 | File Folder 2{7/2012 4:37 PM
11 Click Finish.

The Portal(s) you have added will now be visible in the Segment Tree.
See “Viewing the Segment Tree” on page 80. You can check the

operational status of your Portal(s) by clicking on the top folder within
your Segment Tree.



Portal Gateway Operational Status

When you are on the Portals tab within the Configurator module, you
can click on the top folder within your Segment Tree, and the right side
of the screen will change to a list of Portals in your system. The icon next
to each Portal will give you the Portal’s operational status. Four different
status icons are present in the system for Portal Gateways:

Icon Name Description
Question Mark Device is loading.
Green Circle Device is online.
Red X Device is offline.
Blue Down Arrow Portal Gateway or Controller is not
l assigned to a workstation or the
workstation is not running.

If your Portal Gateways have blue down arrow icons, restart your
Communication Server. See “Restarting your Communication
Server”. After you restart your Communication Server, your Portal
Gateway status icons should change to green circles, indicating that
the devices are online. See Figure 47.

Figure 47 Portal Gateway with Green Circle Icon
g 1=

File  Applications  Help

af.', Seqgment h Portals |a. Readers \ :E_il Timezones | £ Users | 0 Firmware | 4p X

ER] o ¥ | 1P Address
*--2# Second Floor IT Claset:

| Portal Name

| Firmware

| MAC Address
0014F500135F

Add Delete |

User: Adrin
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Restarting your Communication Server

If you need to restart your Communication Server, navigate to your
system’s Services via Administration Tools. See Figure 48.

Figure 48 Navigate to Services

Navigate to Administrative Tools

‘— —iix

OO + Control Panel » System and Security ~ Administrative Tools I - m I Search Administrative Tools @‘
Organize ¥ |27 Open  Burn == ~ i @
% Favorites MName “ | Date modified | Type I Size | |
EP Component Services 7/13/2009 9:57 FM Shortout 2KB
4l Libraries % Computer Management 7/13/2009 9:54PM  Shorteut 2KB
_ Data Sources (ODBC) 7/13/2009 9:53 FM Shortcut 2KB
an Computer
@ Event Viewer 7/13/2009 5:54 FM Shortcut 2KB
ﬁ"" Network EF, iSCSI Initiator 7/13/2009 9:54 PM Shortout 2KB
|::h Local Security Policy 7/20/2010 2:31FM Shortcut 2KB
@) Performance Manitor 7/13/2009 5:53 FM Shortcut 2KB
i%-j: Print Management 7/20/2010 2:30 FM Shortcut 2KB
ﬁ!, Services 7/13/2009 9:54 PM Shortout
@ System Configuration 7/13/2009 9:53 FM Shortcut 2KB
@ Task Scheduler 7/13/2009 9:54 FM Shortcut 2KB
@ Windows Firewall with Advanced Security 7/13/2009 9:54 PM Sharteut 2KB
@ Windows Memory Diagnostic 7/13/2009 9:53 FM Shortout 2KB
@ Windows PowerShell Modules 7/13/2009 10:32PM Shortout 3KB
5 Services Date modified: 7/13/2009 9:54 PM Date cr|ated: 7/13/2009 9:54PM
ST, Shortout Size: 1.25KB

Click to Open Services

Next, locate “Stanley Wi-Q Communication Service” or “Stanley Om-
nilock Communication Service” in the list of services. Right-click on
the line and select Restart.



Importing Portal Gateways in Bulk

Before you can import Portal Gateways in bulk, you must generate an
XML bulk import file using the Portal Configuration module.

Generating an XML Bulk Import File

The XML file you will generate documents and cross-references Por-
tal Gateways’ Mac addresses and IP addresses. Perform the following
steps inside the Portal Configuration module.

1 Click on Scan to generate a list of Portals in your system.

2 Select all the Portals you wish to add to your AMS/WAMS soft-
ware.
3 Click on Export Portal IP Configurations (see Figure 44).

4 Choose a location to save your XML file, and click Save. Figure 49
shows a sample XML file.

Figure 49 Sample XML file

<?xml version="1.0" ?=
- zPortalsz
zPortal MACAddress="00:14:F5:20:0B:6B" IPAddress="10.140.6.32" /=
<Portal MACAddress="00:14:F5:00:00:00" IPAddress="10.140.6.35" /=
<Portal MACAddress="00:14:F5:00:02:2B" IPAddress="10.140.6.31" /=
</Portals=

Once you have generated your XML bulk import file, perform the fol-
lowing steps.

1 Start the System Administrator module (Applications dropdown
menu inside Configurator).

2 Click the Import Portals link from the Import pane. See Figure 50.
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Figure 50 System Administrator Portal Gateway Import

Click the Import
Portals Link

G- Administrator - Stanley Wi-) Access Management Software

File  Help

Segment:  |Acme University

=

Archive and Restore

m  Portal Statistics
m Reader Statistics
m Transactions

m Restore Data

=101 |

Import
m OFM Database
= Wi-0 Impoarker

m Firmware Manager

m Portal Certificates

Caution: Itis recommended that archive and restore acivity not be
performed on an online Segment. A Se gnent can be taken offine by

stoppingthe Stanley WiQ AMS Sendce. The Windows Senvices dialog
can be found at Control Panel | Administratrve Tools | Serices.

User: Admin

3 The Import Portal Gateways dialog displays.

4 Click the ellipsis button and locate the bulk import XML file.

5 Click Open.

Figure 561 Import Portal Gateways

Import Portal Gateways

File to impaort

|C:"-.Du:u:uments and Settingsjg=01184My Doc |:|

Cancel

Impaort

6 Click Import

Note The Portals are imported (or updated) and a results box details the
import. The MAC addresses should automatically show up in Portal

Gateways’ pro

/8

perties.



Importing Portal SSL Certificates

If you previously generated SSL certificates for your Portal Gateways,
you may import them now. Perform the following steps.

1 From the System Administrator application, click the ‘Portal Certifi-
cates’ link under the Import pane. See Figure 52.

Figure 52 System Administrator Portal Certificates link

G- Administrator - Stanley Wi-0 Access Management Software

File  Help

Segrent: Acme University

Archive and Restore

m Portal Statistics
m Feader Statistics
m Transactions

m Restare Data

Click the Portal

=

=10l

Certificates Link

Caution: ltis recommended that archive and restore adivity not be
performed on an online Segment. A Se gment can be taken offline by

stoppingthe Stanley WiQ AMS Senace. The Windows Senices dialog
can be found at Control Panel | Administratrve Tools | Senaces.

Import
m COFM Database

Wi-Cr Imporber

m Firmware Manager

m Portal Certificates

2 Choose the Portal Gateway that you want to import an SSL cer-

tificate to and click the ellipsis button next to it. Then find the
certificate file (see Figure 46) and click Open.

3 When finished with importing all the Portal Gateway SSL certifi-

cates, click Finish.

The Portals you have added will now be visible in the Segment Tree.
See “Viewing the Segment Tree”. You may now check the operational
status of your Portal Gateways. See “Portal Gateway Operational

Status” on page 75.
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Viewing the Segment Tree

The Segment Tree is a visual representation of the locations and
associations of the Portal Gateways, associated Controllers and I/O
devices in your segment. As you configure your Portal Gateways,
sign on Controllers and configure additional hardware in your sys-
tem, you can drag them to the folders and subfolders you create in
the Segment Tree.

Figure 53 shows an example Portal Gateway in the Segment Tree.

Figure 53 Portal Gateway visible in Segment Tree
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E (Portal Connection)
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Port 8000
= Configuration
Assigned to Channels 5,26
Statistics Lipdate Interval 1 Hours
B uploaded Transactions
Transaction Settings Transaction Masks

Workstation
The Workskation associated with this Portal

Add Delete Cancel Update

User: Admin

To view the Segment Tree
1 In the Segment tab, select the segment you wish to work with.

2 Click on the Portals tab. The Segment Tree pane displays on the
left, and a list of all prepared devices displays on the right. The first
item in the Segment Tree is the folder for the selected segment, in
this case, Acme University.

The Segment Tree is also viewable from within the Readers tab. See
“Adding Controllers to the Segment Tree” on page 90.

Organizing your Segment Tree

You can organize your Segment Tree by Portals and Controllers, or
by building locations, or by any other method you prefer. Remember,
the Segment Tree is provided as a visual aid and does not affect the
actual hardware or communication to the devices.

The first level below the Segment level in the tree might contain,
for example, folders for Portals and Controllers, or folders for build-
ing locations. You can create sub-items in each folder as needed, for



Note

example: First Floor, Second Floor, offices, laboratories, and so on.
There is no specific protocol for creating the hierarchy; only that it
makes sense to your operation so that when you add other elements
to the system, you can easily locate the Controllers to be assigned.
Once you create Segment folders of your own, you can move your
Portals to the appropriate folders.

To delete a folder, you must already have moved any devices in that
folder to a different location.

To create a new segment item folder

1 Right click on the parent folder and select New Path from the drop
down list. The New Reader Path dialog box opens.

Figure 54 Defining a New Reader Path

Select or Input the New Reader Path Name

Use Existing Path [1siFion =
Select New + New Path Name: [Building 1|
Path Name and
enter a name
Cancel I Finish

2 Select New Path Name and enter the name.

3 Select Finish. The new path folder is added to the Segment Tree.
Repeat the process to create the folders needed to define your
Segment Tree. Figure 55 shows a Segment Tree with several adde
folders and sub-folders.

d
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Figure 55 Folders and Sub-Folders in the Segment Tree
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Moving Portal Gateways within the Segment Tree
Once you have created the Segment Tree with folders and sub-fold-
ers, you can move Portal Gateways into the appropriate folders.

Click on the Portals tab. Select the desired Portal Gateway from with-
in the Segment Tree and drag it to the desired folder.



Assign Portal Channels

Portal Gateways default to All Channels; however, you can assign
specific channels if needed. For example, if you have configured a
new wireless component to operate on channel 17, you will want to

disable channel 17 in the Portal channel configuration.

To assign Portal channels

1 Click on the Portal tab, and select the desired Portal from the Segment
Tree. Clicking on a Portal will display Portal properties on the left.

Figure 56 Portal Properties
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Add Delete Cancel lpdate
User: Admin

2 Under the Configuration category, click in the Assigned to Chan-
nels field. The ellipsis button appears at the far right of the field.
Click the ellipsis button to open the Channel Selection window.
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Figure 57 Portal Channel Selection
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3 Enable or disable channels as needed (at least one channel must
be selected).

4 Click Finish to save your settings.



Sign on and Configure Controllers (Task 10)

Note

Each segment created in AMS/WAMS is assigned a discrete Sign On
Key number. Select a segment and you will find this number in the ID
Category of the Configurator module’s Segment Tab.

Figure 58 Signing on readers from the Segment tab

Sign On Key
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User: adrmin

If your segment uses Controllers with keypads, you must enter this
number at each Controller to establish connection between the Con-
trollers and the Portals, and ultimately to a segment in the software.
If you use card readers, you can create a sign-on card to use at each
reader. Either way, you must sign on each Controller in the system to
register them in the database and ultimately establish communica-
tion with the software.

Readers associated with Single Door Controllers are configured,
signed on, and monitored in AMS/WAMS exactly like any other
networked keypad Controller in the system.
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Signing on Keypad Controllers

If your segment uses keypad Controllers, use the following steps, in
sequence, to register each Controller in the system. Once this is done,
the readers will appear in the <New Segment Items> folder, viewable
in the Readers tab Segment Tree.

The following sequence is timed. Be sure to have your segment sign
on key ready to enter at the appropriate time.

1 At a keypad Controller, press the following number sequence on
the keypad: 5678# (Wi-Q) or 5678 (Omnilock and WAC). The green
light will flash three times.

2 Within five or six seconds, begin to enter the six-digit segment sign
on key number, followed by #. You will have about five seconds to
enter each number. The sequence will time out if more than five
seconds elapses between numbers.

3 Once the key number is completed, the reader begins to alternately
flash green and red to signify that it is searching for Portal Gate-
ways in range. If the sequence was completed successfully, three
green flashes indicate the Controller has accepted the sign on key.

4 If you see three red flashes, the Controller has not accepted the
number or you have exceeded the time limit. Begin again at step
two, and continue until you receive three green flashes.

Once a Controller has been signed on, all sign-on functionality is
disabled unless it is deep-reset.

Signing on Card Readers

If your segment uses card readers, you may want to register one of
your cards with a segment credential number. This card will be used
to sign on card readers to the system. You can register a separate
card and hold it specifically for this purpose, or register one that
belongs to a user such as the Administrator’s card. Once this is done,
you will use the card to sign on each reader in the system.



To register a card with a segment credential

1 In the Configurator’'s Segment tab, select the segment to which the
readers belong.

2 Inthe ID Category, click in the Sign On Credentials field and select
the ellipsis button at the far right of the field. The Segment Creden-
tials Setup property sheet opens.

Figure 59 Segment Credentials Setup
Segment {Acme University) Credentials Setup

Add, Delete, and Madify Segment Credentials

Credential 1D 2

Credential Type Proximity Card
El [Mame]

Credential Mame Proximity Card
Bl Credentid
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Humber 00000000000000003456
E Proximity Card

Enforce Expiration D ate Falze

Haot Stamp Mumber

Praximity Card Type Prox 26-Bit Card
Credential |ID
The User Credential's ID Mumber,

Add Delete [Ipdate | ak I

3 Select the type of card you will use. If your card type is not listed,
select Add. The Add Credential to Segment dialog box opens.

Figure 60 Add Credential to Segment
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4 Select the card type from the drop-down list, in this case, Magnetic
Card. The Segment (Magnetic) Card Credential Number Setting
dialog box opens.

Figure 61 MAG Card Settings

Segment (Acme University) Magnetic Stripe Card Credential

opecify the Credential MNumber

Credential Mumber (el

—3elect Scan Device

™ MSR 206

Scan | Cancel Finizh

5 You can enter the card’s 16-digit credential number manually; or,
you can scan the card at a local scanning wedge, or select a reader
where the card will be scanned.

To Scan a card locally, select Card Reader and Select Scan. You wiill
have about 30 seconds from the time you select Scan to actually
scan the card through a reader.

To Scan at a reader, select Reader and select the reader from the
drop-down list to scan at from the drop-down list, then select
Scan. You will have about 30 seconds from the time you select
Scan to actually scan the card through a reader (this option is avail-
able only if the reader has been signed on).

6 Select Finish to save your settings and return to the Segment Cre-
dentials Setup dialog box, or Cancel if you decide not to create the
number. The number appears in the Credential Number category



Note

and the card is now registered. If you will use a Prox card, see the
following additional steps to complete registration.

Completing the Credential for a Prox card

1 Under the Proximity Card category, Enforce Expiration Date, select
True or False, depending on your preference. If you select true, you
will need to register a new card when the expiration date occurs. If
False, the card will not expire.

2 Under Proximity Card Type, select the type of encryption the card
uses from the dropdown menu.

3 Select Finish. Once this is done, you can use this card to sign on
card readers.

To sign on card readers

1 At each card reader, scan the card you registered with the segment
credential.

2 Once this is done, the readers will appear in the <New Segment
ltems> folder, viewable in the Readers tab Segment Tree.

Once a reader has been signed on, all sign-on functionality is

disabled, that is, removed from the database. If you wish to use the

reader in a different capacity, that will require a new sign on. You will
need to perform a reset to restore its sign on capability.
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Adding Controllers to the Segment Tree

Within 10 to 15 seconds after you sign on a controller, it will appear in
the Configurator <New Segment Items> folder, viewable in the Read-
ers tab. The folder will appear in red to indicate that it has received
new Controllers. See Figure 62.

Figure 62 <New Segment ltems>
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You can move new Controllers into sub-folders within the Segment
Tree by dragging them to the desired location. When all new Con-
trollers have been assigned to segment folders, the <New Segment
Iltems> folder will be empty and the display color will change from
red to black. You can move segment sub-folders to different locations
in the tree and the Controllers within will move with them.

If you expand your segment by adding new Controllers, the new Con-
trollers will appear again in the red <New Segment Items> folder so
that they can be assigned a location in the Segment Tree.

When you first configure a Controller, you will have the option to con-
figure a new Controller or copy parameters from one that has already
been configured.



Copying Reader Parameters

The Copy Reader Parameters feature is useful when you have more
than one reader that serves the same users and user groups or will
be assigned a special Timezone Group. This feature is available when
you first bring a Controller from the <New Segment Items> folder to
the Segment Tree, and as a right-mouse-click copy function. It makes
sense then that if you are going to use this feature you will want to
configure the Users and User Groups before configuring the readers.
See “User Groups” on page 94 and “Adding Users to the Seg-

ment” on page 112 for steps to create these parameters.

Configuring New Controllers

When you create a new Controller, its name is displayed in the Reader
Properties section on the right, and it is automatically assigned to the
Master Timezone. Users, User Groups, and Timezone Groups will be
available to the Controllers only if they have already been configured.
If not, you can configure the Controllers first with default parameters
and return to assign Users, User Groups and any Timezone Groups
after they are created.

To configure a new Controller

1 Drag your Controller out of the <New Segment Items> folder and
into your desired sub-folder in the Segment Tree.

2 If you are configuring your first controller, select the Controller within
the tree, and the Reader Properties sheet will show on the right.

If you have signed on more than one Controller into your segment,
a window will open to ask if you would like to copy a configuration
from another reader or create a new configuration. See Figure 63.

If you select Copy Configuration from, you can choose a reader in
the dropdown list from which to copy configuration settings.
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Figure 63 New Reader Configuration
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When you have made your selection, click OK. If you are copying
reader properties, a window will open asking if you would like to
proceed. Click Yes to proceed.

Field Category Definitions

The following is a list of Reader property field categories and their
functions.

Reader Name

The Reader name displays automatically. You may change it by typ-
ing over the default name.

Associations

If you have already configured User Groups and Users, you can as-
sign them to the readers now. If you have not yet configured these
parameters, or don’t wish to do it now, you can come back later to
add these settings.

Configuration

Under the Configuration category, you can configure various reader
settings, such as default settings for Channels, Beacon Time, Operate
and Shunt times, and add delays depending on how the reader will
be used.

Assigned to Channels — New readers default to All Channels; however,
you can assign specific channels if needed. For example, if an exist-




Note

ing wireless component operates on Channel 17, you will want to
disable Channel 17 in the reader channel configuration. See “Assign-
ing Reader Channels”.

Beacon Time — The default Beacon Time for a reader is one minute;
however, you can manually input a different value anywhere from 10
seconds to 1 day. Keep in mind, the more frequent the beacon time,
the more battery power used.

For best results, it is recommended that beacon time be set to no
lower than 1 minute.

Default Operate Time — The Default Operate time is three seconds. You
can manually enter a different value as needed.

Default Shunt Time — The Default Shunt Time is three seconds. You
can manually enter a different value as needed. This feature is useful
for readers that will be used to accommodate wheelchairs or other
equipment that may need additional time to get through the door
before the alarm is triggered.

Operate Delay — This feature is useful during situations where, for ex-
ample, a guard may want a chance to visually confirm the identity of
the user before access is granted.

Shunt Delay — This feature is useful when the users accessing this
reader typically need more time to pass through the door after it un-
locks; such as, someone in a wheelchair or someone who will move
equipment through the doorway.

Statistics Update Interval — Manually enter the desired reader polling time.

Wiegand Device — Define if applicable.

Assigning Reader Channels

Perform the following steps to assign reader channels.

1 In the Reader tab, select the desired reader within the Segment Tree.

2 In the Reader Properties sheet, under the Configuration category,
click in the Assigned to Channels field. The ellipsis button appears
at the far right of the field.

3 Click the ellipsis button to display the Channel Selection for the
Reader.
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Figure 64 Reader Channel Selection
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4 Select your desired channels.

5 Click Finish to save your settings.

Note When changing a reader’s channels, ensure that it can connect to
a Portal Gateway on the same channel. For example: if a reader is
changed to use only Channel 17, the Portal’s channels must include
Channel 17.

Reader Control

The Reader Control dropdown list corresponds to settings configured
under the Reader Control sub tab in the Timezones tab. See “Config-
uring Timezones” on page 128 for more information.
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Uploaded Transactions

Click on the Transaction Masks ellipsis button, the Configure Control-
ler Transactions dialog box will open.

Figure 65 Configure Controller Transactions
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Here, you can determine what transaction types will show up in

the Transactions application. If you make a transaction a priority by
checking the Priority checkbox, it will come through immediately in-

stead of waiting until the next beacon. If you click on the Select All or
Clear All buttons, a dialog box will open to ask if you want to include

Priorities as well. Select Yes or No.

95



96



5 Configure AMS/WAMS Software (Task 11)

This chapter will provide detailed information on configuring the AMS/
WAMS Software.

Now that Portal Gateways and Controllers have been added to and
configured within the software, you are ready to configure your segment
even further. The first part of this chapter will discuss the configurable
items within the different categories of the Segment tab.

Associations

In the Associations category of the Segment tab, you can select from
a set of supplied User Fields or add your own and create User Groups
for your segment.

User Fields

Wi-Q AMS and Omnilock WAMS supply you with a set of common
User Fields which are available in the User Tab when you start adding
users. You are also supplied with a set of additional User Fields and
Categories that you can add to the system if needed. If you do not
find the fields and categories you need to fully define your user pa-
rameters, you can create your own and they will be available from the
User Tab. When you add and remove User Fields, the changes affect
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all segments in the system.

Adding Additional User Fields

1 In the Segment tab, click on User Fields and select the ellipsis but-
ton at the far right of the field. The User Field Management dialog
box opens.

Figure 66 User Field Management
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2 Click the Select Fields button at the bottom of the dialog box. The
Select Segment User Fields dialog box opens. Additional pre-de-
fined User Fields are listed on the right.
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Figure 67 Select Segment User Fields
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3 To add one of these fields, select the checkbox next to the field and
select <<Add. The field is transferred to the User Fields in Facility
box on the left.

Figure 68 User Fields in Facility
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4 Select Finish. Once you add the field to a Segment, it will appear
on the Users Tab in the Configurator module. See the next few sec-
tions for steps to complete this process.

Creating New User Fields

If the field you wish to add does not appear in the User Fields list on
the right, you can add one of your own. Once this is done, you can
add it to an existing Category, or create a new Category for the field.
You can add any number of new fields and new categories.

Perform the following steps to To create a New User Field.

1 In the Select Segment User Fields dialog box, select Add Field at
the bottom of the box. The Add, Remove, and Configure System
User Fields dialog box opens.

Figure 69 Add, Remove and Configure System User Fields
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2 Under Specifications, Category, select the category under which
you wish the new field to appear from the drop down list, for ex-
ample, Statistics.

Note If the category you want is not available, you can also create your

own category. See “Adding a New User Fields Category” on page
102.
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3 Inthe Field Name category on the right, type in a new name for the
new field. In the example, we used Alternate Phone Contact.

4 Select Update. When you click Finish, the Select Segment User
Fields dialog box shows that your new field is now available for
selection.

Figure 70 User Field added to list
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5 Select the Checkbox next to the field and click <<Add. The field is
transferred to the User Fields in Segment box on the left.

6 Select Finish. The new field is now added to the User Field Man-
agement dialog box.
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Adding a New User Fields Category

1 In the User Field Management of Segment dialog box, click the Add
Category Link at the bottom of the dialog box.

Figure 71 Add Category
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2 The Add and Remove System User Categories window opens.
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Figure 72 Adding and Remove System User Categories
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3 Click the Add button. “Category 1” appears in the text box.
4 Double-click on “Category 1” to rename it.

5 Click Finish. In the Configure Segment Users Fields dialog box,
the new category is now available for selection from the Category
drop-down list. Now you can select this category when defining a
new User Field.
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Removing User Fields and Categories

You can also remove added User Fields and Categories from the
system. The system will not allow you to do this, however, if the field
or category is in use. Before you remove the field or category, ensure
there are no records assigned to them, then perform the following
steps.

To remove User Fields from the system

1 In the User Fields Management dialog box, click the Select Fields
button at the bottom of the dialog box.

2 From the User Fields in Facility list on the left, select the fields you
wish to remove and click Remove>>. The field is moved to the User
Fields list on the right, and remains inactive unless you add it back
to the list.

3 Click Finish. The field is no longer available in the User Fields list.

To remove added Categories from the system
1 In the User Field Management window, select Add Category.
2 The Add and Remove System User Category window opens.

3 Select the category you wish to remove, and click Remove. Click
Finish when you are done.

User Groups

User Groups are a convenient way to define properties that will af-
fect certain groups of individuals in your system. For example, if your
Administrative personnel have different hours or entry parameters,
you can create an Administrative group, make that group a Timezone
Group and assign administrative personnel to that group.

You can define any number of User Groups, such as Administrative,
General, Laboratories, Dormitories, Night Shift, Contractors, and so
on.

Adding User Groups

1 In the Segment Tab, Associations category, click the User Groups
field. Select the ellipsis button at the far right of the field. The User
Group Setup dialog box opens.
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Figure 73 User Groups Setup
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2 The groups you create display on the left. The group’s ID, Name,
Associations and Timezone appear on the right.

3 Select Add. A new Group (Group1) is created and displays on the left.

4 In the Group Name box, replace the name Group1 with a name for
the new group (for example, Administrative).

5 Select OK.

Once you have added users to the system via the Users Tab, you can
assign them to these User Groups.

Removing User Groups

In the User Group Setup dialog box, select the group you wish to
remove and select the Delete button. The group is immediately re-
moved from the list, along with its associations.

Associating Users with User Groups

1 In the Segment Tab, Associations category, click the User Groups
field.

2 Select the ellipsis button at the far right of the field.
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3 Inthe User Groups Setup dialog box, select the group you wish to
associate with users.

4 In the Associations category, click in the Users field and select the
ellipsis button. The Users of Group dialog box opens.

5 All users in the segment not already assigned to the group are dis-
played under Segment Users list on the right.

Figure 74 Users of Group
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Users will not appear in the Segment Users list until they have
been added to the system. If you have a large number of users, you
can use the Alphabetic sorter buttons on the left of the list to more
quickly find a specific user.

6 Select the checkbox next to the users you wish to associate with
the User Group.

7 Select <<Add. The User names will be removed from the Segment
Users list on the right and display under Users in Group list on the
left.

8 Select OK to close the Users of Group dialog box.



Removing Users from User Group

1

In the User Groups Setup dialog box, select the group in which the
user currently resides.

In the Associations category, click on the Users field, and select the
ellipsis button. The Users of Group dialog box opens.

From the Users in Group list on the left, select the checkbox next to
the user you wish to remove from the group.

Select Remove. The user name will be removed from Users in
Group list on the left and moved back to the Segment Users list on
the right. Select OK to close the Users of Group dialog box.

Timezone User Groups

You can create up to 512 Timezone User Groups to further define
access levels for the Master Timezone. These can restrict access of
a certain group of employees to a specific time period. Perform the
following steps to create a timezone user group.

1

In the Segment Tab, select the Segment to which you wish to add a
new Timezone User Group.

In the Associations Category, select User Groups and click the ellip-
sis button at the far right of the field. The User Groups Setup dialog
box opens.
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Figure 75 Creating a Timezone User Group
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3 Select Add. Group1 is created.

4 In the Name Category, Description, enter a description for the
group, for example: Housekeeping Timezone.

5 In the Group Name, replace Group1 with the name of your new
user group, for example, Residential.

6 Under Timezone, change the Is Timezone Group default setting
from False to True. Select Update to continue creating groups.

7 Select OK to save the new Timezone group.

Once you have created a Timezone group, you will need to set up
access times to apply to that group. For more information about
Timezones and Timezone User Groups, see “Configuring Timezones”
on page 138.



Credential Settings

Note

Keypad credentials, magnetic card settings, and proximity card settings
are all set in this category. Detailed steps are presented in the following
sections.

Keypad Credential Length

If your access system will have or currently has cards encoded with
keypad credentials, you may set the number of digits required here.

Keypad credential length must be set before you add users to the
system.

Perform the following steps to set the Keypad Credential Length.
1 In the Segment Tab, under the Credential Settings category, click in
the Keypad Credential Length field.

2 Click the ellipsis button at the far right of the field. The Set value of
Keypad Credential Length dialog box opens.

Figure 76 Setting the Credential Length
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3 Enter the length or slide the bar to select the position of the Keypad
Credential length you will use on segment cards.

4 Select OK to save your settings and exit the box.

Magnetic Stripe Credential Configurations

Before Magnetic cards can be used in the system, you must configure
AMS/WAMS to accept the card types and settings. Figure 77 shows
the Magnetic Stripe Credential Configurations Window. Default settings
will be sufficient for most systems.

Most users will use Track 2 cards and will not need to set up any type
of advanced card parameters. Wi-Q AMS and Omnilock WAMS de-
fault Expiration Date, Segment Code, and Issue Number settings to
Not Used, and no other changes need to be made.
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Stanley Security Solutions currently stocks and provides Track 2 or
Track 3 magnetic cards. These cards conform to ISO standards and
can be ordered pre-encoded or blank. The system can be used with
either Track 2 or 3 cards, however you cannot use both types within
the same segment.

Figure 77 Magnetic Stripe Credential Configurations
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If you must make changes to the default settings, click Add to create a
new Magnetic Stripe card configuration, and give a name to your con-
figuration in the Configuration name field.
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Wi-Q AMS and Omnilock WAMS can be configured to accept coding
from existing Track 2 (75 BPI) or Track 3 (210 BPI) cards as long as the
code does not exceed the maximum number of characters for that
track. Magnetic cards are configured as Track 2 by default. Perform
the following steps to change to Track 3:

1 In the Magnetic Stripe Credential Configurations window, click the
Card Track Information link at the bottom of the window.

2 The Define Magnetic Stripe Card Track Information window opens.
Specify the desired track from the dropdown menu. Then click Finish.

3 Click OK to exit the Magnetic Stripe Credential Configurations win-
dow.

4 Inthe Segment tab, click Update at the bottom right to update your
segment.

Card Track Limits

Wi-Q AMS and Omnilock WAMS are flexible and may accept coding
from existing Track 2 or Track 3 cards as long as they do not exceed
the maximum number of characters for that track. These characters
include any digits and field separators, however they exclude the
starting and ending sentinels. The maximum number of characters
that the system can read on Track 2 is twenty-six (26) characters;
Track 3 will read up to seventy (70) characters. This number is auto-
matically displayed next to Card Track Limit, depending on the card
type selected.
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Character codes and counts

The software recognizes data on a magnetic card stripe using ANSI
standard codes formatted to either a field separator or character
count. Following is a brief description of each type.

Field Separator — Field Separator (FS) character, generally represented
as an equal sign (=) to separate two independent data fields. A card
using this method might have the owner’s individual ID encoded

at the beginning of the stripe followed by the FS character then the
global segment ID. The fields can be in either order, or there can be
more than two fields, which could be required for compatibility with
pre-existing systems, and any one of them can be set up as User ID,
Segment ID, Card Issue ID, or Expiration Date.

The total character count cannot exceed 26 (Digits plus Field Separators).
Following is an example of encoded data using field separators on Track 2.

Figure 78 Data Fields

;1576=3492657182=0=060113

—— FIELD 4: Card Expiration Date
060113 = MMDDYY = June 1, 2013

FIELD 3: Card Issue ID
0 = First Issue

— FIELD 2: User ID Number (Max 19 digits)
ID Number = 3492657182

——FIELD 1: Facility Code = 1576




Note

Character Count — You can set up a character count from the beginning
of each ID. For example, the Segment ID could start at the beginning
of the data stripe, digit count of 1. If the Segment ID has eight dig-

its, the User ID would be set to start at digit count of 9. This method
requires all data groups with exception of the last one, to have a fixed
number of digits and that the total number of digits not exceed 26.
Following is an example of encoded data using character counts on
Track 2.

Figure 79 Character count fields

;157634926571820060113

— Card Expiration Date Starts at Character 16
060113 = MMDDYY = June 1, 2013

Card Issue ID Starts at Character 15
0 = First Issue

User ID Number Starts at Character 5
ID Number = 3492657182

—Facility Code Starts at Character 1
Facility Code = 1576

If you are not using the default settings for Magnetic Stripe Credential
Configurations, make sure that Expiration Date Position Type, Facility
Code Position Type, Issue Number Position Type and User ID Position
Type are all set to either must be set to “Field” (Field Separator) or
“Character” (Character Count); you cannot mix types.
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Expiration Date Settings

Perform the following steps to define a card expiration date.

1 In the Magnetic Stripe Credential Configurations window, under the
Expiration Date Settings category, click in the Expiration Date Posi-
tion Type field.

2 Select either Character or Field from the drop-down list. The Expi-
ration Date Format, Position and Valid list boxes activate.

3 In the field next to Expiration Date Format, select the date format
you need from the drop down list (MMDDYY, etc.).

4 In the field next to Expiration Date Position, enter the value to rep-
resent either the field position or the character number where the
expiration date appears on the card stripe.

5 In the field next to Expiration Date Valid, select either To or Thru
Expiration date.

6 Select OK to save your settings and exit the box.

If you use the character code format and select the six-digit expiration
date format, the value of your next setting (Facility Code Settings)
must start with character position 7. If you enter an incorrect value,
the system will report an error message. Review the “Character
codes and counts” on page 112 if you need clarification.

Facility Code Settings

Perform the following steps to define a facility code type, position

and length.

1 Under the Facility Code Settings category, click in the Facility Code
Position Type field.

2 Select either Character or Field from the drop-down list. The Facil-
ity Code fields below activate.

3 In the field next to Facility Code, enter your Facility Code number.
4 In the field next to the Facility Code Length, enter the length.

5 In the field next to Facility Code Position, enter the facility code
position.

6 Select OK to save your settings and exit the box.



Issue Number Settings

You can issue a replacement card to a user in lieu of issuing a new
User ID. The Card Issue ID consists of one digit from 0 through 9. Af-
ter using the card with an incremented (higher number) Card Issue ID
in a reader, that lock will no longer accept cards with the same User
ID that have a lower Card Issue ID.

Perform the following steps to define an issue number position.

1

In the Issue Number Settings category, click in the Issue Number
Position Type field.

Select either Character or Field from the drop-down list. The Issue
Number fields below activate.

Enter the Issue Number length.

Click the Issue Number Look Ahead Enable field, and select true or
false from the dropdown menu.

Enter the Issue Number position.

Select OK to save your settings and exit the box.

User ID Settings

You can specify the position of the User ID code in the credential
number either by character or field position. Perform the following
steps to modify the User ID Settings.

1

2
3
4
5

Enter the User ID Length.

In the User ID Position field, enter the position number.

In the User ID Position Type field, specify Character or Field.
Select OK to save your settings and exit the box.

Select Finish to save all your settings.
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Proximity Credential Configurations

If you are using proximity cards in your system, you can add card
configurations by clicking on the Proximity Credential Configurations
field and selecting the ellipsis button at the far right. Figure 80 shows
the Proximity Credential Configurations window.

Figure 80 Proximity Credential Configurations
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To add a card configuration, perform the following steps.
1 Click Add. Give your new configuration a name in the Configuration
Name field.

2 Under Credential Settings, select Number of Bits in the Credential.
Change the number to the right (default 60) to match the number of
bits on your card.

3 If your card is configured to include the facility code, change Facil-
ity Code Position type to Active. The facility code fields below wiill
activate.

a Enter your facility code in the Facility Code field.
b Change the Facility Code Length to match the number of bits in



Note

your facility code.

¢ Change the Facility Code Position to match your card.

Issue Number Settings are not configurable for proximity cards.
Proceed to User ID Settings.

4 Under the User ID Settings category, change the User ID Length to
the number of bits used for User IDs on your card. Set the User ID
Position.

5 When finished, click OK.

Daylight Saving Settings

1/0

You can set Wi-Q AMS and Omnilock WAMS to automatically re-
spond to Daylight Saving Time settings. When you select North
American as the Daylight Saving Type, the system defaults to stan-
dard Daylight Saving Time settings. When you select Europe as the
Daylight Saving Type, the system defaults to the settings for Europe.
When you select Southern Hemisphere, the system defaults to the
settings for the Southern Hemisphere. Once the settings are selected,
the system will adjust to Daylight Saving Time automatically.

To change Daylight Savings Settings, place the cursor in the field next
to Daylight Saving Type and select the type you wish to use. The set-
tings below change to the defaults for that setting.

If you are using input/output devices in your system, they are recog-
nized and defined similar to a Controller.

For example, if you are using a WAC to collect transactions from an
alarm, you will see it in your Segment Tree as a “Reader” when its
associated Portal Gateway is brought online. You can define and
modify I/O events for the controller under I/O References.

Adding and Modifying I/0 References

1 In the Segment tab, click the I/O References field, and click the el-
lipsis button at the far right. The 1/O References Setup dialog box
opens.
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Figure 81 1/O References Setup
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Here, you define an event and type for the reference. The system cre-
ates an I/O reference point in the left column of the dialog box and
assigns it a reference ID number.

2 Click Add.

3 Under Description, replace the default description “Reference?’
with a description that will have meaning for your segment, such
as Alarm Annunciator.

4 Under Name, replace the default name “Reference1” with a name
that will have meaning for your segment, such as Parking Garage A
Alarm.

5 Under the I/O category, click the Segment I/O Events field and se-
lect the ellipsis button at the far right. This will open the I/O Events
Setup window.



Figure 82 /O Events Setup
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From here you can create an event, check the device’s current state of
operation, define an access level, associate it with a reader in the sys-
tem, define a trigger state (high or low), and define the type of event
to be triggered.

Note: The system recognizes the WAC as any other “reader” in the system.

It will appear in the referenced dialog boxes as a reader; however,
you will recognize it by its MAC address.

6 Click the Add button. The system creates an Event ID and adds it to
the list in the left hand column.

7 Enter a name for the event, such as Fire Alarm A.

8 Under the Settings Category, click the Readers field and click the
ellipsis button.

9 This will open up a new window. See Figure 83. Select a device
from the Readers in Segment section that will be associated with
the event.

10 Click Add << to add it to the list of Readers Associated with 1/O
Event list.
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Figure 83 Associating an I/O event with a Reader
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11 Click OK to save the association and return to the Setup dialog.

12 In the Reader Access level field, select either Unlock or Lockout
from the drop-down list.

13In the Reference Trigger State field, select either Active High or Ac-
tive Low from the drop-down list (this reference will act as a toggle
from one state to the other).

14 Under Type, select the event type from the drop-down list.
B Restore Readers To Normal
B Change Output Reference
B Override Reader Access Level
B Override Timezone User Group Access
B Restore Output Reference To Normal.

15 Click Update and continue defining devices then click Finish to save
your settings and exit the dialog box.
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Misc

This category contains three fields (Contact 1, Contact 2, and Refer-
ence) that you can use to store any miscellaneous information you
that will be helpful to you and your system. For example, you may
decide to enter the phone number or email address for Stanley Tech-
nical Support in case you experience technical difficulties.

PIN Settings

If your system will require user PINs, you may set the PIN length
here. Perform the following steps.

1 Click in the PIN Length field, and select the ellipsis button at the far
right. The PIN Length window opens.

Figure 84 Set the Value of PIN Length
Set the ¥Yalue of PIN Length
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2 Set the value to a number between 3 and 6 by typing it in or sliding
the bar to select the position of the PIN length you will use on seg-
ment cards. Then, press OK.
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The system is now ready for you to add users. Follow the steps in this
section the first time you enter users, and each time you add a new
user to the system. To get started, navigate to the Users tab within the
Configurator module.

Before You Begin

Before you begin adding users to the system for the first time, be pre-
pared to address the following items:

If... Then...

You plan to use only keypad Controllers | AMS/WAMS assigns a unique keypad cre-
dential to each new user and automatically
registers it with the system.

You plan to use card readers You must know the card type and settings
required for that type.

You plan to use a serial scanning de- The scanning device must be attached to the

vice at your computer to register user computer com port and you must be able to

credentials identify that port (Com1, Com 2) when you

register the credential.

You plan to use local readers to register | Know the reader name and locations to be
credentials used.

You plan to manually enter the credential | Have a credential number list or creating con-
numbers ventions ready to enter.

If you do not have this information, contact your System
Administrator before you begin.



Note

Users Tab Overview

Figure 85 Users Tab
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In the Users Tab, all users currently in the system display in the list
on the left. If you have a large number of users, you can use the
alphabet buttons on the far left to quickly sort through the list. Users
Categories display on the right. By default, these categories display
as shown; however you can click the A-Z sort button to display cat-
egories alphabetically. Here you can add or remove users from the
system, set their credentials, and include any personal information
needed to identify that person in the system.

If an ellipsis button displays when you select a field, additional pa-
rameters are available for selection. From here you will define user
name and address information and access parameters such as read-
ers, user groups, credentials, PIN, and so on.

If you see a need for additional fields to define for your Users, contact
your System Administrator. They can add more fields to the Users
Tab, or create additional User Fields unique to your organization.
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The following sections describe each category in the Users Tab, and
present steps for adding and configuring users in the system.

ID — When you add a user, the system automatically assigns them a
unique ID and displays the number in the User ID field.

Name — Provides entry fields for Users’ first and last name and mid-
dle initial.

Adding a User Name

1 Inthe Users Tab, select the Add User button. In the ID category, the
system will display a new unique User ID.

2 In the First Name line, highlight and replace the default text (exam-
ple: User1) with a first name.

3 In the Last Name field, highlight and replace the default text
(“_New”) with a last name. Add a Middle Initial if needed.

The Update button will flash to remind you to update your settings.

You can update each time you add a user, or wait until all user

information is added. The software will automatically update your
settings when you exit the Users tab.

User Defined Categories and Fields— If your segment has been configured
with user defined categories and fields, such as Address, City, Zip
Code, enter the information as configured.
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3 Select the reader(s) from Readers in Segment.

4 Select Add <<. The selected readers are moved from the Readers
in Segment list to the Readers Associated with User list on the left.
You can associate a user with any number of readers.

Figure 87 Selecting a reader to associate with a user
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5 Select OK to save your settings and return to the Users Tab.

User Groups

If User Groups have been created for your segment, these will al-
ready be associated with readers. For example, a User Group may
have been defined for Laboratory Building 1. Laboratory Building1
might have six readers. By assigning the User to the Laboratory
Building 1 Users Group, they will automatically be associated with all
the readers in that group.

A User Group may also be defined as a Timezone Group. Timezone
User Groups further define access levels for the Master Timezone.
You can restrict access of certain groups of employees to a specific
time period. For example, you may have a housekeeping group des-
ignated as a Timezone Group with restricted access to dormitories
from 8:00 a.m. to 4:00 p.m., weekdays only. You would then assign
Users from the housekeeping department to this group. Steps to add
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users to User Groups are presented in the following section. For more
information about creating Timezone Groups, see “Timezone User
Group Collections” on page 143.

Perform the following steps to add a user to a User Group.

To add a user to a User Group

1 When adding or editing a User, in the Associations Category, click
in the User Groups field and click the ellipsis button. The User
Groups of User dialog box opens.

Figure 88 User Groups of User
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2 Select the group(s) to associate with this user and click the Add <<
button. The groups are added to the User of Groups list.

3 Select OK to save your selections and return to the Users Tab. You
can add or change User Groups for a user any time by returning to
this list.

Credential Settings

Wi-Q AMS and Omnilock WAMS track individual requests for ac-
cess or exit from the segment by their unique credentials, and each
request is recorded as a transaction in the database for reference.
Whether your organization uses keypad Controllers or card readers,
each user will be assigned a unique credential number. Under Cre-



dential Settings, you will enter the credential ID and number, select

a credential type, and set additional parameters related to the cre-
dential type. You can add another level of security by combining an
individual’s credential with a personal ID number (PIN). If your orga-
nization requires a PIN, you will enter them here. Credential setup is a
two-step process: First you will select the credential type to be used,
then you will register the credential.

Keypad Type — The default credential type in AMS/WAMS is Keypad.
When you add a user to the system, the software assigns them a
unique keypad credential number, then automatically registers it with
the system. If your segment uses only keypads, once you add the
new user name, you can skip to Adding PINs and Expirations Dates.

Card Type — If your segment uses card type credentials, you must
select the card type, enter the appropriate settings, and then register
the credential number with the system.

To select the card type

1 In the Users Tab, Credentials line, select the ellipsis button. The
User Credentials Setup dialog box opens. The credential types
are listed on the left and the categories available for each type are
listed on the right.

Figure 89 Selecting a User Credential type
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2 Select the type of credential the reader will use, for example,
Keypad. The credential options in the categories on the right will
change, depending on the type selected.

3 Under the credential category, click the Number field and click
the ellipsis button. The Specify the Credential Number dialog box
opens.

Figure 90 Enter a user credential number
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4 If you wish to have the software generate a new number, select
Recode. Or, you may type in the user’s credential number. Click Fin-
ish. You can change the credential number at a later date if needed.

5 Now you are ready to register the credential.

If the credential type you need is not in the list of card types on the
left, you can add one. See “Adding a Credential Type” on page 132.

Credentials Deactivation Date — You can define whether a user’s creden-
tials can be automatically de-activated based on an expiration date.
This is useful, for example, when entering credentials for a temporary
employee or contractor. If the credential can expire, select True from
the drop-down list next to the Credentials have Deactivation Date
field, and then enter the de-activation date in the Credentials Deacti-
vation Date field. If the credential cannot be de-activated, select False
from the drop-down list. The default deactivation date is 26 years to
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ensure a user’s credential is not inadvertently deactivated.

Registering the Credential

When you click on the Number field below the Credential category
and select the ellipsis button, the Specify the Credential Number
dialog box opens. From here, you can enter the credential number
manually, scan the user’s card with a scanning device connected

to your computer, or specify a reader where the user will scan their
card. Steps to register each type of card are presented in the next few
sections.

If you use the reader scan method, the card used must be
unassigned.

To register a Keypad credential

1 Keypad credentials are automatically registered by the system, and
no further steps are required.

To register a Magnetic Stripe Card credential

1 From the User Credential Setup dialog box, select Mag Card from
the list.

2 Click in the Number field and select the ellipsis button. The Users
Magnetic Stripe Card Credential Number Setting dialog box opens.

Figure 91 Entering a Magnetic Card credential number

User (Alex Beta) Magnetic Stripe Card Credential Number Set

Specify the Credential Number

Credential Number 0000000000006151

Select Scan Device

{~ MSR 206

% Card Reader

" Reader |

Scan Encode Cancel | Finish I
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3 Enter a Credential Number manually (must be less than 16 charac-
ters, zeros will be appended) or select a scan device.

Using a scanning device to register a credential

You can use a scanning device connected to your computer to regis-

ter a credential.

1 Select Card Reader. When you are ready to scan the card, select
the Scan button. You will have 30 seconds to scan the card.

Figure 92 Scan Credentials

User {Beta, Alex) Magnetic Stripe Card Credential Number Se

“'ou hawe 30 seconds to scan the credential

Scan Credential Now

Cancel |

2 When recognized, the number will display in the Credential Num-
ber text box.

3 Select Finish and return to the Credential Setup dialog box.

Using a local reader

You can use a local reader to scan the card credentials.

1 Select Reader, and then use the drop-down list to navigate to the
reader where the card will be scanned. When you are ready to scan
the card, select the Scan button. You will have 30 seconds to scan
the card. When recognized, the number will display in the Creden-
tial Number text box.
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2 Select Finish and return to the Credential Setup dialog box.

You may need to expand the drop-down list to view all available
readers. Use the highlighted area in the lower right corner.

Registering a Prox card credential

In the Proximity Card category, review the Prox Card Type. If the
default entry is not the one you will use, select the field and use the
down-arrow to select the correct type from the list.

To register a Prox Card Credential

1 Select Prox Card from the list on the left. Click the ellipsis in the
Number field, under the Credential category. The User Proximity
Card Credential Number Setting dialog box opens

Figure 93 Entering a Proximity Card credential number

User (Alex Beta) Proximity Card Credential Number Setting

Specify the Credential Nurmber

Credential Number 4557

Select Scan Device

¢ USB Card Reader

¢ Serial Card Reader ICOMI j
{* Reader |reader (0014f001534) =]
Scan Encode Cancel | IWI

2 Enter a Credential Number manually (must be less than 16 charac-
ters, zeros will be appended) or select a scan device:

USB Card Reader

If you have a MSR 206 USB Card reader connected to your computer,
select MSR 206.

1 When you are ready to scan the card, select the Scan button. You
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will have 30 seconds to scan the card. When recognized, the num-
ber will display in the Credential Number text box.

2 Select Finish and return to the Credential Setup dialog box.

Serial Card Reader

If you have a Serial Card Reader connected to your computer, select
Serial Card Reader and then select the appropriate com port from the
drop-down list.

1 When you are ready to scan the card, select the Scan button. You
will have 30 seconds to scan the card. When recognized, the num-
ber will display in the Credential Number text box.

2 Select Finish and return to the Credential Setup dialog box.

Adding a Credential Type

At least one credential type must be defined for the system. The de-
fault credential type in Wi-Q AMS and Omnilock WAMS is Keypad. If
you use other than keypad credential types, you can add them to the
User Credentials Setup dialog box.

To add a card type to the list

1 In the Users Credentials Setup dialog box, select the Add button.
The Add Credential to User dialog box opens

Figure 94 Add Credential to User
Add Credential to User (Alex Beta) - 10| x|

Select a Credential Type to Add.

Credential Type:

Cancel Fimsh
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2 Select the Credential Type from the drop-down list, in this case,
Proximity Card.

3 Select Finish. The User <Proximity Card> Credential Number Set-
ting dialog box opens.

4 Now, you may manually enter a credential number or scan the cre-
dential with a scanning device.

PIN

You can add a level of security by requiring PIN numbers in addition
to credentials for all users, or for specific Timezone Intervals. The de-
fault displays the PIN number as asterisks in the fields; however you
can choose to show the actual PIN numbers.

To add a PIN Number for a User

1 Under Credential Settings, click the ellipsis button in the field next
to PIN. The Set Personal Identification Number dialog box opens.

Figure 95 Set PIN of User

Set Personal Identification Number

Set the User's PIN.

I

Enter PIN-

Retype PIN: [

™ Show PINs

Remove PIN | Cancel | Finish |

2 Select the Show PINs check box if you wish to view the numbers
instead of asterisks as you type them in.

3 Enter a PIN number for the user. Retype the PIN below.
4 Click Finish to save the PIN and exit the dialog box.
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Reader Control

The system defaults the amount of time from the moment a reader
unlocks until it relocks, and the amount of time a door can stay open
before an alarm will be triggered. You can modify reader operate and
shunt times for individual users. For example, to be ADA compliant, a
user who is in a wheelchair or uses a walker may need more time to
pass through a door. You can increase the shunt time for this user.

To modify User Operate Time

In the Reader Control category, click the ellipsis button next to the
User Operate Time and select the amount of time you wish to leave
the reader in the unlocked position.

To modify User Shunt Time

In the Reader Control category, click the ellipsis button next to User
Shunt Time and select the amount of time you wish to allow for pas-
sage before an alarm will be triggered.

Settings

Each segment user will be assigned a User and Access type, de-
pending on the tasks they perform and the access mode needed to
perform those tasks. The system supports three different types of
users: General Users, Managers, and Programmers. You can have up
to 65,000 individual users in the system and they can be of any User
Type. User types are briefly described in the following paragraphs.

General Users — The majority of users will be assigned as General
Users. They are allowed entry only when the access level is set to
ID Required. General Users never have access when the reader is in
Lockout.

Manager — Managers are one of the most useful types of IDs. This
User Type provides the capability to change the access level of a
reader with a few simple key presses. These changes can and will be
overridden by the time schedule or another manager or programmer.
A user with Manager privileges is always allowed access to a reader.
For example, when a segment requires an individual to have access
at all hours of the day without giving any extra privileges, that indi-
vidual will be assigned Manager Privileges



Programmer — Programmers can scan all channels at the keypad read-
er as well as reset the reader to respond to keypad commands as in
manager mode.

Note Managers and programmers are indistinguishable from a general
user when no keypad is present.

For a list of Manager and Programmer system override codes, see
“System Overrides” on page 151.

To assign User Type

1 Under the User Tab, in the Settings category, select the field next
to User Type.

2 Select a User Type from the drop-down list.

Portal and Reader Control and Messaging

Wi-Q AMS and Omnilock WAMS provide a number of features to
reset and restore normal operations, override locks and access levels,
and temporarily remove reader association with a Portal. These right-
click functions send real-time instant messages to the hardware from
within the software.

Portal Controls

You can delete, reset and restore a Portal to normal operation with-
out going to the physical location of the Portal. These functions are
accessible via a right-click in the Readers tab of the Configurator
module. You can also delete a Portal from the system with the right-
click function.

To access right-click Portal messaging

1 In the Portals Tab, right-click on the Portal and select the option
from the drop-down list. The software will ask you if you wish to
proceed with the operation.

2 Click Yes. If the Portal is online, the operation is performed. If for
any reason the Portal is offline and unable to execute the com-
mand, the message will become obsolete after five minutes.
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Figure 96 Right-click Portal messaging options
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Note Momentary unlocks and overrides must be recognized and executed
by the Portal within five minutes of the command or they become
obsolete. This feature ensures that commands executed during
period when the hardware cannot respond are not executed when the
hardware is back online.

Reader Controls

You can delete, reset and restore a reader to normal operation with-
out going to the physical location of the reader. In addition to these

commands, you can momentarily unlock, override the access level,

perform a deep reset and remove the reader’s association to a Por-

tal all from within the software. These functions are accessible via

a right-click in the Readers tab of the Configurator module. You can

also delete a reader from the system with the right-click function.

Note To delete more than one reader at a time, hold down the control key
(CTRL) and select using the left mouse key.

To Access Right-Click Reader Messaging

1 In the Readers tab Segment Tree, right-click on the reader and se-
lect the option from the drop-down list. The software will ask you if
you wish to proceed with the operation.
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2 Click Yes. If the reader is online, the operation is performed. If for
any reason the reader is offline and unable to execute the com-
mand, the message will become obsolete after five minutes.

Figure 97 Right-click reader messaging options
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Momentary Unlock — A user with appropriate permissions can over-
ride the standard Timezone conditions to temporarily unlock the door
controlled by a reader. The reader goes through a normal unlock-
lock cycle where the default shunt and operate times apply. As soon
as the command is executed, the standard Timezone conditions are
restored.

Override Access Level — A user with appropriate permissions override
the reader’s access level. The override can be defined to last until
the next timezone interval occurrence or to remain until a restore to
normal message is sent. As soon as the command is executed, the
standard Access Level conditions are restored.

Restore to Normal — Immediately restores all standard normal operation.
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Reset and Deep Reset— These options allow you to perform a reset and
a deep reset on a reader from within the software. The function is the
same as performing a manual reset or deep reset at the reader hard-

ware.

Remove Association with Portal — This command is useful when the
reader has associated with a different Portal or is being removed
from the segment. When you remove the reader’s association with
the assigned Portal, it will search for another Portal and resume com-
munication.

Lock/Unlock Association with Portal — Locking a reader’s association
with a Portal will disallow its communication with other Portals. Un-
locking an association will re-allow communication with other Portals
in range.

Synchronize All Data — This command will resend all reader informa-
tion to the Portal and update the reader hardware.

All overrides must be recognized and executed by the Portal within

five minutes of the command or they become obsolete. This feature
ensures that commands executed during period when the hardware
cannot respond are not executed when the hardware is back online.

Configuring Timezones
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For the greatest majority of facilities, the default access level pro-
vided in the Master Timezone gives you all the options you need

to manage your segment. The system works by defining different
access levels at a controller rather than different times of day the
segment is locked or unlocked. However, it may become necessary
to define a new Timezone under certain circumstances. For example,
you may want to define a separate Timezone for a specific set of
readers that would operate on a totally different schedule from the
main system. For this application, you would create a different Time-
zone and then assign the readers to that Timezone.

Timezones are created and configured in the Timezones tab within
the Configurator module. Three sub-tabs exist inside the Timezone
tab:

B Interval Collections — this is a collection of recurring ranges of
time and days of the week, such as 6:00 am to 6:00 pm weekdays
AND 8:00 am to 8:00 pm weekends.
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B Reader Control — this is where you assign access levels to readers
and determine how the reader will operate during assigned time-
zone intervals.

B User Group Collections: this is where you can add user groups to a
collection and define timezone intervals to the collection.

Readers can be assigned to only one Timezone.

To create a Timezone Interval Collection

1 Select the Interval Collections Tab under the Timezones Tab. The
Interval Collection window opens.

2 Click the Add button to create a new Timezone Interval Collection.
3 Click the New button to create a new interval.

Figure 98 Interval Collection
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4 The Interval Configuration window opens.
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5 Enter a brief name for the Interval.
6 Select the Start and End Time of the Interval.
7 Click the Recurrence checkbox.

Figure 99 Interval Configuration
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8 Select the Recurrence Pattern of the Interval.
9 Select the Range of Recurrence for the Interval.

10 Click Finish to save your new Interval. This Interval is now listed as
one of the intervals for the Interval Collection.

11 Repeat steps 3 to 9 to create other Intervals until the Interval Col-
lection is complete.



Timezone Interval Template Feature

At the top of the Interval Configuration window, there is a “Template”
checkbox. Selecting this box will allow the timezone interval you con-
figure to be used as a template for other intervals. For example, if you
create a “Lunchtime” interval collection between 12pm and 1pm, and
you select the “Template” checkbox (Figure 100), you can add that
interval to an existing collection.

Figure 100 Interval Configuration Template
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To add the “Lunchtime” interval to another collection , select the
existing interval collection from the list at the left, right-click in the
calendar area, and select “Lunchtime” from the Add Interval from
Templates options. In our example, we add the Lunchtime interval to
the Office Staff Interval Collection. See Figure 101.

141



142

Figure 101

Add Interval from Templates
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To create a Timezone Reader Control

1 Select the Reader Control Tab under the Timezones Tab. The Read-

er Control Window opens.
2 Click Add to create a new Reader Control.

3 Enter a brief name for the Reader Control.

4 Select the default Access Level that will be operate for the Reader

Control. This access level can be overridden for specific Interval

Collections.

5 Select the Interval Collections when the Reader Control will oper-

ate.
6 Use the red X to delete the interval collection if needed.
7 Click Update to complete the Reader Control.

8 Select the Readers that will operate under this Reader Control.




Figure 102 Reader Control
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Timezone User Group Collections

You can create up to 32 Timezone User Groups to further define access
levels for the Master Timezone. You can restrict access of a certain
group of employees to a specific time period. For example, you may
want to create a housekeeping group, designate it as a Timezone Group,
and then restrict access to dormitories only from 8:00 a.m. to 4:00 p.m.,
weekdays. This is a two step process. First, you will create a Users
Group and designate it as a Timezone Group; then you will define the
Timezone Interval for the new Timezone Group (you may want to review
User Groups before starting this task)
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To create the Timezone User Group Collection

1

7

Select the User Group Collection Tab under the Timezones Tab.
The User Group Collection window opens.

Click Add to create a new User Group Collection.
Enter a brief name for the User Group Collection.

Select the User Groups that will be a part of the User Group Col-
lection. You must have set up User Group for the selections to be
available.

Select the Interval Collections when the User Group Collection will
operate. You must have set up Interval Collections for the selec-
tions to be available.

Use the red X to delete the association of User Groups or Interval
Collections as needed. This will not delete the User Group or Inter-
val Collections, it will only delete the association.

Click Update to complete the User Group Collection.

Figure 103 Creating the timezone user group collection
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Using and Managing the System

Wi-Q AMS and Omnilock WAMS provides powerful tools to manage
your system: Configurator, Transactions, Statistics Monitor and Re-
ports.

If you are the Program Administrator responsible for setting up
communications between the software and system Portals and Con-
trollers; you will spend most of your time using Configurator. If you
are in personnel or security, you may be the person who adds us-
ers to the system and gives them access privileges and IDs. You will
spend most of your time on the Users tab of Configurator. If you are
responsible to oversee security for your organization, you will moni-
tor all access and alarm activity using Transactions. If you are the
person responsible to ensure the system is operating at maximum
performance, you will use the Statistics Monitor. If your organization
is small, you may use all three! You can access all applications from
the Configurator main menu. You can also access these applications
from the Windows Start Menu under Stanley Security Solutions.
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Wi-Q AMS and Omnilock WAMS Configurator
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The following sections describe the essential functions you can per-
form using Configurator.

Launching Wi-Q AMS Configurator

When the software is loaded onto your computer, it places a shortcut

to AMS/WAMS on your desktop.

1 Double-click the Configurator icon to start the application. The
splash screen appears briefly, then the Login dialog box opens.

Figure 104 Logging in to Configurator
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Password:

If you are a AMS/WAMS User, your System Administrator or IT rep-
resentative must provide you a Login Name and Password. You will
need this to login to the Configurator. If you are a System Admin-
istrator, see “Logging in to Configurator” on page 54 for more
information about launching the software for the first time.



To Login to the Wi-Q AMS Configurator:
1 Enter your case-sensitive Login Name and Password.
2 Select Login. Configurator opens at the Segment tab.

3 If the System Administrator has created only one segment, you are
ready to begin. If more than one segment has been created, select
the segment from the drop-down list. Any elements you access in
Configurator will be directed to that segment.

WARNING: Once the System login and password have been personal-
ized for your segment, it is important to record the information in hard
copy form and safeguard it in a location known to management.

Managing Application Users

Wi-Q AMS and Omnilock WAMS ‘Application Users,'(AMS/WAMS
Users) as opposed to ‘cardholders,” are those individuals who will op-
erate one or all of software applications. For example, an application
user might be a person in the Security department who will use only
the Transactions software to monitor system access activity. Another
AMS/WAMS User might be a person in Human Resources or Admin-
istration who is assigned to add users to the system or change their
settings.

AMS/WAMS Users must be added to the system as cardholders be-
cause they will require some type of physical access to the segment.
However, they must also be assigned as AMS/WAMS Users and be
given User names and Passwords if they are to access and operate
application software.

Access the Manage Application Users features via the Configurator
File Menu.
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To Manage Applications Users:

1 From the Configurator main screen, select File>Manage Application
Users. The AMS or WAMS Users dialog box opens.

Figure 105 AMS/WAMS Users
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From here you can add or remove an AMS/WAMS User, associate
them with applications and specific facilities, and configure their lock
control privileges, password change interval and assign a User Type.
You can select whether require authentication for reader control or
require dual authority for this user.

To add an AMS/WAMS User:

1 In the AMS/WAMS Users dialog box, click Add User. The system
creates “User1” in the left column.

2 In the Name category on the right, enter an e-mail address (option-
al), and the user name.

3 Under Associations, click the Applications field, then click the ellip-
sis button at the far right.

4 Select which application(s) the User will have access to. Then click
Finish.

5 In the Directories field, click the ellipsis button. Select the directo-
ries linked to the User. Then, click Finish.
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6 Inthe Segments field, click the ellipsis button. Select which seg-
ments the User will have access to and supply contact information
as needed.

7 Under the Configuration category, in the Allow Lock Control field,
select either True or False from the drop-down list.

8 In the Password Change Interval field, select a change interval from
the drop-down list.

9 In the User Type field, select a User Type from the drop-down list.
(User Types are defined in the following paragraphs.)

10 If the user will require Authentication for Reader Control or Dual
Authority, select these options at the bottom of the sheet.

11 Click Finish to save your settings.

User Types

AMS/WAMS Users can be one of four User Types: Administrator,
Manager, Service, and General. You will be assigned a User Type de-
pending on which applications you will log in to and operate.

Administrator — has access to all applications and all segments. This
User Type would be assigned to a System Administrator, that is,
someone who is responsible for set up and configuration.

Manager — has access to all applications. This type would, for ex-
ample, be assigned to someone responsible for adding users to the
system. As an additional security measure, this type could be restrict-
ed to access specific segments only.

Service — has access to Transactions and Statistics Monitor. This User
Type can also be restricted to specific segments only, if needed.

General User — has access only to the Transactions and Reports ap-
plications for specific facilities. This user type would be assigned to
someone in Security for example, who will monitor daily entry and
exit activity and system alarms. They can not access the Configurator
application.

Once an Administrator has logged in to the system, they can add
AMS/WAMS Users to the system. If you are designated as an AMS/
WAMS User, you will be assigned a login User Name and Password
to access the software application(s) you need.
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Linking AMS/WAMS Users’ Windows Accounts to Configurator

You can change the Configurator login settings so that your Windows
account is linked to Configurator. This way, when you are logged into
your Windows account, you won’t need a login ID or password when
signing in to Configurator.

To link your Windows account to Configurator, perform the following
steps.

1 From the Configurator File menu, select Manage Directories.

Figure 106 Manage Directories
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2 The Configure WAMS Directories dialog box opens. Click on Add
Directory.



Figure 107 Configure WAMS Directories
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3 The Select a Directory Type window opens. From the Directory
Types dropdown list, choose Microsoft Windows Workstation.
Then, click Finish.

Figure 108 Select a Directory Type
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4 In the Directory Name field, specify a name for the new directory
or leave in the default name. In the Host Name field, under the
General category, type in the computer name of the host. Then,
click Finish.

Figure 109 Directory and Host Names
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5 From the Configurator File menu, select Manage Application Users.

Figure 110 Manage Application Users
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6 The AMS Users dialog box opens. Click in the Directories field, un-
der the Associations column, and select the ellipsis button.

Figure 111  AMS Users
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7 The Select WAMS User Directories window opens. Select the di-
rectory you created previously.

Figure 112 Select WAMS User Directories

melect Directories linked to the WaAkS User.
Directary | M arne | Izername
CE_Directonyd
< | »]

8 This will open the Select WAMS User Directory Account dialog
box. Select Search, and a list of users will be generated below. Se-
lect the desired Windows user and then click Finish.
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Figure 113 Select WAMS User Directory Account
Select WAMS User Directory Account
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9 Back in the Select WAMS User Directories window, the directory
will now have a checkmark. Click Finish.

As long as you are logged into Windows using the account you linked
to in the previous procedure, you will not be prompted to input a
login ID and password the next time you log into Configurator.
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Configurator Overview

The following sections provide a brief overview of the Configurator
module’s Display and Tab options.

Display Options

All tasks in Wi-Q AMS and Omnilock WAMS start from the Configura-
tor, which has six tabs: Segment, Portals, Readers, Timezones, Users,
and Firmware. AMS/WAMS operates in the Windows environment
using its standard Windows conventions. You can use Configurator
full screen or resize the window using the min/max buttons in the top
right corner of the window.

Following is the Segment Tab in minimized view with the scroll bar
visible. This is a useful option if you must run a number of other ap-
plications on your desktop and need more space on your desktop.

Figure 114 Segment Tab
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In the Segment and Users Tabs, you can display items by category or
sort alphabetically. This is useful when displaying the Configurator

in full-screen view. A number of global operations are also available
from the program File menu.

Segment Tab

Most Segment set up tasks are performed in the Segment Tab, Fig-
ure 114. Here, the Program Administrator will create User Groups and
configure the software to work with the type of segment access cards
or keypad credentials you will use.

If your Program Administrator has created more than one segment,
you will first select a segment to work with in the Segment Tab be-
fore moving on to work in the other tabs.

Once you select a category within Configurator, you can use the el-
lipsis button to configure additional settings.

Figure 115 Segment Tab Categories
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Portals and Readers Tabs

The Portals and Readers tabs displays the Segment Tree, which is
a visual representation of all Portal Gateways, Controllers, and I/O
devices connected to the software. Once the devices are organized
in the Segment Tree, the various paths to associate Controllers and
Portals are available when you add new users to the system.

Information about creating the Segment Tree and assigning devices
to the various folders in the tree is presented in Chapter 4, “Config-

uring Segments, Portal Gateways and Controllers” on page 53.

Typically, only the Program Administrator will perform tasks using
the Readers Tab, Figure 116.

Figure 116 Readers Tab
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Timezones Tab

The software automatically assigns all Controllers to a Master
Timezone. Your Program Administrator can create any number of
Timezone Intervals Collections and Timezone User Group Collections
to modify user access within the Master Timezone. The Timezones
tab displays the default Master Timezone, a calendar that operates
similar to Microsoft Outlook, and any Timezone User Groups that
have been created.

You can choose to display the calendar detail as one day, a work
week, a full week or by the month, or click on the calendar to display
a specific date.

More information about creating Timezone Intervals and Timezone
Groups is presented in later in Chapter 5, “Configure AMS/WAMS
Software (Task 11)"” on page 87.

Figure 117 Setting up the Timezones
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Users Tab

If you have been assigned responsibility to add or maintain general
cardholder users of the system, your tasks will be performed in the
Users Tab. All users currently in the system are displayed in the col-
umn at the left. To display a User profile, simply select their name

from the list.

Figure 118 Users Tab
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More information about adding users to the system is presented in
Chapter 5, “Configure AMS/WAMS Software (Task 11)” on page 87.

Firmware Tab

Firmware updates will be sent to you periodically by Stanley Techni-
cal Support. You can upload these firmware files to your database by
using the System Administrator Application, and then you can send
the updates to your hardware from the Configurator’s Firmware Tab.

aun

See “” on page 182.




Note

System Overrides

Manager Override at Keypad Controller

When an AMS/WAMS User is assigned the Manager Type, that user
can change the current access level at a Controller with a keypad.
Once their credential has been presented to a Controller and it has
cycled, the following keys can be used to change the Controller’s ac-

cess level:

MC refers to Manager Credential.

Item WDC WAC Omnilock Function

Manager | MC# MC MC Momentary Unlock.

Code

Restore to | MC# + O# MC + 0000 MC+0+CL Return to normal operation

Normal from an override.

Toggle MC# + 1# MC + 1111 MC+1+CL Places the device in a mode

with ID to toggle between locked and
unlocked with a credential.

Unlock MC# + 2# MC + 2222 MC+2+CL Places the device in an
unlocked state.

Unlock MC# + 3# MC + 3333 MC+3+CL Places the device in a mode

with ID to unlock with credential.

Unlock MC# + 4# MC + 4444 MC+ 4 +CL Places the device in a mode

with ID to unlock with credential and

and PIN PIN.

ID MC# + 5# MC + 5555 MC +5+CL Places the device in a mode

Required where a credential is required
to enter.

PIN MC# + 6# MC + 6666 MC +6 +CL Places the device in a mode

Required where a PIN is required to
enter.

Facility MC# + T# MC + 7777 MC+7 +CL Places the device in a mode

Card where all credentials with
the correct facility ID have
access.

Lockout MC# + 8# MC + 8888 MC +8 + CL Places the device in a
mode where only manager
credentials have access.

Toggle MC# + 9# MC + 9999 MC +9 +CL Place the device in a mode to

with ID toggle between locked and

and PIN unlocked with a credential
and PIN.
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Programmer Override at Keypad Reader

When an AMS/WAMS User is assigned a Programmer Type, that user
can present their credential and perform the following.

PC refers to Programmer Credential.

Item WDC WAC Omnilock Function
Program- | PC# PC PC Momentary Unlock.
mer Code
Soft Reset | PC# + 1# PC + 1111 PC+1 Soft resets device.
Motor PC# + 2# PC + 2222 PC+2 Resets the motor drive.
Reset
Comm. PC# + 7# PC + 7777 PC+7 Resets the communication
Processor processor.
Reset
Motor PC# + 8# PC + 8888 PC +8 Runs motor test.
Test
Deep MC# + 9# MC + 9999 MC +9 Deep resets device.
Reset

Deep Reset

At times it may be necessary to perform a Deep Reset on a Control-
ler. For example, when you install a dial up gateway modem, you
must temporarily clear reader data. If the reset button inside the
Controller housing is not accessible, you can use the Programmer
Override to perform a Deep Reset. You can also perform a deep reset
from within Configurator.

To Perform a Deep Reset from within Configurator

1 In the Configurator’s Readers Tab, navigate to the desired reader
using the Segment Tree.

2 In the list on the right, right-click on the reader and select Deep Re-
set from the drop-down list. Reader data will be cleared.

3 To bring the reader back into the software, you must perform a
standard sign on procedure.

If the reader does not respond and perform the Deep Reset within
five minutes, the action will be aborted.



Segment Item Upgrades

As you continue to add users and readers to your system it may be-
come necessary to expand your Portal and reader capacities. This is
performed via the File menu in Configurator.

When you near maximum capacity in one or all of the system
segment items, it’s time to use one of the upgrade licenses you
purchased with your system, or call Stanley Security Solutions for ad-
ditional Upgrades. You can purchase system upgrades to expand the
user and Controller capacity of each segment in your organization.

Each Wireless Controller begins with support for 2000 user creden-
tials and can be upgraded to support up to 18000 Users. Upgrade
licenses are available in maximum capacities of 2000, 10000, and
18000 users.

Each Portal Gateway begins with support for 16 readers and can be
upgraded to support 32 and 64 wireless readers. Upgrade licenses
are available in maximum capacities of up to 64 readers.

Determine Segment Reader and Portal Capacity

An AMS/WAMS user with Administrator privileges can monitor sys-
tem capacity by segment from within Configurator. From here it is
easy to see how many licensed upgrades are in use and how many
are available.

To view Wi-Q AMS and Omnilock WAMS Upgrade use

1 In Wi-Q AMS Configurator, Segment Tab, select the Segment you
wish to review for upgrade use.

2 From the Wi-Q AMS Configurator File menu, select System Up-
grades from the dropdown list. The System Upgrades window
opens at the Upgrade Information Tab.
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Figure 119 Upgrading your system capacity
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With the Wi-Q AMS Upgrades radio button selected on the left, the
property sheet displays the current reader capacity for the segment
and how many of those readers are currently in use.

Reader Licenses in Use — With the Reader Upgrades radio button se-
lected on the left, the property sheet displays the number of Licensed
Upgrades you have purchased in each user capacity value, and how
many of those Licensed Upgrades are currently in use.

Portal Licenses in Use — With the Portal Upgrades radio button selected
on the left, the property sheet displays the number of Licensed Up-
grades you have purchased in each reader capacity value, and how
many of those Licensed Upgrades are currently in use.




Figure 120 Displaying Portal upgrade usage
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Adding Capacity Upgrade Licenses

When you near maximum user or reader capacity, it's time to call
Stanley Security Solutions for a Segment Upgrade license. Reader
Upgrade licenses are available in maximum capacities of 2000, 10000,

and 18000 users.

Each Portal Gateway begins with support for 16 wireless readers and
can be upgraded to support 32 and 64 readers. Upgrade licenses are
available in maximum capacities of up to 64 readers. To obtain ad-
ditional licenses, be ready to provide the Stanley Security Solutions
Sales Representative with the Portal or reader upgrade level you
wish to purchase and the Interlock Code for the segment you wish to
upgrade. The Interlock Code is found at the top left of the Upgrade
Information Tab.
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Figure 121 Interlock Code
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To obtain a segment item upgrade
1 Contact Stanley Security Solutions Customer Support.

2 Provide the upgrade level information to the representative, for
example, upgrade reader to 18000 user capability.

3 Inthe System Upgrades, Upgrade Information Tab, select the radio
button for the upgrade type from the left side of the properties
sheet (Wi-Q/Omnilock, Reader, or Portal).

4 The Customer Support representative will ask for the Interlock
Code and generate a 26 digit Segment Item Upgrade Code.

5 Select the Enter Upgrade Code link. The Set the <Portals> Upgrade
Code dialog box opens.



Figure 122 Set the Upgrade
Set the Wi-Q Appication Upgrade Code

Enter Segment Item Upgrade Code
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6 Enter the 26 digit Segment Item Upgrade Code number provided
by Stanley Security Solutions and select Finish. Your new Licensed
Upgrade(s) will display in the Upgrade Usage list.

Upgrade Licenses are now ready for distribution as needed. See the

following section for detailed information about capacity upgrade
license distribution.

Note
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Distributing Capacity Upgrade Licenses

You may have purchased a number of reader and Portal upgrade li-
censes with your system, or you may find that you need to add more
licenses as your organization expands. Whatever the case, you can
distribute reader and Portal capacity upgrades as needed, rather than
bring it all into service at once.

To apply a licensed upgrade to a reader
1 Inthe System Upgrades dialog box, select the Reader Upgrades Tab.
2 Select the Reader Capacity you wish to add.

3 Review the “Upgrades at this Capacity” box to ensure the upgrade
you need is available.

4 From the Readers in System list on the right, select the Reader you
wish to upgrade. Select Add <<. The system will prompt you to
confirm that you want to add the User Capacity.

5 Select Yes. Once upgraded, your change will be reflected in the
“Upgrades at this Capacity” box.

Figure 123 Reader Upgrades
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Note

To apply a licensed upgrade to a Portal

1 From the System Upgrades dialog box, select the Portal Upgrades
Tab.

2 Select the Portal Capacity you wish to add.

3 Review the “Upgrades at this Capacity” box to ensure the upgrade
you need is available.

4 From the Portals in System list, select the Portal you wish to up-
grade.

5 Select Add <<.

6 Select Yes. Once upgraded, your change will be reflected in the
“Upgrades at this Capacity” box.

Figure 124 Portal Upgrades
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7 Select Finish.

If the upgrade capability you need is not available, you can either
redistribute capacity among different Portals and readers, or contact
Stanley Security Solutions Customer Support to upgrade your
capacity.
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Downgrading Capacity

You can downgrade a reader’s or Portal’s capacity. For example, you
can redistribute the Portal capacity to maximize the use of your cur-
rent licenses.

To downgrade a reader capacity
1 From the Reader Capacity Tab, select the Reader Capacity.

2 From Readers with <capacity> list on the left, select the reader you
wish to downgrade.

3 Select Remove>>. The Reader is restored to its default reader ca-
pacity and the “Upgrades at this Capacity” box reflects the change.

To downgrade a Portal capacity
1 From the Portal Capacity Tab, select the Portal Capacity.

2 From Portals with <capacity> list on the left, select the Portal you
wish to downgrade.

3 Select Remove>>. The Portal is restored to its default reader capac-
ity and the “Upgrades at this Capacity” box reflects the change.



System Administrator

Note

System Administrator is an application accessed inside Configurator
or from the Windows Start menu. With System Administrator, you
can archive and restore Portal statistics, reader statistics, and reader
transactions. From here you can also import data from an existing
database or comma-delimited file. You must be an AMS/WAMS User
with Administrator privileges to use this feature. It is a good idea to
archive records on a regular basis. It will be helpful to establish a pro-
tocol and ensure that it is carried out according to plan.

Archiving and restoring transactions and statistics is not the same

as performing a full AMS/WAMS database back up. Full back up and
restore is performed using Microsoft SQL Server Management Studio
Express (installed with AMS/WAMS). Complete steps are described
later in this chapter.

Establish an Archive Protocol

An industry best practice for use of any archiving systems is to es-
tablish a protocol for who, when and how much data to archive,
depending on the volume and nature of the data being archived. For
security purposes, it will be important to ensure the protocol is being
implemented by also establishing an audit practice.
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Using System Administrator

Figure 125 System Administrator
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Caution: It is recommended that archive and restore activity not be
performed on an online Segment. A Segment can be taken offline by

stopping the Stanley WiQ AMS Service. The Windows Services dialog
can be found at Control Panel | Administrative Tools | Services.

User: Admin

From here you can archive and restore statistics in the AMS/WAMS
database, import data to AMS/WAMS from the OFM Database, or im-
port data from standard comma-delimited files such as .txt and .csv.

Archiving Statistics in the AMS/WAMS Database

It is important to maintain your database in optimum condition. On
the basis of the statistics volume in your segment, you should estab-
lish a protocol to regularly archive data that are not likely to be used
again. For example, each month, you may want to archive data that
are three months old. When you archive records from the software
using the System Administrator application, the data is removed from
the database. The statistics can be fully restored to AMS/WAMS in
the future, if necessary.

The archive feature operates the same for Portal statistics, Reader
statistics, and Transactions. The following steps illustrate how to ar-
chive Portal statistics; however, the steps are the same for each type.
You can archive statistics in all devices or select a specific Portal or
reader for archive.



Once you've selected the Portal or reader to archive, you can also
select what statistics to archive; for example, all statistics, only those
statistics greater than a specific ID, or specify a range of statistics
older than a specific date.

To Archive Statistics

1 In the System Administrator application, select the segment for
which you wish to archive statistics.

2 In the main window, under Archive and Restore, select a Statistics
type, such as Portal Statistics.

Figure 126 Portal Statistics Archival for Segment

Portal statistics Archival for Segment (Acme University)
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3 In the Portal Selection box, select one of the following:
B All Portals — All Portals’ data will be archived.

B Selected Portal — Choose a Portal ID from the drop-down list. Data
from only that Portal will be archived.
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4 In the Statistics Selection box, select one of the following:

Archive All Statistics — All statistics in the database will be ar-
chived.

Archive Statistics with IDs less than — Define an ID number. Only
statistics with IDs less than the defined number will be affected.

Archive Statistics older than — Select a date. Only data older than
the date selected will be archived.

When you have selected the appropriate options, click the Archive
button and click Yes if you wish to continue with the archive.

In the Windows browser, navigate to a folder or create a new one
in which to archive the file. You should create a filename that will
be meaningful to your segment (for example, all_Portals, or siteA_
Portals). These files will be accessible under this location should
you wish to restore them at a later date.

Click OK. The system will display the status of the archive activity
as it proceeds.

Click Finish to exit Portal Statistics Archive.

Restoring Data to the Database

You can restore data that have been archived by System Administra-
tor back into the database. Once this is done, you will be able to view
them in Configurator and its related applications.

To Restore Data to AMS/WAMS

1

From the Configurator Segment Tab, select the segment for which
you wish to archive statistics.

From the Applications menu on the Configurator menu bar, select
System Administrator. The Systems Administrator window opens.

Select the Segment you wish to work with. From the left window
pane, select Restore Data. The Windows browser window opens.

Select the file you wish to restore to AMS/WAMS, then click Open.

The system reports that the records will be restored to the Seg-
ment. Click Yes to continue. The system will display the status of
the archive activity as it proceeds.



Importing Data from a Legacy OFM Database

You can import an entirely new segment into the software from a
legacy OFM database, or you can import all or some elements of data
into an existing segment and overwrite any data with the latest data
in the OFM. When you import an entire segment from an OFM data-
base, AMS/WAMS creates a segment with the segment name of the
old database.

To Import Data to AMS/WAMS

1 From the Applications menu on the Configurator menu bar, select
System Administrator. The System Administrator window opens.

2 From the right window pane, select OFM Database. The Windows
browser window opens.

Figure 127 OFM Database Import
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3 In the Segment Selection box, select one of the two options:

B Import OFM Segment — This option imports a new segment in its
entirety and automatically gives it the name of the existing Seg-
ment in the OFM Database.

B Use WAMS Segment — This option activates the drop-down list.
Select the Segment into which you wish to import data. It will im-
port any new data and update any existing records with the same
ID based on the import type.

4 Select the Import OFM Users option if you want to include OFM
Database existing Users and User Groups.

5 From the Import Type dropdown menu, select the type of import
you wish to perform:

B Import New OFM Records into the WAMS Database — This will
import only new records.

B Merge New and Changed OFM Data into the WAMS Database —
This will import all data and add or update any records that are
new since the last import.

6 Select Browse to find the OFM Database File.

7 Select Import Now. The data will begin to transfer and you will see
the records scroll through the Status window. This should take only
a few minutes, depending on the size of the data being imported.

Import Data from a Standard Comma-Delimited File

You can also create a comma-delimited .txt or .csv file containing
Names, Credentials and other AMS/WAMS information and import
the data directly to the database, including any of the following data:
B [Last Name

B First Name

B Middle Initial

B Proximity Card Credential

B Proximity Card Type

B Magnetic Stripe Card Credential
m Keypad Credential

In addition, you can include data for any user fields created for the
segment selected for import.
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AMS/WAMS Importer imports files in a few easy steps:

B Create the data file in the appropriate program, such as Microsoft
Word, Excel, or other text-based program and save it as a .txt or
.csv format.

B Prepare the Wi-Q AMS Import Utility to accept the file.
B Import the data.
B Send the Data to the database.

In the Import Utility, you can view the data as it imports into the win-
dow and make any corrections to the file or column headers until you
are satisfied with the import before you actually send it to the data-
base.

Detailed instructions are presented in the next few sections.

To prepare Wi-Q AMS Import Utility

1 From the Applications menu on the Configurator menu bar, select
System Administrator. The System Administrator window opens.

2 From the right window pane, select Wi-Q (or Omnilock) Importer.
The Import Utility opens.

Figure 128 Import Utility
=T
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3 Use the cursor to drag the column headers into any order you wish.
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4 If you wish to import additional data into user fields associated
with the segment, click Show Additional Fields to display the Field
Chooser and double-click or drag to add them to the header.

5 Enter the appropriate Field Delimiter for the import file, the default
is a comma.

6 If you have field headings in the first line of your data file, click the
Field Heading in First Line check box.
To import the data

1 Once all column headers are in the order you wish, click Import
Data.

2 Navigate to the location of the data file you created and click Open.

3 The Data appears under the appropriate column headers in the

upper window. If the file is large, you can watch the progress in the
Status box on the bottom of the window.

Figure 129 Using the Import Utility
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4

Review the data import. Scroll the window to ensure the data has
imported in the appropriate column headers. If not, you can rear-
range the column headers and import the file again. You can do
this as many times as you need to ensure you will get a good im-
port.

Once you are satisfied that the data has imported as intended, click

Send to Database. The data will now appear in the appropriate
fields throughout AMS/WAMS.

Backing Up and Restoring Your AMS/WAMS Database

Full backup and restore functions are performed outside of AMS/
WAMS using Microsoft SQL Server Management Studio Express
(installed with the software). You should plan to perform this function
on a regular basis. You can also use this program to move the data-
base to a different computer.

WARNING: This operation should be performed only by an IT pro-
fessional who is designated as an AMS/WAMS User with Admin or
Programmer privileges.

Backing Up the Database

Perform the following steps to back up the database.

1
2

Exit AMS/WAMS.

From the Windows Start menu, select Programs>Microsoft SQL
Server Management Studio Express. The connect to Server dialog
box opens.

Enter the Server type, Server name, and choose your Authentica-
tion type. Then, click Connect.
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4 The program opens at the default database location.

Figure 130 Default database display in SQL Server
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5 Double-click on databases, then right-click on the WAMS folder
and select tasks>Backup. The backup database dialog box opens.



Figure 131 Backup Database
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6 Define a Backup Type (full or differential) and add a description of
the backup (optional).

7 The default destination displays. You can change the destination,
if needed, for example if you wish to move the database to a new
location on a different computer.

8 Click OK. The backup progresses and the system reports when the
backup is complete.

To Restore the database
1 Exit AMS/WAMS.

2 From the Windows Start menu, select Programs>Microsoft SQL
Server Management Studio Express. The connect to Server dialog
box opens.

3 Enter the Server type, Server name, and choose your Authentica-
tion type. Then, click Connect.
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4 The program opens at the database location.

5 Double-click on databases, then right-click on the WAMS folder
and select tasks>Restore>database. The restore database dialog

box opens.

Figure 132 Restore Database
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6 The location defaults to the original location. You can specify a dif-
ferent location, for example, if you wish to more the database to a
different computer.

7 Specify the source from which to restore and select a backup set to

restore.

8 Select the backup set you wish to restore from the available list.

9 Click OK. The restore progresses and the system reports when the
restore is complete.



Firmware Updates

Firmware updates will be sent to you periodically by Stanley Techni-
cal Support. You can upload these firmware files to your database by
using the System Administrator Application, and then you can send
the updates to your hardware from the Configurator’s Firmware Tab.
This section will guide you through the firmware update process.

Firmware File Types

Every Controller has two firmware files:

B Application File: Software that provides the access control deci-
sion-making functionality on a Controller

B Bootloader File: Software that executes the reprogramming ses-
sion on the Controller

The application file is what is typically reprogrammed by the Stanley
Team, but it is possible that the bootloader file will require repro-
gramming as well. Controller firmware files will always have a “.bin.
enc” file extension.

For Portal Gateways, only one file is required for reprogramming, and
the file name begins with the version number and ends with “image.
bin.gz.”

Uploading Firmware Files

1 In the System Administrator application, choose Firmware Man-
ager from the Import list on the right. The Manage Firmware Files
dialog box opens.
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Figure 133 Manage Firmware Files
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2 Click on the ellipsis button next to the File to upload field. Browse
to your Portal gateway or Controller file(s). Once you’ve located
your file, click Open.

3 Provide a unique name and description of the firmware file. If you
are uploading a Controller firmware file, it is recommended that
you build either “Boot” or “Application” into your description
name, depending on the file type.

4 Click Upload. The firmware file will be added to the list at the bot-
tom of the screen and added to your database.

To avoid confusion between updates, it is recommended that you
only keep the latest firmware files in your list. To remove older files,
select the file(s) you wish to delete and click on Delete.

5 Click Finish once all of your files are uploaded.

You are now ready to send the updates to your hardware.
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Firmware Reprogram

Perform the following steps to send firmware updates to your hard-

ware.

1 If not already open, launch the Configurator application and click
on the Firmware tab.

Figure 134 Configurator Firmware Tab
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2 Choose your device type from the dropdown menu, and choose
the appropriate firmware file.

Note If you are reprogramming both the Bootloader and Application files
on a Controller, you must update the Bootloader file first.

3 Check the boxes next to the devices that need updating. You can
click Select All or Clear All as needed.

4 Once you've made your selections, press Update.

5 The devices will be added to the Manage Firmware Updates queue
below, where you can view the download progress and status.
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Transactions Monitor

Note:

186

Each time a user accesses the system, the software collects a trans-
action from the Controller/Portal Gateway network. Once the system
is signed on and users begin accessing the system, transactions
begin including any alarm activity. You can monitor all this activity in
Transactions. Access Transactions via the Windows Start menu.

To Launch Transactions

1 Select Start>All Programs> Stanley Security Solutions >Stanley
Wi-Q AMS> Transactions.

2 Enter your Login and Password. Transactions opens at the Transac-
tions Tab.

3 From here you can view all transaction and alarm activity for the
segment you select.

If you have been assigned the Manager or Administrator User
Type, you can launch Transactions from the Applications menu in
Configurator.

Transactions Overview

As activity takes place throughout the segment, AMS/WAMS tracks
each event as a transaction. The most obvious use of Transactions is
to recognize and investigate when security has been compromised.
You can immediately locate the source of an alarm and take the ac-
tion necessary to respond according to your segment policy and
procedure.

AMS/WAMS gives each transaction in the database a unique ID,
records the time and type of transaction, the Controller where the
transaction occurred and the User ID and Group name associated
with the transaction. You can monitor all this activity, real time, from
the Transactions application. The transactions can be organized and
sorted according to how you want to use the data. In addition, you
can temporarily pause data updating if you need to review a transac-
tion in more detail.



Transactions Tab

You can view all transactions as they occur in the Transactions Tab.
Alarm transactions such as Forced Entry or Anti Tamper display in

red. Access requests “attempted but not allowed” displays in yellow.
Successful access requests display in black on a white background.

Figure 135 Transactions
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System transactions such as changing an access level or clearing an
alarm display in blue on a white background. To review and respond
to alarms, select the Alarms Tab.
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Reader and Portal Controls

You can access reader and Portal controls from inside the Transac-
tions tab. From here you can override access levels of readers to
unlock or lockout one or a whole related group of readers. To use this
feature, simply right click on the Portal or reader and select an option.

Figure 136 Accessing Portals and Readers in the Transactions tab
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Alarms Tab

When an alarm is triggered, such as a door is blocked open or forced
entry, the system creates an alarm record. When you select the
Alarms tab, unanswered alarms display in red and activate an alarm
sound .wav file on your computers sound system.

When you “silence” an alarm in Transactions, you are simply telling
the system that you have recognized the alarm condition. The alarm
sound .wav file will stop on your computer system for that alarm and
the display color changes from red to yellow. A log will be generated
recording the time and date the alarm was silenced. You can add a
comment to this log to further define the incident

Figure 137 Silencing an alarm in the Alarms tab
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Create an Alarm Response Protocol

Remember, when you “Silence” an alarm in Wi-Q AMS Transactions,
you are only silencing a .wav file; you are not resolving the problem. It is
important to establish Alarm Response protocols within your segment
and follow up with action. See “Responding to Alarms” on page 194.

Figure 138 Alarms Tab
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Transaction Types

The database records transactions by category. Under normal oper-
ating conditions, the most common transaction types will be Entry
and Request to Exit. The system recognizes various alarm and status
categories, such as:

B Alarm Cleared (All)
B Alarm Cleared (Forced Entry)
B Anti-Tamper

Organizing and Sorting Transactions

AMS/WAMS makes it easy to manage high transaction traffic. You
could view every transaction in the system, real time. However, in
large systems where hundreds of transactions can occur in a very
short time, you may want to limit the number of transactions dis-
played, or group them in a way that makes sense for system activity.
For example, you can limit the transactions list to only those that
occurred in the last ten minute timespan; you can sort ascending or
descending by column header; and you can arrange the columns in
any order you wish. In addition, you can create a hierarchy, rather
than a columnar view.



Display by Timespan

By default, Transactions displays all transactions in the order they
occur. If you are monitoring all transactions, you may want to sim-
ply watch them as they occur. However, in large systems, your effort

may best be served by limiting transactions to only those that have

occurred in the previous ten minutes, or previous hour. The software
gives you a number of options from All to year to date.

To set the display timespan

In the Transactions Tab, select the Segment you wish to monitor.

Under Timespan, select the timespan you wish to display from the

drop-down list. The display list on the right changes to reflect your

selection.

Figure 139 Transactions Timespan
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Sort by Column Header

You can sort Transactions by column header in ascending or de-
scending order. This is helpful, depending on what you are looking
for. If you simply want to watch transactions in the order they occur,
the default setting—sorted by ID, descending—will display the most
recent transaction on the top line of the list. However, if you have an
interest in viewing all the activity of a particular user, you can sort al-
phabetically by User credential. As with common database programs,
you can move the columns in the column header to any order you
wish. Transactions will remember your changes and display in the
new order when you next open the program.

View Transactions in Tree Levels

You can display transactions similar to the way you view the Seg-
ment Tree in Configurator. This is useful to minimize and organize the
amount of data you view at one time.

Figure 140 Transactions in Tree Levels
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In this example, we placed Readers at the top of the tree; however,
you can place them in any hierarchy you wish. When you select the
plus sign next to the top level, the second and third level items ex-
pand to display. It's easy to create a Transactions Tree: simply drag
and drop the column headers into position.



Transaction Filters

If you want to search for a specific transaction by certain criteria (user
name, reader name, etc.), click on Define Additional Filter at the top of
the Transactions module. The Transaction Filter dialog box will open.

Figure 141 Transaction Filters

Transaction Filter - Default
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™ Unlock with 1D
Clear &l Select Al
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Filter:
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 OR
[~ Invert
hd|
Rieset Fier | Cancel | Finish |

4

A list of fields is located on the left side of the dialog box. Clicking on
a field will bring up checkbox or dropdown options specific to the se-
lected field. In Figure 141, the Access Level field is selected. Here, you
can check multiple options. Once you’'ve selected your options, click
Apply. The Filter section at the bottom of the dialog box will reflect
what filter you've applied.

You can turn on multiple filters with the use of the AND/OR selection
options in the Filter section. If you'd like to search your transactions
by a specific access level and reader name, apply both filters and
select AND.

If you want to omit certain transactions from your list, you can click
the Invert checkbox once you’ve applied your filters. Inverting will
adjust your list so that the applied filters are not shown.
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When finished creating filters, click Finish. If you would like to clear
your filters, click on Reset Filter.

Responding to Alarms

When an alarm occurs, the system immediately displays it in red

in the Transactions Tab. The alarm will be categorized as either an
Anti-Tamper or a Forced Entry type. At this point, you will take action
according to your segment’s security plan. In a small segment, you
may simply dispatch a person to physically investigate the source of
the alarm. In larger facilities with 1/O devices in the system, the alarm
may trigger a video recorder, a lighting plan, or other I/O device. In
either case, you will respond to the alarm in Transactions using the
Alarms Tab.

As with the Transactions Tab, you can sort the alarms in ascending
and descending order with a column, and change the order in which
the columns display, and create an Alarms Tree.

To respond to and silence an alarm
1 Select the Alarms Tab.

2 Double-click on an active alarm (displaying in red). The Silence
Alarm text box opens. Alarm details display in red text in the mes-
sage area.

Click on Silence Alarm.

To add a log entry, click Add Log Entry.
Enter a comment in the text box.
When finished, click Add to Log.

The message entered will become the record for the alarm event.
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Figure 142 Log Entry Recorded

Silence Alarm

View and Silence Facility Alarms

ALARM: 85, 10/21/2008 8:22:33 AM, Reader Offline, Reader (0014f5001534),

8 Select Close. In the Alarms Tab, the alarm line changes from red to
yellow and the alarm sound stops.

9 You can continue to add comments in the alarm’s log until the con-
dition is resolved.
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The Statistics Monitor is a powerful tool that displays a real-time,
color coded overview of system performance. When you set up your
new system, and want to monitor ongoing system performance, you
will use the Statistics Monitor. This tool appears similar to the Config-
urator, displaying the Segment Tree for the segment you select on the
left of the screen, and the hardware categories on the right. To check
the performance of the entire system, select the segment at the top of
the tree. Reader statistics display at the top of the screen and Portal
statistics display at the bottom.

You can access the Statistics Monitor from the Applications menu at
the top of the Configurator Main Screen or launch it from the Win-
dows Start menu as a separate application

Reader Statistics

Figure 143 Viewing Reader Statistics
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In this example, the system is performing well, delivering transac-
tions at an acceptable level. To display the actual measurement,
hover the cursor over a bar.

To get more detail; for example, to diagnose the problem of low
signal for a particular reader, you can navigate to that reader in the



Segment Tree and see data for only that reader. You can also dou-
ble-click the reader on the right panel. Specific information for the
selected reader displays in the list on the right.

Figure 144 Display reader detail
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User: Admin

Here, you can see the reader’'s MAC Address, ID, Reader Name, and
the Portal associated with it. You can also view the reader’s power

performance.

Automatic Updates

The Updating button can be used to pause automatic updating to
view a snap shot of data. This is especially useful when viewing the
top level, where the values may be changing rapidly.

Configuration/Test

Under the Configuration/Test category inside a reader’s property list,
you can see the Statistics Update Interval. This value can be changed
in the Readers tab of the Configurator application. For more informa-
tion on configuring readers, see Chapter 4, “Configuring Segments,
Portal Gateways and Controllers”.
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Power
To view individual reader performance:

1 Under the Power Category, place the cursor in the field next to
Supply Voltage, and select the ellipsis button.

2 The Reader Statistics chart opens at the Voltage Tab. From here
you can also check the Signal, Packet Ratio, and User Capacity.

Voltage Tab

The Voltage Tab displays battery and external power supply to en-
sure battery integrity and longevity. If you see a downward trend, you
should consider replacing the battery for preventive maintenance.

Figure 145 Reader Statistics Voltage Tab
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Every minute, the reader sends a beacon to the Portal Gateway with
signal strength, battery voltage, external supply voltage and packet
transfer ratio information. These statistics are stored at the rate de-
fined by the Statistics Update Interval.

Select Refresh to get the latest readings, or you can reset the times-
pan to various intervals relevant to your diagnostic evaluation. You
can move through the tabs as you check the system performance.




Signal Tab

The Signal Tab displays the signal strength at the reader and at the
reader’s Portal.

Figure 146 Reader Statistics Signal Tab
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Packet Ratio Tab

The Packet Transfer Ratio at Reader is the number of valid packets
received versus the total number of packets sent to the reader. The
Packet Transfer Ratio at Portal is the number of valid packets sent
from the reader versus the total number of packets received at the
Portal. If the Packet Ratio is high (near 1, or 100%) your readers are
performing well, even though signal strength might be low. If signal
strength is high and Packet Ratio is low, you may have a problem at
the reader, or there may be interference on the channel that the Portal
is using.

Figure 147 Reader Statistics Packet Radio Tab
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User Capacity

This chart shows the Max allowable users for this reader and the cur-
rent use. If you find that the use is nearing capacity, you may want
to consider upgrading the reader capacity. See “Segment Item Up-
grades” on page 163.



Figure 148 Reader Statistics User Capacity Tab
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Portal Statistics

Portal Statistics display at the bottom of the Statistics Monitor. Select
the top level in the Segment Tree to display all Portals in the system.

See Figure 143.

Clicking on a Portal within the Segment Tree in the Statistics Monitor
will display the Portal’s properties on the right.

Figure 149 Statistics Monitor Portal Properties
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The Portal ID, Name, Specifications such as Firmware Version, Model
Number, PAN ID, and Serial Number display on the right. In the Sta-
tistics category, you can see how many readers are associated with
the Portal and its current maximum reader capacity.




Portal Diagnostics

You can check the reader counts associated with a Portal over time
for a detailed look at Portal capacity. This is useful to determine if
some readers are operating intermittently or dropping out of range at
intervals.

To review associated readers at Portals

1 In the Portal detail display, Statistics Category, place the cursor in
the Maximum number of Readers field and select the ellipsis but-
ton. The Portal statistics chart opens for the Portal selected.

Figure 150 Portal Statistics
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If the Associated Readers line appears steady and reflects the num-
ber of readers you know are associated with the Portal, your readers
are consistently being recognized by the Portal. If this line is erratic;
for example, showing a drop or fluctuation on associated readers
over time, you may want to review the readers to see if there is a
problem with power supply or signal that is making one or more of
them drop out of range.
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Configuration/Test

In the Configuration/Test category, the Statistic Update Interval is
visible. You can modify this value in the Configurator application’s
Portals Tab.

Reports

204

You can view a wide variety of reports based on data collected in
Configurator and Transactions. You can access Reports from the Ap-
plications menu at the top of the Configurator Main Screen or launch
it as a separate application.

To Launch Wi-Q AMS Reports

1 Select Start>All Programs> Stanley Security Solutions >Stanley
Wi-Q AMS> Wi-Q Reports.

2 Enter your Login and Password. Reports opens.

Reports Overview

The software provides seven reports that you can modify:

Users of Readers — Generate a report that lists all readers and the us-
ers currently assigned to them, or you can specify a particular reader
and view only the users for that reader.

Users of Groups — Generate a report that lists all user groups and the
users currently assigned to them, or you can specify a particular user
group and view only the users for that group.

Users Entry Log — Generate a report that lists user entry data for all us-
ers and all readers, or you can specify which readers and users to list.
You can also specify a timespan or Begin and End dates on which to
report.

Users Entry/Exit Log — Generate a report that lists user entry/exit data
for all users and all readers, or you can specify which readers and us-
ers to list. You can also specify a timespan or Begin and End dates on
which to report.

Alarms Log — Generate a report by alarm for all readers in all times-
pans, or specify which alarms, timespans, or Begin and End dates.



Reader Alarms — Generates a report by reader for all alarms in all
timespans, or specify which readers, timespans, or Begin and End
dates.

Transactions — Generate a report for all transactions at all readers for
all users during all timespans, or specify which transactions you wish
to list.

Creating Reports

The first step in creating reports in the software is to configure report
settings. Here you can enter your company name and include a pic-
ture or logo that will be included in any files exported or printed from
the application. Once you have configured your report settings you
are ready to choose a report type and generate the report. From there
you can print the report, or export the report to any number of file
formats such as .dog, .rtf, .rpt, etc.

To get started, launch Reports from the Configurator main menu.
Once you enter your login and password, the Reports main screen

opens.

Figure 151 Reports
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Configure Report Settings

You can include your company or organization name and logo with
any report. AMS/WAMS supports both .bmp and .jpg image formats.
Perform the following steps:

1 In the Segment box, select the Segment for which you wish to cre-
ate the setting.

2 Select Options>Report Settings. The Set Company Name and Logo
for Reports dialog box opens.

Figure 152 Setting up a company name for a report

Report Settings =] x|

Set Company Name and Logo for Reports.

Company Name: Stanley Wireless Access Technology

Company Logo:

Change

Apply Finish

Restore Defaults

3 In the Company Name field, type in the company name you wish to
appear on your reports.

4 Under Company logo, click the Change link. Use the Select Logo
browser to navigate to the file you wish to include.

5 Click Open. The file is now uploaded to the Reports settings.

6 Click Finish to save your settings and begin working with Reports.
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Note

Generating a Report

This section presents steps to create some example reports. Once
you are familiar with the basic operations, you will be able to create
your own reports using the selections available in Reports. First we'll
look at a Users of Readers report with All Users selected. Then we’ll
look at a filtered report using the options under the Report Settings
categories.

The Reports application won't show much data until you have
configured your system added Users and User Groups, and begun
collecting transactions. Once this occurs, you can experiment with
the options to get the reports that will be most significant for your
operation.

To Generate a Report

1 In the Reports main screen, under the User Reports box, click on
Users of Readers. Reports opens at the basic users of Readers Re-
ports generator.

2 In the Segment box, select the Segment you wish to report on.

3 Auvailable report settings are listed on the left, and the results are
shown on the right. For this particular report, the default will be
<All Readers>.

Figure 153 Viewing System Reports
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4 Use the scroll bars to view the data, use menu icons to export,

print, scroll through multi-paged reports, or use the Zoom tools to
get a closer look.

5 If you have a large number of readers, Click the Toggle Group Tree

icon and highlight a specific reader to jump to its section in the
report.

Figure 154 Toggle Group
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6 Click Run Report (bottom left of screen) to return to the Report
Generator screen.

Generating Filtered Reports

The report generator defaults to print all records. For example, when

you select the Users of Readers report, report content displays users

of all readers in the system. You can filter the report to display the us-
ers of only one specific reader, as in the following example.



To create filtered report

1

In the Reports main screen, select the Segment you wish to report
on.

Under the User Reports box, click on Users Entry Log. The report
opens (Figure 155). In this report set up, more selections are avail-
able for this report than for the Users of Readers report, including
Reader, User, and Report Timespans. You can use any or all of
these selections to filter your report. Each report type will have dif-
ferent selections available depending on the data available for the
report. The defaults are always All.

Figure 155 Users of Readers Report
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To select a specific reader for this report, click on the Reader field’s
ellipsis button. The Select Reader dialog box opens.

Clear the All Readers box just below the drop-down list box.
Select the reader to filter from the drop-down list.

Click Finish. The report results will display data for only the reader
you selected.

209



210

Generating Larger Reports

The more records you include in your report, the longer the report
will take to generate. During report generation, you can use other
AMS/WAMS applications; however, you can generate only one report
at a time in the Reports application. If you define a report that will
take more than 30 minutes to generate based on the records includ-
ed, the software will present the following message:

Report Generation

:,) Thes repont could takie mane than 30 Minute(s) o generste becase & will contan J0608 reconds!
Do yiou wish: o Gererate: the Report?

In the example, AMS/WAMS detected that the defined report con-
tains over 30,000 records and will take more than 30 minutes to
generate. If this is acceptable, simply select Yes and the report will
be generated. Select No if this is an inconvenient time to generate
the report, or review your report definitions to see if you can further
filter the report and still get the information you need. When you se-
lect Yes, the report begins to generate and AMS/WAMS displays the
Elapsed Time as the report runs.

Printing and Exporting Reports

Once you are satisfied with your report, you can print to a local or
networked printer, or export the report in several formats. Your re-
sults will be determined by the options you select and how you wish
to use the data. For example if you export to a Microsoft Excel file,
you may get a different formatting result than if you export to an
Adobe Acrobat file or print directly from AMS/WAMS. However, you
may wish to export to an Excel file and use the data in another for-
mat. The following example was printed from an Adobe Acrobat .pdf
file exported from Reports. It retains all the formatting as displayed in
Reports.



Figure 156 Sample report file

Users of Readers

Reader (001415000121)

Ross, Card
Smith, Dane!
Furia, Affredo

Lopez, Vivian

Reader (456)

Ross, Carl

Furia, Affreds

Lopez, Vivian

Reader (45T)

Smith, Robert

Reader (458)
Denver, Fred Ross, Carl Smith, Roberi
Carlsan, Betty Furia, Alfrado Lopez. Vivian

Page 1
- Wireless Access Management System

To print a report

1 Create the report using the features described in the previous sec-
tions.

2 Click the Printer icon in the menu bar.
3 Navigate to the printer you wish to use.

4 Print using the appropriate actions for the chosen printer.
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To export a report

1 Create the report using the features described in the previous sec-
tions.

2 In the menu bar, click the Export Report option.

w

In the Export Report dialog box, select a format type from the
drop-down list. The available types are:

B Crystal Reports (*.rpt)

B Adobe Acrobat (*.pdf)

B Microsoft Excel (*.xls)

B Microsoft Excel Data Only (*.xls)

B Microsoft Word (*.doc)

B Rich Test Format (*.rtf)

4 Navigate to the location you wish to export to.
5 Enter a filename for the file.

6 Click Save.

Now you can use the report in any manner you wish, depending on
the format exported.
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Advanced Troubleshooting

This section provides an overview on the Portal Gateway status
webpage. You can access the status webpage for a specific Portal
Gateway in one of two ways:

B Inside the Portal Configuration Module, select Scan. Locate the
desired Portal in the list and click on its hyperlink. See Figure 43 on
page 59.

B Type your desired Portal’s IP address directly into your internet
browser.

Your browser will display the status of your Portal Gateway and as-
sociated devices. See Figure 157.
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Figure 157 Portal Gateway Status Webpage

Status Page Generated 03/06/2012-16:18:39
Last System Boot 03/05/2012-17:02:45
Portal MAC 0014£5201731

1

2 Radio 1 at channel 20 PAN_id 6401
Radio 4 at channel 15 PAN_id 6402

[Associated Devices 15 Maximum allowed 64
MAC ADDRESS Stat Associate Time Beacon % F/W Rev R PG_RSS RDR_RSS - FLAGS

01 0014£5404e9e 0000 03/05/12-17:04:10 16:18:26 none 003.000.038 1 -28 -19 - 000300043

02 0014£5403854 0000 03/05/12-11:41:38 16:18:30 none 003.000.038 1 -28 -19 - 000300043

03 0014£54010d9 0000 03/05/12-17:04:19 16:17:07 none 003.000.038 4 -19 -19 - 000300043

04 0014£5401241 0000 03/05/12-17:04:19 16:18:10 none 003.000.038 4 -19 -27 - 000300043

05 0014£520labc 0000 03/06/12-11:26:31 16:17:56 none 003.000.038 1 -28 -28 - 000300043

3— 06 0014£540127e 0000 03/05/12-17:04:24 16:18:08 none 003.000.038 1 -23 -28 - 000300043

07 0014£5404eel 0000 03/05/12-17:04:27 16:17:39 none 003.000.038 1 -28 -19 - 000300043

08 0014£52001d0 0000 03/05/12-17:04:38 16:18:15 none 003.000.038 1 -22 -26 - 000300043

09 0014£54012c1 0000 03/05/12-17:04:44 16:18:27 none 003.000.038 4 -49 -26 - 000300043

10 0014£5400003 0000 03/05/12-17:04:48 16:17:40 none 003.000.038 1 -27 -38 - 000300043

11 0014£5400002 0000 03/05/12-17:04:53 16:18:32 none 003.000.038 1 -28 -28 - 000300043

12 0014£54010ca 0002 03/06/12-11:28:04 16:16:46 45 003.000.038 1 -28 -19 - 000300043

13 0014£520173d 0000 03/05/12-18:11:32 16:18:29 none 003.000.038 1 -19 -36 - 000300043

14 0014£5401301 0000 03/05/12-17:05:09 16:17:31 none 003.000.038 1 -28 -19 - 000300043

15 0014£540126d 0000 03/05/12-17:05:26 16:18:31 none 003.000.038 1 -29 -25 - 000300043
I [ T 1T 1T T — 1 1T -
4 5 6 7 8 9 10 N 12 13

The Portal Gateway Status webpage provides the following
information:

1 Last System Boot
Last time Portal Gateway was reset or rebooted.

2 Radio and Channel
Shows the channel associated with each radio in the Portal.

3 Associated Devices List
Shows which devices are associated with the Portal.

4 MAC Address
Column shows the MAC Address of each associated device.

5 Associate Time
Column shows the time that the Controller last associated with the
Portal.

6 Beacon
Column shows the time of the last Controller beacon.
7 %
Column shows progress percentage of pending operations.
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n

12

13

F/W Rev
Column shows the firmware version number of associated Con-
troller.

R

Column shows which radio the Controller is connecting to in the
Portal Gateway. Radio 1 is on the right side of the Portal. Radio 4 is
on the left side of the Portal.

PG_RSS

Column shows the signal strength of the Controller as received
at the Portal. This signal strength ranges from -18 (highest) to -91
(lowest).

RDR_RSS

Column shows the signal strength of the Portal as received at the
Controller. This signal strength ranges from -18 (highest) to -91
(lowest).

FLAGS
Column shows the current operational status of the associated
device.

PEND
Column shows the abbreviation of the message currently in
operation.
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Status Flags in the FLAGS Column

The following is a list of the bits in the FLAGS column and their corre-
sponding Portal Gateway status flags and definitions (Figure 157, item
12).

Note The typical Wi-Q and Omnilock device status code is 00030043. This
is the example used in the chart below.

Bit Portal Gateway Status Flag Definition
REllglf[])t 3 | Bito CONTROLLER_IS_ASSOCIATED tShe; ;\g;tegl the Controller is first associated with
Bit 1 CONTROLLER_IS_VALID Set tjurmg association, after the Portal
receives a beacon from the Controller.
Set during assaciation, cleared by Portal
Bit 2 CONTROLLER_CONFIG_REQUIRED Communication Service after Controller
configuration.
Bit 3 CONTROLLER_ASSOC_PENDING_LIF Set QUnng association to mdmate that Portal
requires LIF (Lock Information Frame) data.
4 |Bita CONTROLLER_BEGIN_TRANSMISSION Set when Portal first transmits data to the
Controller.
Bit5 | CONTROLLER_DEEP_RESET_PENDING | ool Must disassociate Controler when it
Set when Controller interval assignment has
Bit 6 CONTROLLER_VALID_INTERVALS been received from the PC Communication
Service.
Bit 7 NOT USED
Set when the retry limit on any command has
0 |Bit8 (E:)(ZC'\IETERDOEL[I)‘EH—RETRY—UMlT— gﬁﬁ,ﬂ hit; used to limit downloads to firmware
Bit 9 NOT USED
Bit 10 NOT USED
Bit 11 NOT USED
0 | Bit12 NOT USED
Bit 13 Eﬁmgﬁ%LER_PREFERHED—PG— Set when Controller is locked to the Portal.
Bit 14 CONTROLLER_FIRMWARE_PENDING_ | Set when the firmware commit has been sent
DN to indicate that the disassociation is pending.
Set when firmware update is scheduled for
Bit 15 CONTROLLER_FIRMWARE_PENDING the Controller, cleared when firmware commit
is sent.
3 | Bit 16 CONTROLLER_REPORT_TIME Set during association and when report time
! _UPDATED is updated
Bit 17 | CONTROLLER_LIF_IS_VALID Set when a LIF beacon is received
o Bit 18-31 | NOT USED
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Update Flags in the PEND Column

Figure 158 is a section of the Associated Devices listed in Figure 157. No-
tice that items 11 and 12 have letters U and S in the PEND column. These
letters are update flags, and they stand for controller information that

is being updated. The placement of the update flags within the column
denotes update status.

Figure 158 PEND Column Codes

Associated Devices 15 Maximum allowed 64

MAC ADDRESS Stat Associate Time Beacon % F/W Rev R PG_RSS RDR_RSS - FLAGS PEND
01 0014£5404e9e 0000 03/05/12-17:04:10 16:18:26 none 003.000.038 1 -28 -19 - 000300043 -|-------- -
11 0014£5400002 0000 03/05/12-17:04:53 16:18:32 none 003.000.038 1 -28 -28 - 000300043 -|-===---- I's
12 0014£54010ca 0002 03/06/12-11:28:04 16:16:46 45 003.000.038 1 -28 -19 - 000300043 U|S------- |-
13 0014£520173d 0000 03/05/12-18:11:32 16:18:29 none 003.000.038 1 -19 -36 - 000300043 -|---——--— |-
14 0014£5401301 0000 03/05/12-17:05:09 16:17:31 none 003.000.038 1 -28 -19 - 000300043 —|-===-=--— |-
15 0014£540126d 0000 03/05/12-17:05:26 16:18:31 none 003.000.038 1 -29 -25 - 000300043 -|-------- |-

The following is a list of the Update Flags that may be visible in PEND
column.

S | Segment (PIN length, DST times)

C | Card Formats

L | Controller configuration (beacon time, channels, transaction masks, etc.)
U | Users

T | Timezone Intervals

I |WACI/0

F | Firmware

P

Ping (missing LIF data after association or update)
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Figure 159 shows the significance of update flag placement between
the dividing lines in each entry of the PEND column.

Figure 159 Update Flag Placement in PEND Column

Left | Center - Right
| |
Currently : Pending : Download complete
downloading | updates I pending LIF verification

Item 11 in Figure 158 shows that the Controller’'s Segment download
is complete pending LIF verification.

Iltem 12 in Figure 158 shows that the Controller’s Users are currently
downloading, with 45% complete, and the Controller's segment up-
date is pending.

Note Only one update flag will be positioned at the left or right, but it is

possible for more than one flag at a time to be in the center of an
entry in the PEND column.
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A Glossary

10Base-T The most common Ethernet wiring
standard.
access level An access control relationship made

between a controller or controllers and a
time zone or time zones. An access level
is assigned to a badge ID for the purpose
of granting access through a controller or
controllers during a specified time.

access panel A circuit board with on-board memory
that is responsible for making most of the
decisions in an access control system.

activation/deactivation date The date that a credential becomes active
or expires.
antipasshack A configuration limiting the ability of

consecutive uses for a credential at a
reader. Usually, configured with readers
installed on both the secure and non-
secure side of an opening. Once a
credential has been used in a reader to
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APB exempt

badge

badge ID

card format

cardholder

chassis type

common door

communication port

communication server

credential

cylindrical

220

gain access on one side of the opening,
the credential cannot be used in the same
reader until the credential is used to gain
access to a reader from the opposite side
of the opening.

Antipassback exempt. The cardholder with
this privilege is exempt from antipassback
rules.

The credential or token that carries a
cardholder’s data.

Part of the access control information that
is encoded to a token. This information,
usually numerical, is unique to a particular
credential holder.

The way that data is arranged and ordered
on the card.

An individual who is issued a particular
credential.

The designation that defines the physical
lock type. Three types exist: cylindrical,
mortise, or exit hardware. See those terms
for more information.

A configuration setting that allows for the
allocation of duplicate badge ID ranges in
separate offline locks.

The connector on the bottom of a Lock that
allows the lock to be connected to a reader.

The server application designed to provide
network services to access panels,
controllers, PCs and PDAs.

A physical token, usually a card or fob,
encoded with access control information.

Lock chassis that installs into a circular
bore in the door.



deadbolt override The ability for an authorized credential
to retract both the spring latch and the
deadbolt when the deadbolt is engaged

directional antenna An antenna type optimized to focus signal
from point-to-point over longer distances
and through obstacles.

dual access The requirement for the presentation of
two separate, authorized credentials in
order to gain entry through an access
controlled opening.

ethernet The most common networking standard in
the world, formally known as IEEE 802.3.

exit hardware Lock chassis type that supports exit
hardware trim lock.

extended unlock The extra period of time the lock will
unlock when an authorized credential with
extended unlock privileges is presented.

guest A feature that enables you to add and
delete cardholders to and from a lock
without having to go out to a lock to
reprogram it.

Host The computer on which Wi-Q AMS
software is installed and set up to manage
Portal Gateways and readers on the
network.

IP address The numeric address (like 192.168.1.1) that
identifies each device in a TCP/IP network.

input A hardware connection point used for
status reporting of a particular sensor.

intelligent system controller (ISC) See access panel.

1/0 device A device, such as an alarm or parking
gate that can be configured to operate
on the network using a Wireless Access
Controller.
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issue code

MAC address

mortise

omni-directional antenna

packet

passage mode

portal gateway

request to exit

segment code

220

Part of the access control information
contained on a credential that allows
reuse of the badge ID when a credential is
lost, damaged, or stolen. Usually one or
two digits in length, this code increments
forward when creating a new credential.
Access is granted only when the badge

ID and the issue code match the current
database information.

The Media Access Control number (MAC).
A unique, 12-digit number assigned by the
manufacturer of a network device.

A lock chassis that installs into a mortised
cavity in the edge of a door.

An antenna type optimized to provide
signal coverage in all directions.

A discrete chunk of data, being transferred
on a TCP/IP or other addressable network.

The ability to double present an authorized
credential within the strike time to unlock
an opening. The lock is returned to its
original status by a second, double
presentation of an authorized credential.

The Portal Gateway is a wireless device
connected to the Host computer through a
secure connection to transfer data signals
from Wireless Controller locks to and from
the Host computer.

A sensor usually installed on the non-
secure side of the door that will mask the
door position switch upon activation.

Part of the access control information

that can be encoded to a credential. This
information, usually numerical, is unique to
a group of credentials. Usually this feature
is used to authenticate a credential to a



sign-on key

site survey kit

time interval

time zone

unlock duration

use limit

Web Interface

Wi-Q Technology

Wireless Access Controller

particular organization.

Number generated within AMS/WAMS

to establish the connection between the
readers and the Portals, and ultimately to a
segment in the software.

The Wi-Q Technology Site Survey Kit

tool used to determine optimum Portal
Gateway location to verify signal strength
before permanently installing the
hardware.

A specific range of time, which
corresponds to a particular day or days of
the week. A time zone can be comprised of
several, individual intervals.

A defined range of time for assignment to
various access control activities. A time
zone may be applied to a reader or readers
when creating an access level, to a reader
to change the mode of operation, to a relay
to activate and deactivate, to an input to
mask and unmask, and a host of other
operations.

The time that the lock momentarily
unlocks.

A configuration limiting a credential to a
defined number of uses.

The software program that allows setup
and communication between the Portal
Gateway and the Host Computer.

Provides efficient, online access control
decisions at the door.

Wireless Access Controller provides
additional capability to connect stand-
alone controllers and locks.
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wireless reader lock The wireless reader lock controls user
access at the door and grants user
requests according to how they are
configured in the software.
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B Lock installation
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Planning the installation

Installation Instructions for
Wi-Q™ Technology 9KQ Cylindrical Locks

Contents

These installation instructions describe how to install your
93KQ Cylindrical Lock. Topics covered include:

Planning the inStallation..........nseessinssesssnsenns 1
Preparing the door and door jamb...............uen. 2
INSEANING ENE JOCKueueeeeseeeererereerererreressreneensisneans 7
Completing the iNStallation...............ouverveersveersseennne 13
Patents

Products covered by one or more of the following patents:
5,590,555 5,794,472 5,083,122 6,720,861

Site survey
Use the following survey to record information about the

installation site. You need this information to determine
how to prepare the door for the lock.

Door information

Door handing and bevel:
0 Left hand (LH)
0 Left hand, reverse bevel (LHRB)
o Right hand (RH)
0 Right hand, reverse bevel (RHRB)

inches (13/4” t021/4”)
Environment information

Door thickness:

Ambient temperature:
o Is within specifications. See the tables below.

This product meets the following Locked Door Outdoor
test requirements for ANSI/BHMA 156.25:

Side of door Range

Outside -31°F to +151°F (-35°C

to +66°C)

This product meets the following Full Indoor test require-
ments for ANSI/BHMA 156.25:

Side of door Range

Inside and out- +32°F to +120°F (0°C to +49°C)

side

Components checklist

Use the following checklist to make sure that you have the
items necessary to install your Electronic Wireless Cylin-
drical Lock.

Components provided in the box:

0 Chassis with outside lever and outside rose liner
assembly

Top and bottom inside covers

Fire plate

Battery holder with batteries

Inside rose liner

Outside escutcheon assembly

Inside lever

Throw member package

Latch

Hub washers

Trim hole insert package

Plastic bushing package

Escutcheon screw package

Door status switch assembly

Strike package

Bar code ID sticker (for your records)
Installation template and instructions

Other components:

o Core and control key
o Temporary operator card

Special tools checklist

Use the following checklist to make sure that you have the
special tools necessary to install your Electronic Wireless
Cylindrical Lock.

o KD303 Drill jig

o T20 TORX® bit driver

o KD325 Strike plate locating pin

0o KD315 Faceplate marking chisel

T 0 1 o o A
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Installation Instructions for Wi-Q™ Technology 9KQ Cylindrical Locks

Preparing the door and door jamb

Figure 7 Positioning the template

n Position template and mark drill points

Note: If the door is a fabricated hollow metal door,
determine whether it is properly reinforced to support
the lock. If door reinforcement is not adequate, consult
the door manufacturer for information on proper rein-
forcement. For dimensions for preparing metal doors,
see theQ01 and G02 Templates—Installation Specifi-
cations for 93KQ Cylindrical Locks.

Note: If the door is a LH or RH door, mark the inside of
the door. If the door is a LHRB or RHRB door, mark the
outside of the door.

For uncut doors and frames

1 Measure and mark the horizontal centerline of the
lever (the centerline for the chassis hole) on the door
and door jamb. Mark the vertical centerline of the door
edge.

Note: The recommended height from the floor to the
centerline of the crossbore or chassis hole is 38”.

2 Fold the Q05 Template—Installation Template for
93KQ Cylindrical Locks on the dashed line and carefully
place it in position on the high side of the door bevel.
Note: For steel frame applications, align the template’s
horizontal centerline for the latch with the horizontal
centerline of the frame’s strike preparation.

3 Tape the template to the door.

4 Center punch the necessary drill points. Refer to the
instructions on the template.

For doors with standard cylindrical preparation
1 Fold the Q05 Template—Installation Template for
93KQ Cylindrical Locks on the dashed line. Looking
through the hole from the opposite side of the door,
align the template so that you see the template
outline of the 2 1/8” diameter chassis hole.
2 Tape the template to the door.

3 Center punch the necessary drill points. Refer to the
instructions on the template.

BEST ACCESS SYSTEMS
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Installation Instructions for Wi-Q™ Technology 9KQ (ylindrical Locks
Preparing the door and door jamb

E Drill holes and mortise for latch face e

1 Drill the holes listed below:

m upper and lower trim holes
+ 5/8” diameter
Harness |
o through door 1 1\ ! .
hole Y hol
m harness hole Door O—— Upper trim hole
& 3/4” diameter status
o through door switch hole
m motor wire hole

Anti-rotational 7——— ¢ .

& 7/16” diameter hole — Chassis hole
o throughdoor e[| =P e
+ before drilling chassis hole |-\

i Latch face o) i hole
m chassis hole mortise O—+ Lower trim hole

* 21/8” diameter
« through door

o after drilling motor wire hole T Inside of door

m latch hole
o 1”7 diameter Figure 2 Drilling holes and mortising for the latch face

+ meets chassis hole
m door status switch hole
+ 1”7 diameter
+ meets harness hole
m anti-rotational hole, see “Use drill jig to drill
through-bolt holes” on page 5.
& 5/16" diameter
+ through door

Note 1: 70 /ocate the center of a hole on the opposite
side of the door, drifl a pilot hole completely through
the door.

Note 2: For holes through the door, it is best to drill
halfway from each side of the door to prevent the door
from splintering.

2 Mortise the edge of the door to fit the latch face.
3 Drill the holes for the screws used to install the latch.

BEST ACCESS SYSTEMS 3
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Installation Instructions for Wi-Q™ Technology 9KQ (ylindrical Locks
Preparing the door and door jamb

Location of latch

tube prongs

Chassis hole

Inside of door

Figure 3 Installing the latch in the door

Figure 4  Installing the door status switch and magnet

Harness hole

Magnet

Door

status
switch

- ‘D‘oar/amb

@@@

Inside of door

B Install latch

1

Install the latch in the door.

Note: The latch tube prongs should be centered and
should project into the chassis hole.

2 Check that the door swings freely.

n Install door status switch and magnet

1

On the door jamb, mark the drill point for the

1” diameter magnet hole. This hole should be directly
opposite the door status switch reader harness hole
when the door is closed.

Drilla 1” diameter hole for the magnet, at least 1 3/4”
deep.

Insert the magnet in the hole.

Insert the door status switch assembly into the door
status switch hole in the edge of the door, feeding the

connectors out the harness hole to the inside of the
door, as shown in Figure 4.

BEST ACCESS SYSTEMS
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Installation Instructions for Wi-Q™ Technology 9KQ (ylindrical Locks
Preparing the door and door jamb

B Use drill jig to drill through-bolt holes B

1 Press the drill jig (KD303) onto the door, engaging it
with the latch tube prongs (see the close-up in

Figure 5). Make sure the front edge of the jig is parallel 0
with the door edge. © Q
2 Drill the through-bolt holes (5/16” diameter) halfway . ;
into the door. ﬁ :

'/ Drifl upper through-bolt

3 Turnover the drill jig and repeat steps 1 and 2 from the hole.
opposite side of the door.
Note: Replace the drill jig after 70 door preparations. S :
@ i Latch

" tube
! prongs

—_-===="""""\ Drill lower through-bolt hole.

- Inside of door

Figure 5 Installing the drill jig and drilling the
through-bolt holes

BEST ACCESS SYSTEMS 5

a Product Group of Stanley Security Solutions, Inc.



Installation Instructions for Wi-Q™ Technology 9KQ Cylindrical Locks
Preparing the door and door jamb

Door jamb

Strike box

Yrike plate

Figure 6a Installing the strike box and strike plate

Deadlocking
plunger

Strike plate

Doorjamb” ™"

Figure 6b Aligning the deadlocking plunger with the

strike plate

1

ﬂ Install strike box and strike plate

In alignment with the center of the latchbolt, mortise
the door jamb to fit the strike box and strike plate.

Drill the holes for the screws used to install the strike
box and strike plate.

Insert the strike box and secure the strike with the two
screws provided.

Check the position of the deadlocking plunger against
the strike plate.

Caution: The deadlocking plunger of the latchbolt
must make contact with the strike plate, as shown
in Figure 6b. The plunger deadlocks the latchbolt
and helps prevents someone from forcing the
latch open when the door is closed.

BEST ACCESS SYSTEMS
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Installation Instructions for Wi-Q™ Technology 9KQ Cylindrical Locks

Installing the lock

Remove outside lever or knob

1 Insert the control key into the core and rotate the key
15 degrees to the right.

2 Insert a flat blade screwdriver into the figure-8 core
hole and into the lever.

3 Press the screwdriver blade in the direction of the
arrow in Figure 7.

Note: You cannot remove the lever if the screwdriver
blade is inserted too far past the keeper.

4 Slide the lever or knob off of the sleeve.

Caution: Be careful that you do not disconnect the
lever keeper spring.

n Adjust for door thickness

1 Determine the door’s thickness.

2 Pullthe rose locking pin and rotate the outside rose
liner until the proper groove on the through-bolt stud
lines up with the hub face.

BEST ACCESS SYSTEMS

Lever keeper

Insert screwdriveks”
blade here.

N

core hole

Figure 7 Removing the outside lever

21/4” groove Through-
2 bolt stud
13/4” Hub face
LT
| E
1
Motor wire

Outside/

rose liner Rose locking pin

Figure 8  Adjusting the rose liner for the door
thickness

a Product Group of Stanley Security Solutions, Inc.



Installation Instructions for Wi-Q™ Technology 9KQ Cylindrical Locks

Installing the lock

\
)

RetractorK\x\
T ! Latch tubel,/‘_ R
00 L prong \
i Latch—!
@ i tailpiecel\
el
& : /
[ ! Latch tube"\/ /,//

1 prong - .
! Chassis frame/\,,—_-/

@ ———g—Notch
0

B

" Inside of door

Figure 9  Installing the lock chassis and engaging the
retractor in the latch

Install lock chassis and engage
retractor in latch

From the outside of the door, insert the lock chassis
into the 2 1/8” chassis hole, routing the motor wire
through the notch.

Caution: Make sure that the latch tube prongs
engage the chassis frame and that the latch
tailpiece engages the retractor.

Install the trim hole insert, bushing,
and hub washer on outside of door

.- 1 Onthe outside of the door, insert the trim hole insert
into the upper trim hole, as shown in Figure 10.
| __Trim hole insert 2 Insert the bushing into the harness hole.
//Bushing 3 Slide a hub washer over the chassis sleeve so it rests on
; / the hub.
Hub
Hub washer
Outside of door el
Figure 10 Installing the outside trim hole insert,
bushing, and hub washer
8 BEST ACCESS SYSTEMS
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Installation Instructions for Wi-Q™ Technology 9KQ Cylindrical Locks

Installing the lock

m Install fire plate

Position the fire plate on the inside of the door so that the
chassis fits through the square opening in the fire plate, as
shown in Figure 11.

m Install through-bolts and
inside rose liner

1 Place the inside rose liner on the chassis, aligning the
holes in the rose liner with the holes prepared in the
door, as shown in Figure 12.

Caution: Make sure that the motor wire is pulled
toward the top of the fire plate and avoid routing
it over any surface that could damage the
sleeving or wire insulation.

2 Install the through-bolts through the rose liner and
door in the top and bottom holes.

Caution: Make sure that there is clearance for the
motor wire between the rose liner and the door.

3 Tighten the rose liner to the door and fire plate with
the through-bolts.

4 Install the hub washer over the rose liner.

' | —Fire plate
,]
é G
®
0
\)/ N
wdee Inside of door
Figure 11 Installing the fire plate
Motor wire
RQE
/ connector

Rose liner
/ with RQE
= Through-bolt

@ - —
@ Wtz @
. d
\Hub
washer

Inside of door

Figure 12 Installing the through-bolts and rose liner
(9K shown)
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Installation Instructions for Wi-Q™ Technology 9KQ Cylindrical Locks

Installing the lock

1
1
\
\

RQE connector

o /
~22o %/ Harness hole
—— — Battery connector
— O <S5, —— Motor connector
= — Door status

\ connector
/@\ Antenna wire
RQE connector

/

Outside escutcheon

— &

Ourside;b—on‘dr\—‘_\__

Figure 13 Feeding the wire harness connectors through
the harness hole

/= ~— Antenna wire
' Battery connector
Side tabs
@ Door status
connector
Door RQE connector
status " Q71— Motor connector
connector s
®
®

<~ L= Inside of door

Figure 74 Routing the wires on the fire plate

10

Route wire harness and position
outside escutcheon

1 From the outside of the door, feed the motor
connector, battery connector, door status switch, and
antenna wire, through the harness hole.

Caution: When routing the connectors, make sure
the wire harness is not routed across any sharp
edges or over any surface that could damage its
sleeving or wire insulation.

2 Ontheinside of the door, insert the two countersunk
mounting screws into the holes at the top and bottom
of the fire plate.

3 Tighten the mounting screws until the fire plate is
securely mounted to the door.

m Route wires on fire plate

1 Route the motor connector wire, RQE connector, and
door status connector underneath the side tabs as
shown in Figure 14.

2 Route the battery connector and antenna wire above
the side tabs. See Figure 15 for additional detail.

BEST ACCESS SYSTEMS
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Installation Instructions for Wi-Q™ Technology 9KQ (ylindrrical Locks

Installing the lock

1

Connect motor wires, RQE, and
door status switch

From the inside of the door, make the following
connections:

¢ Motor

¢ RQE
« Door status switch

No.of No. of

Wire connection Color . .
wires pins

Motor Yellow-Gray 2 2
RQE Orange-Brown 2 3
Door status White 2 2

Insert the plastic wire tie through the mounting clip

and secure the wires as shown in Figure 15. See Figure

15 for additional detail.

Caution: When making the motor connection,

make sure:

+ there are no loose wire connections where the
wires are inserted into the connectors

+ the connectors are firmly mated.

connector

Route wire —
harness on
the left side
of the fire
plate.

Mounting —|
clipand
wire tie

— Antenna wire

Dress wires so
that wire connec-
tors are mated
here. Use electric
tape to affix them
as needed.

Figure 15 Routing the wires (view of the inside

escutcheon)

BEST ACCESS SYSTEMS
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Installation Instructions for Wi-Q™ Technology 9KQ (ylindrical Locks

Installing the lock

—— Bottom
cover
®
E] |« — Cover
®

screws
®

V== Inside of door

Figure 16 Installing the bottom cover

Battery holder

Antenna

Battery wires

m Fire plate side
Y / tabs

Battery holding
tabs

—_---="""Inside of door

Figure 17 Installing the battery holder, eight-cell

Install bottom cover
(inside escutcheon)

1 Making sure that the cover does not pinch the
wires, guide the bottom cover over the chassis onto
the fire plate.

2 Use two cover screws to secure the cover to the side of
the fire plate, as shown in Figure 16.

Note: Phillips Type 2 and 720 Torx options are available
for the cover mounting screws.

Caution: Dress all wires away from possible pinch
points before putting the bottom cover in place.

Install battery holder

1 Position the battery wires against the fire plate
side wall, as shown in Figure 17.

2 Slide the battery holder behind the fire plate side tabs
until it rests on the bent battery holding tabs.

Caution: When routing the battery wires, make
sure the wires are not routed across any sharp
edges or over any surface that could damage their
sleeving or wire insulation.

3 Connect the battery holder to the battery connector
on the wire harness.
Caution: When connecting the battery holder,
make sure:
« there are no loose wire connections where the

wires are inserted into the connectors.
+ the connectors are firmly mated.

12 BEST ACCESS SYSTEMS
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Installation Instructions for Wi-Q™ Technology 9KQ (ylindrical Locks

Completing the installation

m Install inside and outside levers

Note: To use a core and throw member from a manu-
facturer other than BEST with a Electronic Stand-alone
Lock, see thelnstallation Instructions for 9K Non-inter-
changeable Cores & Throw Members (756093) and
skip task 79.

m With the handle pointing toward the door hinges,
position a lever on the outside sleeve and push firmly
on the lever until it is seated. Repeat, placing the other
lever on the inside sleeve.

m Install core and throw member

1 Install the blocking plate onto the throw member.
Caution: You must use the blocking plate to
prevent unauthorized access.

For 6-pin core users only: Install the plastic spacer
(not shown, supplied with permanent cores) instead of
the blocking plate, on the throw member.

2 Insert the control key into the core and rotate the key
15 degrees to the right.
Insert the throw member into the core.

4 Insert the core and throw member into the lever with
the control key.

5 Rotate the control key 15 degrees to the left and
withdraw the key.

Caution: The control key can be used to remove
cores and to access doors. Provide adequate
security for the control key.

Outside of door

Figure 18 Installing the levers

Core

Blocking
plate

Throw
/ member

Figure 19a Installing the blocking plate and throw
member

Throw
member

Core
ContrN
\ >
\'>¢

key

Figure 19b Installing the core
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Installation Instructions for Wi-Q™ Technology 9KQ Cylindrical Locks

Completing the installation

Figure 20a Inside view of top cover

Antenna wire

Figure 20b Installing the top cover

14

Antenna wire
Top cover
C
o) Cover screws
@ @
Top cover
---=="""Inside of door

m Install top cover
(inside escutcheon)

1 Connect the antenna to its mating connector.

2 Place the top cover against the door and above the fire
plate. Slide the top cover down toward the bottom
cover as shown in Figure 20b.

Caution: As you slide the top cover onto the fire
plate, feed the antenna wire down into the
bottom cover. Be sure not to pinch the antenna
wire on the bottom cover as you slide the top
cover into place.

3 Use two cover screws to secure the cover to the side of
the fire plate, as shown in Figure 20b.

Note: Phillips Type 2 and 720 Torx options are available
for the cover mounting screws.

BEST ACCESS SYSTEMS
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Installation Instructions for Wi-Q™ Technology 9KQ (ylindrical Locks

Completing the installation

m Test lock If the mechanism doesn’t unlock, refer to the follow-
est loc ing table. For additional troubleshooting instructions,
For 9KQ Locks with keypad: see the Service Manual.
To test the lock for proper operation before the lock is pro-
grammed, follow these instructions: LEDs Sounder  You should
1 Press1234. Single — Use the card at a moderate
2 Press#. red flash speed.
The green light flashes and the locking mechanism
unlocks. Red 3short  Usethe temporary operator
flashes tones card provided with the lock.
3 Turn the lever and open the door.
For all other locks: flGarS::s — Check the motor connection.
To test the lock for proper operation before the lock is pro-
grammed, use the temporary operator card that came — — Check the battery connection.
with the lock. This card is for temporary use only. After
permanent cards have been programmed for the lock, the
temporary card should be deleted.
1 Use the temporary operator card to activate the lock.
Note: If the lock has a proximity card reader, it may
have already been activated by the presence ofan
obyject near the card reader.
Use the temporary operator card to access the lock.
3 The green light flashes and the locking mechanism
unlocks.
4 Turn the lever or knob and open the door.
5 With the door closed, insert and turn the key to
unlatch the door.
BEST ACCESS SYSTEMS 15
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Installation Instructions for
Wi-Q™ Technology 45HQ Mortise Locks

Contents

These installation instructions describe how to install your
45HQ Mortise Lock. Topics covered include:

Preparing the door ............. 1
Configuring and installing the mortise case.............. 3
InStalling the trim .......eeereessrenseensens 4
Completing the installation.. 9
Patents

Products covered by one or more of the following patents:
6,720,861

n Identify holes to drill

1 Determine the lock function to be installed.
Caution: Determine the inside and outside, hand, and
bevel of the door.

2 Seethe Holes by Functiontable and Figure 1to
determine the holes to be drilled for the lock function.

Functions
Holes by Function DV TV
Holes to drill I/S |0/S| I/S | O/S
A Forged trim Through | Through
(2 holes)* door door
+ Through | Through
B Harness door door
C Standard cylinder ] [ ]
D Sensor & motor wire
(2 holes) . "
F Thumb turn [ ]
G Trim mounting Through | Through
(2 holes)* door door
tt Through | Through
H Lever door door
J Door sensing channel | DONOT | See Figure
(2 holes) DRILL 1

t  Determine trim holes based on trim type.

¥  Because these holes pass through the mortise pocket,
it is recommended that each hole be drilled separately
rather than straight through.

For hole sizes, see the
Q06 Template
(T82606).

Figure 1 Identifying holes to drill

BEST ACCESS SYSTEMS
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Installation Instructions for Wi-Q™ Technology 45HQ Mortise Locks

Preparing the door

Door edge —— . !..?'1%— Installation
template | - {; ia template
=1}

]
=

Centerline

Centerline

Door Shield
status
switch

Figure 3 Installing the door status switch

E Align templates

Note: If the door is a fabricated hollow metal door,
determine whether it is properly reinforced to support
the lock. If door reinforcement is not adequate, consult
the door manufacturer for information on proper
reinforcement. For dimensions for preparing metal
doors, see the Q03 Template—Installation
Specifications for 45HQ Mortise Locks (T82603).

1 Separate the four templates provided on the Q06
Template—Installation Template for 45HQ Mortise
Locks (T82606).

2 Position one of the door edge templates on the door,
making sure that the lock case mortise shown on the
template aligns with the mortise pocket prepared in
the door.

3 Using the centerlines on the door edge template as a
guide, position the appropriate door template on each
side of the door. You need to take the bevel into
account. Tape the templates to the door.

n Center punch and drill holes

1 Center punch the necessary drill points. See the
instructions on the template.

2 Drill the holes.
Note 1: To locate the center of a hole on the opposite
side of the door, drill a pilot hole completely through
the door.
Note 2: For holes through the door, it is best to drill

halfway from each side of the door to prevent the door
from splintering.

Install door status switch
(optional for deadbolt TV function locks
only)

1 Position the shield on the door status switch with the

notch facing downwards (towards the mortise
pocket).

Caution: Make sure the wires are not routed across any
sharp edges or over any surface that could damage its
sleeving.

2 BEST ACCESS SYSTEMS
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Installation Instructions for Wi-Q™ Technology 45HQ Mortise Locks

Configuring & installing the mortise case

2 Feed the wires for the door status switch into the door
status switch hole and through the channel into the
mortise cavity and out through one of the sensor and
motor wire holes.

3 Press fit the door status switch assembly into the door
status switch hole.

H Rotate latchbolt (if necessary)

Note: If a function specific mortise case was ordered,
some steps for configuring the case have already been
performed at the factory.

1 Determine whether you need to rotate the latchbolt to
match the handing of the door.

Note: The angled surface of the latchbolt must contact
the strike when the door closes.

2 Ifyou need to rotate the latchbolt, insert a flat blade
screwdriver into the latch access point approximately
1/2” into the case and press to extend the latch out of
the case. See Figure 4.

3 Rotate the latchbolt 190 degrees (slightly past 180
degrees) and allow it to retract into the case.

n Position hub toggles (if necessary)

1 Check whether the hub toggles are in the proper
position for the lock. See the table below and Figure 5.

Hub toggle positions
Function Hub toggle positions
DV, TV Inside down (always unlocked) &

outside up (lockable)

Note: For LH & LHRB doors, the inside is the back side
of the case and the outside is the cover side of the
case.

For RH & RHRB doors, the inside is the cover side of the
case and the outside is the back side of the case. The
cover is mounted to the case with four screws.

2 To change the position of a hub toggle, remove the
toggle screw, move the toggle into the desired
position, and re-tighten the screw.

Latch access point

Figure 4 Rotating the latchbolt

< B

Hub toggle

»
i
11
: -
g
;‘

Figure 5 Positioning hub toggles

BEST ACCESS SYSTEMS 3

a Product Group of Stanley Security Solutions, Inc



Installation Instructions for Wi-Q™ Technology 45HQ Mortise Locks

Installing the trim

Mortise cavity

Mortise case

Case
mounting
screws
d

I
i
1

|

Sensor & motor Sensor wires
wire holes and motor
wires

Figure 6  Installing the mortise case (inside of door)

Outside
mounting

p|ate7

mounting
plate

—
! Inside
(-]

Figure 7  Installing the trim /ﬁounting plates

Install mortise case

1 Drill the holes for the case mounting screws.

2 Insert the mortise case into the mortise cavity, while
feeding the sensor and motor wires into the mortise
cavity and out the two sensor & motor wire holes to
the inside of the door as shown in Figure 6.

Note: The armored front of the mortise case self-
adjusts to the door bevel.

3 Secure the mortise case with the case mounting
screws.

E Install trim mounting plates

1 Insert the outside trim mounting plate through the
door and mortise case.

2 Position the inside trim mounting plate opposite the
outside trim mounting plate and screw them securely
in place.

Caution: Do not overtighten the trim mounting plate
screws. Overtightening may damage the locking
mechanism.

3 By temporarily installing a lever, test the lock to make
sure that it doesn’t bind.

4 BEST ACCESS SYSTEMS
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Installation Instructions for Wi-Q™ Technology 45HQ Mortise Locks

Installing the trim

n Install concealed cylinder & core

1

Use a cylinder wrench to thread the cylinder into the
mortise case so that the groove around the cylinder is
even with the door surface as shown in Figure 8.
Caution: A malfunction can occur if the cylinder is
threaded in too far.

Secure the cylinder in the mortise case with the
cylinder retainer screw.

Insert the control key into the core and rotate the key
15 degrees to the right.

With the control key in the core, insert the core into
the cylinder.

Rotate the control key 15 degrees to the left and
withdraw the key.

Caution: The control key can be used to remove cores
and to access doors. Provide adequate security for the
control key.

m Install trim hole insert and bushing

1

Insert the trim hole insert into the upper trim hole on
the outside of the door, as shown in Figure 9.

2 Insert the bushing into the harness hole on the outside

of the door, as shown in Figure 9.

|

8
e . ,
Cylinder
3 - retainer
» . ‘ screw
’ R -
., 1
A
a :

iﬁ_‘

Figure 8  Installing the concealed cylinder

Trim hole insert —
Ok
Bushing @)

|
' \

§ Q

0ur5/‘deofdo;7-r~"“‘\_,_——-'

Figure 9  Installing the trim hole insert and bushing

BEST ACCESS SYSTEMS 5

a Product Group of Stanley Security Solutions, Inc



Installation Instructions for Wi-Q™ Technology 45HQ Mortise Locks

Installing the trim

Y —
Outside

escutcheon

Figure 10 Feeding the wire harness connectors through

Figure 11 Installing the fire plate

o9}

=)

O | Ee
@)
Outside of door ™"

the harness hole

Harness
hole

7Sensor
=" connectors
__|==. _—Battery

=

connector

\Motor

connector
" Antenna

Inside of door

1

Route wire harnesses and position
outside escutcheon

From the outside of the door, feed the motor
connector, battery connector, and sensor connectors
through the harness hole.

Caution: When routing the connectors, make sure the

harnesses are not routed across any sharp edges or over

any surface that could damage their sleeving or wire
insulation.

Perform these steps:

a Firmly press the outside escutcheon in position on
the door. The core should be flush with the outer
surface of the escutcheon.

b If necessary, adjust the cylinder depth plus or
minus one turn so that the core is flush with the
outer surface of the escutcheon.

¢ Secure the cylinder in the mortise case with the
cylinder clamp screw.

Rest the outside escutcheon on the door by inserting

the trim studs into the trim holes.

m Install fire plate

1

From the inside of the door, feed the wiring through
the fire plate harness hole.

Position the fire plate on the door so that the inside
mounting plate fits through the square opening in the
fire plate.

Insert the two counter sunk mounting screws into the
holes at the top and bottom of the fire plate.

Tighten the mounting screws until the fire plate is
securely mounted to the door.

BEST ACCESS SYSTEMS
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Installation Instructions for Wi-Q™ Technology 45HQ Mortise Locks

Installing the trim

m Connect wire harnesses

1

From the inside of the door, make the following
connections:

Wire connection  Colors N?' of N?' of
wires pins

Motor Yellow-gray 2 2
Key override sensor ~ Gray 2 3
Deadbolt sensor Blue 2 3
RQE Orange-brown 2 3
Door sensing White 2 2

2 2

Latchbolt sensing Purple

Insert the plastic wire tie through the mounting clip
and secure the wires as shown in Figure 12.

Note: It is physically possible to connect the key
override sensor connector from the mortise case to the
battery connector from the wire harness. To avoid this
mistake, connect only the connectors with matching
wire colors.

Caution: When making the motor connection and
sensor connections, make sure:

« there are no loose wire connections where the
wires are inserted into the connectors

+ the connectors are firmly mated

_____

Route wire——
harness on

the left side

of the fire

plate.

Mounting
clip and
wire tie

—Antenna wire

Dress wires so

Figure 12 Routing the wires
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Installation Instructions for Wi-Q™ Technology 45HQ Mortise Locks

Installing the trim
IR m Install bottom cover
: i ' A ) (inside escutcheon)
ntenna wire
Battery wires 1 Position the battery wires above the side tabs and
against the side of the fire plate, as shown in
Figure 13.
2 Optional for Thumb Turn option only: Make sure
that the Thumb Turn is in the upright position, as
shown in Figure 13.
(Th“t?‘kr’]tﬁm 3 Making sure that the cover does not pinch the
optiona wires, guide the bottom cover over the chassis onto
the fire plate.
- a— Cover Note: Phillips Type 2 and T20 Torx options are available
SCrews for the cover mounting screws.
Bottom
U cover
T Inside of door
Figure 13 Installing the bottom cover
8 BEST ACCESS SYSTEMS
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Installation Instructions for Wi-Q™ Technology 45HQ Mortise Locks

Completing the installation

m Install battery holder

1

Position the battery wires against the fire plate

side wall, as shown in Figure 14.

Slide the battery holder behind the fire plate side tabs

until it rests on the bent battery holding tabs.

Caution: When routing the battery wires, make sure the

wires are not routed across any sharp edges or over any

surface that could damage their sleeving or wire

insulation.

Connect the battery pack to the battery connector on

the wire harness.

Caution: When connecting the battery pack, make sure:

o there are no loose wire connections where the
wires are inserted into the connectors.

« the connectors are firmly mated.

m Install inside and outside levers

1

Unscrew the inside spindle one full turn to allow the
spindles to turn freely.

With the handle pointing toward the door hinges,
insert the outside lever and spindles assembly into the
lock from the outside of the door.

Slide the inside lever onto the inside spindle and
secure it with the set screw.

Making sure that the core is positioned properly in the
outside escutcheon (DV and TV function Locks only)
and the escutcheons are aligned properly on the door,
tighten the escutcheon mounting screws.

Note: If a core is not available, you can use the cylinder
wrench to help you align the core opening in the
escutcheon.

Turn the levers to check that they operate smoothly.

Battery wires ~ @

Antenna ——.

wire

[e 0\ Vzea]

Battery wires

Battery holder

— Battery holding
' tabs

=== Inside of door

Figure 14 Installing the battery holder

Outside of door

. Sbindles -

Location
of set
screw

‘f

Inside of door

Figure 15 Installing the levers
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Installation Instructions for Wi-Q™ Technology 45HQ Mortise Locks

Completing the installation

sl

- ) Antenna wire
@ @ Top cover

® ‘]
.
Figure 16 Inside view of top cover
8
)

Cover screws @

Antennawire — '

Wireless cover

Inside of door

Figure 17 Installing the top cover

Install top cover
(inside escutcheon)

1 Connect the antenna to its mating connector.

2 Place the top cover against the door and above the fire
plate. Slide the top cover down toward the bottom
cover as shown in Figure 17.

Caution: Asyou slide the top cover onto the fire plate,
feed the antenna wire down into the bottom cover. Be
sure not to pinch the antenna wire on the bottom cover
as you slide the top cover into place.

3 Use two cover screws to secure the cover to the side of
the fire plate, as shown in Figure 17.

Note: Phillips Type 2 and T20 Torx options are available
for the cover mounting screws.

m Install mortise case faceplate

1 Secure the mortise case faceplate to the mortise case
with the faceplate mounting screws.

2 Check the lock for proper operation.

Mortise
case
faceplate

= Ij Faceplate
=

im— d
mounting
screws

®
©

Outside of door™~=~~-_ | .----

Figure 18 Installing the mortise case faceplate
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Installation Instructions for Wi-Q™ Technology 45HQ Mortise Locks

Completing the installation

m Install strike box and strike plate

1

Insert the strike box into the mortise in the door jamb.
Place the strike plate over the strike box and secure the
strike with the screws provided.

Check the position of the auxiliary bolt against the
strike plate.

Caution: The auxiliary bolt must make contact with the
strike plate. The auxiliary bolt deadlocks the latchbolt
and prevents someone from forcing the latch open
when the door is closed. If the incorrect strike is
installed, a lock-in can occur.

Note: The recommended gap between the door and
jambis 1/8”.

Doorjamb V7

>1 Make sure to

position the
magnet at
the top.

Strike
box with
magnet

Strike
Vplate

), ~

Figure 79a Installing the strike box and strike plate

Strike plate \
ﬁ

Auxiliary bolt \

Figure 19b Positioning the strike
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Installation Instructions for Wi-Q™ Technology 45HQ Mortise Locks

Testing the lock

m Test lock

For 45HQ Locks with keypad

To test the lock for proper operation before the lock is

programmed, follow these instructions:

1 Press 1234.

2 Press#.
The green light flashes and the locking mechanism
unlocks.

3 Turn the lever and open the door.

For all other locks:

To test the lock for proper operation before the lock is
programmed, use the temporary operator card that came
with the lock. This card is for temporary use only. After
permanent cards have been programmed for the lock, the
temporary card should be deleted.

1 Use the temporary operator card to activate the lock.

Note: If the lock has a proximity card reader, it may
have already been activated by the presence of an
object near the card reader.

2 Use the temporary operator card to access the lock.
The green light flashes and the locking mechanism
unlocks.

3 Turn the lever and open the door.

If the mechanism doesn’t unlock, refer to the following
table. For additional troubleshooting instructions, see the
Service Manual.

LEDs Sounder You should

Single — Use the card at a moderate speed.
red flash
Red 3short  Use the temporary operator card
flashes tones provided with the lock.
Green — Check the motor connection.
flashes
— — Check the battery connection.
For all locks

1 Insert and turn the key to unlatch the door.

For all TV function locks

2 From the inside of the door, turn the turn knob and
make sure that the deadbolt operates properly.

©2008-2009 Stanley Security Solutions, Inc
T82623/Rev C 3108931 ER-7991-12 Oct 2009
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Installation Instructions for ¢
=ST Wi:Q Technology.""| EXQ WI
Exit Hardware Trim

. Wireless Technolog

Introduction

These installation instructions describe how to install your
BEST® Wi-Q Technology™ EXQ Series Exit Hardware Trim.
Electronic Stand-Alone Exit Hardware Trim is available for
use with the following types of wide stile exit devices:
Precision® brand manufactured by Stanley (2000 Series),
Von Duprin® (98/99 Series), and Sargent® (8800 Series).

Not all features are available for all exit device configura-
tions. The table below details what sensors are available
for which exit device configurations:

Device DS? TSP LSC
Precision
Rim (2100) u u u
Surface Vertical (2200) u u u
Mortise (2300) u
Wood Door Concealed (2700) L L L
Concealed Vertical (2800) u u u
Von Duprind
Rim [ ] [ ]
Surface Vertical u
Concealed Vertical u
Sargent®
Rimf m
a. Door position sensing
b. Request-to-exit (PHI touchbar monitoring)
¢. Latch sensing
d. Von Duprin is a registered trademark of Von Duprin, Inc.
e. Sargent is a registered trademark of Sargent Mfg. Co.
f. Latch must have lift-type trim input (8863)

Contents
These instructions cover the following topics:

Planning the installation
Preparing the door
Installing the exit hardware and trim .............cecvevnnes 7
Completing the inStallation ..............ce.ceeveeseerssrnsernenes 16

Site survey

Use the following survey to record information about the
installation site and hardware application.

Exit hardware type:
O rim Q surface vertical rod
O mortise O concealed vertical rod

Door handing and bevel:
O Left-hand reverse bevel (LHRB)
U Right-hand reverse bevel (RHRB)

Door type:

4 Wood O Metal
Door thickness: inches (1-3/4” t0 2-1/4")
Components checklist

Use the following checklist to make sure that you have the
items necessary to install your EXQ Exit Hardware Trim.

4 Escutcheon and
lever assembly

o

3

(@
X

i
[

[

L(J@

BEST ACCESS SYSTEMS 1

a Product Group of Stanley Security Solutions, Inc.



Installation Instructions for Wi-Q Technology™ EXQ Exit Hardware Trim

QO Battery bracket Q 7-pin core (only
included if ordered

with trim)

Q Cylinder mounting
sleeve (for Von
Duprin functions
only)

QO Door position
switch with
magnet

U Temporary

operator card Temporary

Operator

Q Battery cover with
antenna

Q Key cylinder and
keys (only included

if ordered with
trim). OR @

Rim cylinder ~ Mortise cylinder

Tools required

Use the following checklist to make sure that you have the
tools necessary to install your EXQ Exit Hardware Trim.

QO Battery pack

U Electric drill (preferably corded) O Straight edge

U Jigsaw U Square
O Battery cover screw d W!re snips d Pencrlrl/rparlfer '
package U Wire strippers 4 7/16” dia drill bit
- Q Phillips screwdriver Q 7/8” dia drill bit
Q) Bar code ID sticker O Measuring tape Q 17 dia hole saw

(for your records)

1 Cable ties, butt-
splices, and tape

For Precision® Hardware and Sargent installations
QO 1-3/8" dia hole saw (EV function only)
4 1-1/8" dia hole saw

4 Installation
templates and
instructions

For Von Duprin® installations
U 2" dia hole saw
U 3/4” dia hole saw

For BEST® cylinders

O BESTED211 cylinder wrench

For surface vertical exit devices
1 Razor blade

2 BEST ACCESS SYSTEMS
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Installation Instructions for Wi-Q Technology™ EXQ Exit Hardware Trim

Preparing the door

n Mark centerlines

Note 1: /f retrofitting to an existing exit hardware instal-
lation, skip this task. Instead, remove the exit hardware
from the door.

Note 2: Ifthe door is a fabricated hollow metal door,
determine whether it is properly reinforced to support the
lock. If door reinforcement is not adequate, consult the
door manufacturer for information on proper reinforce-
ment.

1 Prepare the push side of the door according to the exit
device manufacturer’s installation instructions.
Note: The tape-on template supplied with the EXQ trim
will supersede the exit device template in the trim area.

2 Transfer horizontal and vertical centerlines to the out-
side of the door face.
Note: When measuring from the edge of the door, take
into account the door bevel (if any).

E Determine required door prep

1 Determine which template is applicable (Q08 for Preci-
sion and Sargent, Q07 for Von Duprin) and discard the
other one.

2 Based on the kind of exit device you have, use the table
below to locate the appropriate door preparation.

3 Onthe template, circle the holes needed for your instal-

Vertical
centerline

Horizontal

/ centerline
|
\

Straight
edge

Figure 1 Marking centerlines on outside door face

Note: Follow the Precision 2300
door preparation for Sargent,
ignoring any steps directly per-
taining to the mortise lock or

lation and cross out those that are not applicable. key cylinder.
Device Figure
Rim (2100) Figure 2
s Surface Vertical (2200) Figure 3
-5 Mortise (2300) Figure 4
E Wood Door Concealed (2700) Figure 3
Concealed Vertical (2800) Figure 3
£ Rim (with RQE) Figure 5
S Rim (without RQE) Figure 7
2 Surface Vertical Figure 7
=2 Concealed Vertical Figure 7
Sargent Rim Figure 6
BEST ACCESS SYSTEMS 3
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Installation Instructions for Wi-Q Technology™ EXQ Exit Hardware Trim

Instructions

Preparing the door
s T Hole Description
[ I A I ] A Battery bracket hole
E Q | | | | O :
o | | B | | ° ; B  Battery bracket/har-
o© | C i oo ness hole
O\ Ol_ D—l<> % C  Sensor harness rout-
E QNE %O E ing hole
G D Door sensing switch
: mounting hole and
O H U channel
aamey
o ~—T L B
el IJ E L. I e E  Escutcheon mount-
Outside of LHRB door Outside of RHRB door ing holes
Figure 2 Qutside door prep for use with Foar Sin; ir|19 S.WZ(Ch
Precision exit hardware, 2100 Series METgIE s (|n_ e
frame or opposing
door leaf)
G  Cylinder hole
| A '
I |
; @) B NE P H  Liftfinger slot
i OK %o i
L° ol G ol —° |
i —D— i
: H I
T ey N I N B
e Y e TN I
Outside of LHRB door Outside of RHRB door
Figure 3 Qutside door prep for use with
Precision exit hardware, 2200, 2700,
and 2800 Series
4 BEST ACCESS SYSTEMS
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7/16” diameter, thru
door

7/8” diameter, thru door

7/16” diameter, thru
door

1" diameter hole,

drilled 1-3/4" deep, then
7/16" channel to intersect
door sensing wire routing
hole.

7/16” diameter, thru
door

1" diameter hole,
drilled 1-3/4" deep
(NOT SHOWN).

Precision: 1-3/8” dia-
meter, thru door (for
2300, only into mortise
cavity)

Von Duprin: 2” diameter
thru door

Precision/Sargent:
1-1/8” diameter slot, thru
door

Von Duprin: 3/4” diame-
ter slot, thru door



Installation Instructions for Wi-Q Technology™ EXQ Exit Hardware Trim

Preparing the door
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Outside of LHRB door Outside of RHRB door Outside of LHRB door Outside of RHRB door

Figure 4 Qutside door prep for use with Figure 6  Qutside door prep for use with

Precision exit hardware, 2300 Series Sargent 8863 exit hardware

O ! :
_ ) =
()]

' E |
—--le-- Tre-bee- Outside of LHRB—dc;c;r Out;id—e of RHRB door
Outside of LHRB door Outside of RHRB door
. ) ) Figure 7 Outside door prep for use with
Figure5  Qutside door prep for use with Von Duprin exit hardware. Use for all Von
Von Duprin exit hardware, Rim with RQE only Duprin vertical rods and rim without RQE
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Installation Instructions for Wi-Q Technology™ EXQ Exit Hardware Trim

Preparing the door

e B Position trim template and mark drill
e points

1 Fornew installations

Vertical centerline . .
of lock a Cutthe applicable template along the dashed lines.

N
j “ b Align the horizontal and vertical centerlines
marked on the template with the centerlines
| marked on the OUTSIDE of the door (from step 1).

. A‘m Trim template See Figure 8.

|
|
|
| .
' | | For retrofit installations
|
|
|

Align the mounting holes for the escutcheon and
— lock stile case shown on the template with the
mounting holes already present in the door.

i
| | |~ Horizontal centerline Note: The outside escutcheon is mounted using the

of lock four lock stile case mounting holes (‘A” holes); these

5% holes must be 7/16” in diameter and drilled com-
el ) pletely through the door.

Outside of door 2 Tape the template to the OUTSIDE of the door in the
properly aligned position.

Center punch the necessary drill points. Refer to the
instructions on the template and the figures of the
previous step.

Figure 8  Positioning the trim template, 3
Q08 LHRB shown

Mortise for mortise case and faceplate
(mortise exit devices only)

Note: /f retrofitting the EXQ Exit Hardware Trim to an
existing exit hardware installation, skip this task.

Mortise the edge of the door for the mortise case and
faceplate; follow the instructions provided by the exit
hardware manufacturer.

6 BEST ACCESS SYSTEMS
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Installation Instructions for Wi-Q Technology™ EXQ Exit Hardware Trim

Installing the exit hardware and trim

H Drill holes
Caution: Double-check for the correct lock func- SDvei?E;ensmg ey,
tion, hand, and bevel before drilling. - fgﬁn[:‘;tt’; y
1 Drill the trim holes that are required for your applica- It . off here
tion; follow the instructions on the trim template and ' T
refer to the figures in step 2.
Note 1: To locate the center of a hole on the opposite
side of the door, drill a small pilot hole through the door. ' ® Q)
Note 2: For holes through a wood door, drill halfway Wire routing
from each side of the door to keep the door from splinter- ! hole
ing. L)
! / >~ Door sensing
. ) ~—_| magnet
Install mortise case Route |~ Door sensing
. . . the door harness
(mortise exit devices only) sensing
h
Install the mortise case in the door; follow the instruc- t;;zsss 3%6820707‘1
. . . L emplates
tions provided by the exit hardware manufacturer. msi:de. o for other door
sensing wire
. . e N [ routing.
Install door sensing switch Inside Door P
1 Clip off the purple wires and connector and remove. Figure 9 Installing the door sensing switch and magnet,
2 (lip off the connector from the white door sensing Precision 2100 shown
harness (with black sleeving) and leave as much wire
as possible. See Figure 9. These wires will be butt-
spliced to the sensing harness from the trim. See
“Route sensor wires” on page 14.
3 Route the door sensing switch wires through the chan-
nel and out through the wire routing hole to the exit
device side. See Figure 9.
4 Press-fit the door sensing switch into the 1” diameter
hole in the door.
5 Mark and drill 1” diameter hole in the frame, aligned
with the door position switch (for the magnet).
Note: For double-door applications, this hole will be into
the edge of the opposing door leaf (not the frame).
6 Press-fit the door sensing magnet into the 1” diameter
hole in the frame.
BEST ACCESS SYSTEMS 7
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Installation Instructions for Wi-Q Technology™ EXQ Exit Hardware Trim

Installing the exit hardware and trim

Antenna
cable

Primary
harness

Sensor
harness

PHIRim

Antenna (2100)

cable

Primary
harness

Sensor
harness

Antenna

cable

Primar\yy

harness
Sensor
harness

PHI Vertical
(2200/2700/2800)
Antenna
cable

Primar\yy
harness
Sensor
harness

PHI Mortise (2300) Von Duprin
& Sargent (8800) Rim (LHRB)
Antenna
Antenna cable
cable
. Primary
Primary harness
harness
Sensor
harness
Sensor
harness
Von Duprin Von Duprin
Rim (RHRB) Verticals

Figure 10  Variations of EXQ Trim rear view

n Re-route sensor harness (if applicable)

Looking at the back of the trim, compare it to the pictures
in Figure 10. If your trim does not match the proper pic-
ture, then follow the applicable steps below to re-route
the sensor harness.

8 BEST ACCESS SYSTEMS
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Installation Instructions for Wi-Q Technology™ EXQ Exit Hardware Trim

Installing the exit hardware and trim

1 Carefully peel the black gasket off of the back of the
trim. Set it aside to be re-applied later.

2 Remove the backplate from the trim by removing the
four screws that attach it.

3 While the gasket and backplate are removed, change
the handing of the trim if necessary.
Do so by removing the four threaded guide pins and
retaining ring as shown in Figure 11, pulling out and

flipping the lever 180 degrees, and then reassembling.

For Precision 2100 devices

4 Re-route the sensor harness out through the alternate
wire-routing hole as shown in Figure 12.

5 Reattach the backplate ensuring that the springs are
properly seated and wires are not pinched.

6 Reapply the gasket.

BEST ACCESS SYSTEMS

Guide pins

+— Lever

Retaining
ring

Yoke finger

N
Figure 11 Changing the hand of the trim (if needed)

Backplate

sensor
harness
here

Sensor
harness

Figure 12 Re-routing the sensor harness for Precision
2100 exit devices

a Product Group of Stanley Security Solutions, Inc.



Installation Instructions for Wi-Q Technology™ EXQ Exit Hardware Trim

Installing the exit hardware and trim

Backplate

)

Sensor
wocecn, hamess ] © @
| '8

®0°
&

Route
sensor\
harness

Q

here V‘

Figure 13 Re-routing the sensor harness for Precision
2200, 2700 and 2800 exit devices

Route
sensor o
harness P

Backplate

harness

ﬂ‘ g
Figure 14 Re-routing the sensor harness for Precision 2300
and Sargent 8800 exit devices

For Precision 2200, 2700 and 2800 devices

4 Re-route the sensor harness around the cylinder hole
and around the escutcheon boss, then out through the
alternate wire-routing hole as shown in Figure 13.

5 Reattach the backplate ensuring that the springs are
properly seated and wires are not pinched.

6 Reapply the gasket.

For Precision 2300 and Sargent 8800 devices

4 Re-route the sensor harness toward the top of the
escutcheon to the same area as the battery cable,
antenna cable and relay shunts. See Figure 14.

5 Reattach the backplate ensuring that the springs are
properly seated and wires are not pinched.

6 Reapply the gasket.

For Von Duprin Rim devices with RQE

4 Re-route the sensor harness around the cylinder hole
and around the escutcheon boss, then out through
one of the alternate wire-routing holes (based on
handing) as shown in Figure 15.

5 Reattach the backplate ensuring that the springs are
properly seated and wires are not pinched.

6 Reapply the gasket.

Backplate——
©-° §

Sensor
harness
Route
sensor
harness
here for

\ 9 LHRB

Route

sensor ‘1

harness

here for

RHRB @

Figure 15  Re-routing the sensor harness for Von Duprin
with RQE
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Installation Instructions for Wi-Q Technology™ EXQ Exit Hardware Trim

Installing the exit hardware and trim

For Von Duprin vertical rod devices and rim without

RQE

4 Re-route the sensor harness as shown in Figure 16.

5 Reattach the backplate ensuring that the springs are
properly seated and wires are not pinched.

6 Reapply the gasket.

n Install cylinder (Von Duprin only)

1 To determine the correct spindle length, try the cylin-
der in the door while holding the escutcheon and lock
stile case in place.

Then break off the spindle at the groove where it will
engage correctly with the latching mechanism.

If necessary break off the mounting screws as shown in
Figure 17.

2 From the front of the escutcheon, insert the cylinder
into the cylinder opening.

3 Holding the cylinder in position in the escutcheon,
insert the cylinder mounting sleeve through the back
of the escutcheon, over the cylinder.

4 Orient the cylinder and clamp plate as shown in
Figure 17. From the back of the escutcheon, secure the
cylinder and mounting sleeve using the clamp plate
and mounting screws.

Route
sensor
harness

Sensor
harness

WY

, (le

©
©
J

Figure 16 Re-routing the sensor harness for Von Duprin
vertical rod and rim without RQE exit devices

=N

Screws
Clamp \
plate \
o3 ‘ M
N Break offthe

Spindle .
Rim —

cylinder\

/%Q screws here.

® ,s\feo :\?etl ng Orient the
curve toward
% ﬁ = the cylinder.

Escutcheon
\—'
Figure 17 Installing the cylinder for Von Duprin
rim and rod exit devices
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Installation Instructions for Wi-Q Technology™ EXQ Exit Hardware Trim

Installing the exit hardware and trim

Relay shunt
/ (Future use)
( _— Battery

connector
[~ Antenna
J\ wire
\ Sensor harness

Battery
bracket/
harness hole

Door sensing
switch and
wires

Escutcheon

Outside of door

Figure 18 ~ Feeding the wires through the door

| g | O
cRyIinder —%BQ

5

Route wire harnesses and position
escutcheon

1 From the outside of the door, feed the antenna wire
and battery connector (with relay shunt) through the
battery bracket/harness hole as shown in Figure 18.
Caution 1: When routing the connectors, make
sure the harnesses are not routed across any
sharp edges or over any surface that could
damage their sleeving or wire insulation.

Caution 2: Do not strain the wire harness either by
pulling too hard on it or by dangling the
escutcheon from it.

2 Route the sensor harness through the door (same hole
as the door sensing wires).

3 Rest the escutcheon on the door by inserting the trim
studs into the mounting holes.

m Install cylinder (Precision devices)

For rim and vertical rod exit device installations (rim

cylinder)

1 To determine the correct spindle length, try the cylin-
der in the door while holding the escutcheon and lock
stile case in place.

Then break off the spindle at the groove where it will
engage correctly with the latching mechanism.

Break off the mounting screws at the groove where
they will secure the clamp plate to the cylinder.

2 Insert the cylinder through the cylinder opening in the
escutcheon and into the door as shown in Figure 19.

3 Orient the cylinder and clamp plate as shown in

Figure 20. From the inside of the door, secure the cyl-
inder using the clamp plate and mounting screws.

Escutcheon
- - —N—-
Outside of door™™=~~-L---="
Figure 19 Installing the cylinder
12 BEST ACCESS SYSTEMS
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Installation Instructions for Wi-Q Technology™ EXQ Exit Hardware Trim

Installing the exit hardware and trim

For mortise exit device installations

(mortise cylinder)

1 Fordoors less than 2” in thickness, place the cylin-
der ring provided on the cylinder.

2 Rotate the cylinder cam to the 12 o’clock position, as
shown in Figure 21.

3 Using a cylinder wrench (ED211), insert the cylinder
through the cylinder opening in the escutcheon and
screw the cylinder into the mortise case. Make sure
that the figure-8 hole is in the 12 o’clock position.
Caution: Do not screw the cylinder in too tightly.
Doing so may cause users to be locked out.

Install exit hardware and
secure escutcheon

For Precision 2200, 2700 and 2800 exit devices only

m Drilla 5/16” hole through the front part of the chassis
as shown in Figure 22. (This hole is used to pass the
sensor harness and door position switch wires into the
chassis area.)

For all exit devices

1 Make any adjustments to the exit hardware necessary
for compatibility with lever function outside trim.

2 Install the exit hardware (lock stile case, touch bar
assembly, latches and rods [if applicable], and related
hardware); follow the instructions provided by the exit
hardware manufacturer.

Note: The escutcheon is secured on the outside of the
door by the screws used to mount the lock stile case on
the inside of the door.

Caution: When securing the escutcheon, make
sure that it does not pinch any wires.

Screws
Clamp pIate\
Splndle UM
@j/ Orient the curve
SRim toward the cylinder.
cylinder

Figure 20  Rim cylinder components

View of the back
of the cylinder

®2__

Figure 21 Mortise cylinder components

Camin 12 o'clock
position

Mortise cylinder

Drill 5/16”

[ < hole thru the
face of the
chassis here.

Drill ONLY
for 2200,
2700 and
2800 devices

Figure 22 Drilling 5/16" hole for Precision 2200, 2700,

and 2800 exit devices only

BEST ACCESS SYSTEMS
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Installation Instructions for Wi-Q Technology™ EXQ Exit Hardware Trim

Installing the exit hardware and trim

@ Wireentryfrom
trim for rim
(2100) device

Wire entry from

. ./ trim for vertical

. rod (2200, 2700,
2800) device

=~ Pull sensor

wires to top of
device head
(shaded area)

Figure 23  Pulling sensor harnesses to the top of the

device head
NO
Red 2 Violet
EXQ Trim com |Latchbolt
Blue % Blue |switch
‘ NC
Red Not used
Wht,, Wht o
Wht. . Wht position
oo switch
harness
NC
Org ., Org
com |Touchbar
NO = Normally Open .
NC = Normally Closed Tan o, Tan switch

COM = Common
‘ ( NO
Butt Yellow Not used
splices

Figure 24 Schematic diagram for connecting Precision
sensor harness wires

m Route sensor wires

Use the following table to determine sensing wire
functions:

Wire function Colors N?' of
wires
Touchbar monitoring (RQE) ~ Orange and tan 2
Door sensing White 2
Latchbolt sensing Red and blue 2

1 Pull wires from the sensor harness, door position
switch, latchbolt switch, and touchbar switch to the
top of the device head as shown in Figure 23.

Note: For Precision 2300, Sargent 8800, or any Von
Duprin application without RQE, pull the door position
switch and sensor harness wires into the battery bracket
area rather than the device head.

Note: For Von Duprin applications with RQE, touchbar
switch wires must be re-routed into the device head in
such a way as to avoid any pinching or contact with
moving parts. The sensor harness can be routed into the
head area through any suitable hole in the chassis.

2 Cut the wires to the appropriate length (that is,
remove the excess to leave minimal slack after the
spliced connections).

3 Strip the wire ends for connection using the butt-
splices.

4 Make wire connections as detailed in Figure 24 or Fig-
ure 25 using the butt-splices (provided).

Note: For Sargent devices, connect the door position
switch to the two white sensor harness wires.

Note: In the case of unused wires, be sure to cover the
ends with electrical tape.

14 BEST ACCESS SYSTEMS
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Installation Instructions for Wi-Q Technology™ EXQ Exit Hardware Trim

Installing the exit hardware and trim

5 Make sure to route and dress the wires so that they do
not interfere with any moving parts.

6 Tape the wires to the device head (some tape is pro-
vided).
Note: For Precision 2200, 2700, and 2800 exit devices,
use cable ties in addition to the tape, to hold wires as
shown in Figure 26.

7 Install the case cover.

NO = Normally Open
NC = Normally Closed
COM = Common

EXQ Trim

Sensor
harness

Butt
splices
NC
Org Blue
oM Tou_(t:h:ar
T: SWIlC
an 3¢ Red
( NO
Yellow Not used
Wht ., Wht Door
ht .. Wht position
switch
Red
Not used
Blue

Figure 25 Schematic diagram for connecting Von Duprin
sensor harness wires

Sensor har-
ness coming
thruthe 5/16”
hole
described in
Figure 17

Use cable tie
here to secure
the sensor
harness

Cable tie

Figure 26  Using cable ties to hold wires for Precision
2200, 2700, and 2800 exit devices

BEST ACCESS SYSTEMS
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Installation Instructions for Wi-Q Technology™ EXQ Exit Hardware Trim

Installing the exit hardware and trim

Cylinder
Core

Control key

Outside of door

Figure 27 Installing the core

16

. m Install core

T 1 Insert the control key into the core and rotate the key
15 degrees to the right.

2 With the control key in the core, insert the core into
the cylinder as shown in Figure 27.

3 Rotate the control key 15 degrees to the left and with-
draw the key.

O Caution: The control key can be used to remove

cores and to access doors. Provide adequate secu-
rity for the control key.

Install mortise case faceplate
(mortise exit devices only)
1 Secure the mortise case faceplate to the mortise case;
follow the instructions provided by the exit hardware
manufacturer.

2 Check the lock for proper operation.

m Install strike(s)

Note: /f retrofitting the trim to an existing exit hardware
installation, skip this task.

1 Install the strike(s) in the door frame or door stop; fol-
low the instructions provided by the exit hardware
manufacturer.

2 Check the lock for proper alignment between the
strike(s) and latch(es).

BEST ACCESS SYSTEMS
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Installation Instructions for Wi-Q Technology™ EXQ Exit Hardware Trim

Completing the installation

Install battery bracket on door

1

Position the battery bracket on the inside of the door
as shown in Figure 28.

Note: /finstalling with a surface rod exit device, the bat-
tery bracket is mounted over the upper rod.

Secure the battery bracket to the door using two of the
mounting screws provided.

Note: For doors less than 2” in thickness, use the

11/4” screws. For doors 2” or greater, use the

13/4” screws.

Caution: When routing the wire harness, make
sure the wires are not routed across any sharp
edges or over any surface that could damage their
sleeving or wire insulation. Keep away from any
moving parts.

Tape all wires to the bracket using the tape provided.

Note: For Precision 2300, Sargent 8800, or any Von
Duprin exit device without RQE, sensor harness and door
position switch wires will also be run into this area of the
battery bracket.

Battery
connector

Battery
bracket

Mounting
screws

Antenna
wire

Relay shunt
wires

L=~ "lnside of door

Figure 28 ' Installing the battery bracket on the door
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Installation Instructions for Wi-Q Technology™ EXQ Exit Hardware Trim

Completing the installation

/4
/
/
\ Ve

-de-=="" Inside of door

Figure 29 Connecting the battery pack

18

Battery pack

Battery bracket

Antenna wire

Relay shunt
wires

m Install battery pack in bracket

1

Connect the battery pack to the battery connector on
the wire harness as shown in Figure 29.

Caution: When connecting the battery pack,
make sure:

— there are no loose wire connections where the
wires are inserted into the connectors
— the connectors are firmly mated.

Place the battery pack in the holder inside the battery
bracket and dress the wire harness inside the bracket.

Caution: The battery pack fit will be snug. Make
sure you do not damage the sleeving on the bat-
tery pack. Doing so may cause the batteries to
drain.

If installing with a surface vertical rod device,
dress the wire harness inside the bracket to the left of
the rod so that the harness will not interfere with the
movement of the rods.

We recommend that you loosely coil the harness and
use a cable tie to secure the coil. To avoid damaging
the harness, do not put any sharp bends in it or flex it
close to the connectors.

Caution: Failure to dress the wire harness away
from the rod could damage the wire harness,
causing the lock’s electronics to not work prop-
erly.

BEST ACCESS SYSTEMS
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Installation Instructions for Wi-Q Technology™ EXQ Exit Hardware Trim

Completing the installation

m Install battery/antenna cover

1

If installing with a surface vertical rod exit device,
carefully use a razor blade to remove the knockouts for
the rod from the battery cover. See Figure 30.

Connect the antenna to its mating connector.

Coil the antenna wire carefully inside the battery
cover.

Caution: Carefully bend, but do not twist or kink
the antenna wire. Doing so may significantly
reduce or completely interrupt signal transmis-
sion.

Making sure that the battery/antenna cover does
not pinch any wires, place the battery/antenna cover
over the bracket and battery.

Secure the battery cover with the provided self-tap-
ping screws.
Caution: Tighten screws firmly but do not over-

tighten. Over-tightening may strip screw holes or
crack the cover.

BEST ACCESS SYSTEMS

Battery bracket

Knockout

N\ Battery/
antenna cover
Antenna wire

Carefully bend,
but DO NOT
TWIST OR KINK
the antenna
wire!

Figure 30 Installing the battery cover over the battery

bracket and connecting the antenna
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Installation Instructions for Wi-Q Technology™ EXQ Exit Hardware Trim

Completing the installation

m Test lock

For EXQ Locks with keypad only:

To test the lock for proper operation before the lock is pro-

grammed, follow these instructions:

1 Press 1234.

2 Press #.
The green light flashes and the locking mechanism
unlocks.

3 Turn the lever and open the door.

For all other locks:

To test the lock for proper operation before the lock is pro-

grammed, use the temporary operator card that came

with the lock. This card is for temporary use only. After

permanent cards have been programmed for the lock, the

temporary card should be deleted.

1 Use the temporary operator card to activate the lock.

2 Use the temporary operator card to access the lock.
The green light flashes and the locking mechanism
unlocks.

3 Turn the lever or knob and open the door.

4 With the door closed, insert and turn the key to
unlatch the door.

If the mechanism doesn’t unlock, refer to the follow-
ing table.

LEDs Sounder You should

Single red 1short Use the card ata

flash tone moderate speed.

Single red 3 short Use the temporary opera-

flash tones tor card provided with
the lock.
or
Perform a door reset to
restore to the factory
default settings (the lock
may already be associ-
ated/programmed)

Alternating none Check the motor

red and connection.

green

flashes

none none Check the battery
connection.

Important: When the trim and exit hardware
installation is complete, perform all testing specified
by the exit hardware manufacturer.

©2008-2009 Stanley Security Solutions, Inc. and Stanley Logistics, Inc.
T82621/RevD 3108554 ER-7991-12 April 2009
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Installation Instructions for
Stanley Wi-Q™ Technology

WQX-WAC Wireless Access Controllers

Introduction

The WQX Wireless Access Controller (WAC) controls
access to one door or access point. It runs on four AA
batteries, or can be externally powered with a DC
power supply. The WAC can be purchased integrated
in a box with power supply or can be purchased stand-
alone. If purchased as a stand-alone unit the power
supply powering the WAC (WQX alone with no other
devices connected) must be able to deliver at least
500mA.?

Antenna

Four AA
Batteries

Wireless Access Controller, shown without

Figure 1
cover
Site survey

If a site survey has not been completed, contact your
Stanley Representative.

Components checklist

Use the following checklist to make sure that you have
the items necessary to install your Wireless Access Con-
troller.

a. Power for WAC device only. Calculate power
requirements for attached readers separately.

Components provided in the box

O Wireless Access Controller with antenna
U Batteries

O Documentation

Optional components

U Indoor ceiling mount omni-directional antenna
QO Indoor wall mount directional antenna

O Outdoor mount directional antenna

O Outdoor mount omni-directional antenna

QO Enclosure

n Mount Wireless Access Controller

The standard WAC comes with a small antenna, but
you may need a supplemental antenna for your appli-
cation. See the Site Survey Tool Quick Reference Guide
for more antenna information.

1 Determine the appropriate location for the wireless
single door controller, making sure that the
antenna will have maximum exposure for signal
transmission.

Mount the Wireless Access Controller box.

3 Screw on antenna as shown in Figure 1 so that it's
vertical and upright.

4 Install batteries if needed.

E Install other hardware as necessary

Make sure all other system components are mounted
and installed. System components may include:

m Electronic or electric lock or strike

m Request-to-exit switch

m Power supply for lock or strike

m Reader: either magstripe, proximity, keypad or com-
bination readers. The default reader is a Weigand,
26-bit, 8-bit word type.

BEST ACCESS SYSTEMS 1
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Installation Instructions for Stanley Wi-Q™ Technology WQX-WAC Wireless Access Controllers

Planning the installation

Manufacturer Part number

Stanley 909028065
Indala FP2511A
XceedID XF-1050-B
HID 5355AGK00
Essex KTP-163-SN

m Sensors: door, latch, deadbolt, key, and/or other.

Note: Some sensors may be included inside the lock.
The BEST 45HW may include door, latch, deadbolt,
and key sensors.

Pull wire and make connections to
wireless access controller

1 Determine what connections you need to make
based on your application.

2 Using Figure 2 and Table 1 make the connections.
Table 1 WAC Connections and descriptions

Terminal Description

Table 1 WAC Connections and descriptions

Normally-closed terminal
Strike NC where the locking mechanism
connects

Common return path for cur-
Strike COM rent through the locking mech-
anism

Normally-open terminal where
Strike NO the locking mechanism con-
nects

Normally-closed relay terminal
that shunts door force alarm if

Terminal Description
GND R_eturn path for the key-over-
ride switch and RQE
RQE Request-to-exit input
DS Door status input
GND Eizl;rgtggut? for door status and
LS Latch status input
WIEGAND 0 Wiegand DO terminal
Ground (the wiegand reader
GND must be grounded at this
point)
WIEGAND1 Wiegand D1 terminal
RED Red LED control input
GND LED ground point
GRN Green LED control input
ANT Antenna connection
Negative DC Power connection
terminal
Power connection. Use the
NegativeDC 30 Cor ) er toancther

Positive DC 9-24V
terminal

wireless access controller or
reader.?

Power connection

Power connection. Use the
extra positive DC terminal to
‘daisy-chain’ power to another
wireless access controller or
reader.?

a. Make sure the power supply is of appropriate

wattage to supply enough power.

Important note: When using the WAC to daisy-chain
other devices, be sure that the other devices will
accept the voltage supplied to the WAC.

SHUNT NC access is granted or RQE is acti- Posit.ive DC9-24v
vated terminal

SHUNT COM Return path for the shunt relay
Normally-open terminal for the

LUkt shunt relay
Detects and reports a key-over-

KEY ride event

2 BEST ACCESS SYSTEMS

a Product Group of Stanley Security Solutions, Inc.



Installation Instructions for Stanley Wi-Q™ Technology WQX-WAC Wireless Access Controllers

Planning the installation

Electric
lock, strike
or maglock

g {
sL 8 )
@® | STRIKE NC (Relay 1)
@ | STRIKE COM (Relay 1)
------- ® | STRIKE NO (Relay 1) ANT .
) Output (| @ | SHUNT NC (Relay 2)
dev;ﬁ%&%i?;?rls @ | SHUNT COM (Relay 2) DO NOT USE ®
’ | @ | SHUNT NC (Relay 2) GND [ >
. @ ------ R KEY (1/0 .
Input switch \. (110) 3.3V (10mA MAX) o
------- @ GND DO NOT USE o
o RQE (1/0) - DC 9-24V ([ D)
o DSM (1/0) +DC 9-24V C
Connect ° oD ®
as required - beo-24v
o DLS (1/0) +DC 9-24V | (e
@ WIEGAND 0 (1/0) - ®
® | c\o o0 [
O WIEGAND 1 (1/0) 23 o
T <
@ RED o (o1 o
< @)
o GND @e3 o a
byl = a
O GRN [ ~ 2
@) —
. 12VDC
Weigand Strike Power
OUtI:IUt (+ Power) Supply
reader by others
Figure 2 Wireless Access Controller, typical installation.
See Table 1 for a description of connections.
BEST ACCESS SYSTEMS 3
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Installation Instructions for Stanley Wi-Q™ Technology WQX-WAC Wireless Access Controllers

Planning the installation

n Sign on WAC

The process of bringing a WAC into the Stanley Wi-Q™
Access Management System (AMS) is known as signing
on.

If the connected reader doesn't have a keypad, a sign-
on keypad is required. If no wired keypad is installed, a
sign-on keypad is available as accessory WQD-WAC-
PAD.

Connect the sign-on keypad to the WAC Wireless
Access Controller

1 Once the WACis wired, connect the sign-on keypad
to the WAC reader terminal.

Signing on a WAC Wireless Access Controller
2 Enter 5678 on the keypad.

This will cause the green LED to blink the on the WAC
three times.

3 Enter the sign-on key for the facility in the AMS
database.
Note: The sign-on key can be found under the facility
sign-on credential field in the Wi-Q Technology™
Access Management System (AMS). Refer to the Stan-
ley Wi-Q AMS User Guide.

You should see the red and green LEDs blinking and
the blue light turns ON to indicate that the radio on
the board is active. Once the reader signs on to one of

B restwac

For Wireless Access Controller with keypad only:

To test the WAC for proper operation before It's pro-
grammed, follow these instructions:

1 Press 1234.

2 Press #.

The green light flashes and the locking mechanism
unlocks or you should hear a relay click.

3 Operate the lock and open the door.

For Wireless Access Controllers wired to card
readers:

To test the lock for proper operation before the lock is
programmed, use the temporary operator card that
came with the device. This card is for temporary use
only. After permanent cards have been programmed
into the device, the temporary card will no longer
unlock the lock (once users are programmed into the
WACQ).

1 Using the installed reader to access the lock, pres-
ent the temporary operator card to gain access.
The green light flashes and the locking mechanism
unlocks.

If the mechanism doesn’t unlock, use the on-board
LEDs and refer to the following table.

the portal gateways in your facility, the green LED on WAC
the WAC blinks three times. At this point the WAC on-board You should
should appear under the New Facility Item folder in LEDs
AMS (it may take up to 2 minutes for this to occur).
Single red Use the card at a moderate speed.
flash
Three red Use the temporary operator card
flashes provided with the lock.
or
Perform a deep reset to restore to
the factory default settings (the lock
may already be associated/pro-
grammed)
4 BEST ACCESS SYSTEMS
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Installation Instructions for Stanley Wi-Q™ Technology WQX-WAC Wireless Access Controllers

Planning the installation

WAC

on-board You should

LEDs

none Check the battery connection.

no blue Reset. Sign-on the WAC using the

light sign-on procedure.

LEDs You should

Single red Use the card at a moderate

flash speed.

Three red Use the temporary operator

flashes card provided with the lock.
Resetting the WAC

The WAC has two reset functions:

m Softreset - restores previous functionality. Use this
under normal operation. It will reset the WAC, but
DOES NOT ERASE USERS.

m Hardreset - restores factory settings. Use this reset
only when moving the WAC or after exhausting all
other troubleshooting options.

BEST ACCESS SYSTEMS

Using the soft reset function

m Hold the reset button until the green LED flashes
five times and then release. See Figure 3.

Lights will alternate red/green rapidly.
The WAC is restored to its previous functionality

Using the hard reset function

Caution: Use this procedure only to restore the
factory default settings. Performing these steps
will erase all user data that may have been
programmed into the WAC.

m Hold the reset button for up to 30 seconds — until
the green LED flashes and then the red LED flashes
three times. Then release. See Figure 3.

All users are erased and the WAC is restored to its
factory default settings.

.....

et -
button P :

d‘ booosoed O ’
(J

°

P

o [[B @B o
000000/[000000000000

Figure 3 Using the reset button
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OMNILOCK fisimesinsto

Planning the installation

Cylindrical Locks

Contents

These installation instructions describe how to install
your 9KOM Cylindrical Lock. Topics covered include:

Planning the installation........... o1
Preparing the door and door jamb...............ceceveeenne. 2
Installing the lock .7
Completing the installation...... .9
Site survey

Use the following survey to record information about
the installation site. You need this information to deter-
mine how to prepare the door for the lock.

Door information

Door handing and bevel:
3 Left hand (LH)
[ Left hand, reverse bevel (LHRB)
(O Right hand (RH)
(J Right hand, reverse bevel (RHRB)

Door thickness: 1-3/4 to 2 inches (44 to 50 mm). If other
than 1 3/4” (44 mm), see “Optional: Adjust for door
thickness” on page 6.

Environment information

sideof  Temperature
Model Exposure
door Range p
o o Drip proof. Inad-
Standard Outside +?)2°Ctho ++52202 F vertent water
splash accepted.
. . -4°F to +129°F Directexposureto
Weatherized ~ Outside 20°Ct0 +54°C rain and snow
. -40°Fto +129°F Directexposureto
Extreme Outside -40°C to + 54°C rain and snow
Weatherized . +32°Fto +129°F
Inside 0°C to +54°C N/A

a.  See Stanley installation instruction Addendum (T83317) Extreme
Weatherized Installation for the extreme weatherized model.

T83303/Rev C 3132330 ER-7991-12 Mar 2011

Components checklist

Use the following checklist to make sure that you have
the items necessary to install your Electronic Stand-
alone Cylindrical Lock.

Components provided in the box:

(3 Outside lever

O Inside lever

(0 Throw member package

O Latch

(3 Strike package

(3 Through-bolt screws

[ Installation template and instructions

(3 Four AA size batteries (or 2 weatherized packs)

Other components:

O Programming Default ID Card (provided with
software)

Special tools checklist

Use the following checklist to make sure that you have
the special tools necessary to install your Electronic
Stand-alone Cylindrical Lock.

(3 KD303 Drill jig
(3 KD325 Strike plate locating pin
(3 KD315 Faceplate marking chisel

Stanley Omnilock 1
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Installation Instructions for Stanley Omnilock 9KOM Cylindrical Locks

Preparing the door and door jamb

High edge of
door bevel —
Figure 1 Positioning the template

Left hand (LH) Right Hand (RH)

Outside

Position template and mark drill
points

Note: If the door is a fabricated hollow metal door,
determine whether it is properly reinforced to
support the lock. If door reinforcement is not
adequate, consult the door manufacturer for
information on proper reinforcement. For
dimensions for preparing metal doors for locks with
2 3/4” (70 mm) backset, see Template T56052 or
T56053 Door and Frame Preparation for 63K, 73KC,
83K, and 93K Cylindrical Locks.

Note 1: /fthe door is a LH or RH door, mark the
inside of the door. If the door is a LHRB or RHRB door,
mark the outside of the door. See Figure 2.

Note 2: For Extreme Weatherized model template,
see Installation Addendum for Stanley Omnilock
9KOM Extreme Weatherized Locks (T83319).

For uncut doors and frames

1 Measure and mark the horizontal centerline of the
lever (the centerline for the chassis hole) on the
door and door jamb. Mark the vertical centerline
of the door edge.

Note: The recommended height from the floor to
the centerline of the lock (centerline of 2 1/8” (54
mm) hole) is 40 5/16” (1024 mm).

2 Fold the template on the dashed line and
carefully place it in position on the high side of
the door bevel as shown in Figure 1.

Note: For steel frame applications, align the
template’s horizontal centerline for the latch with
the horizontal centerline of the frame’s strike

Left hand Right hand -
reverse bevel Outside reverse bevel preparation.
(LHRB) (RHRB) 3 Tape the template to the door.
4 Center punch the necessary drill points. Refer to
Figure2  Door handing chart the instructions on the template.
2 Stanley Omnilock
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Installation Instructions for Stanley Omnilock 9KOM Cylindrical Locks
Preparing the door and door jamb

For doors with standard cylindrical preparation

1 Fold the template on the dashed line. Looking -
through the hole from the opposite side of the !
door, align the template so that you see the :

template outline of the 2 1/8” (54 mm) diameter Optional door status
chassis hole. switch holes
2 Tape the template to the door and enter punch the Mounting hole

necessary drill points. '

- 1l \ '
QLY
I

. . o~ Chassis hole
E Drill holes and mortise for latch face ,

Note: To locate the center of a hole on the opposite Latch hole —_|
side of the door, drill a pilot hole completely through --

the door. s |l O~ :

1 Drill the holes in order listed below:
m motor wire hole '
® 7/16" (11 mm) diameter through door -

@ always drill before drilling chassis hole -~ L----"""" Inside of door
m chassis hole . . -
# 21/8" (54 mm) diameter through door Figure 3 Drilling holes and mortising for the latch face

# drill after drilling motor wire hole

m latch hole -
@ 1" (25 mm) diameter R
# meets chassis hole I[

m(OPTIONAL) Door Status Switch 1----77
@ 1" (25 mm) diameter on door
@ 1" (25 mm) diameter on jamb
@ 1-3/4" (44mm) deep on door
@ 1" (25 mm) deep on jamb

Note: The latch tube prongs should be centered and
should project into the chassis hole.

Mortise the edge of the door to fit the latch face.
Drill the holes for the latch screws.

Install the latch in the door as shown in Figure 4.

For optional door status switch: Position the bit
inside the hole. Then drill a 3/8” (10mm) channel at
an angle that will connect the door status switch
hole to the chassis hole as shown in Figure 4. Location of latch USRS
6 Press fit both switch pieces as shown in Figure 4. tube prongs "L -iiside of door
7 Check that the door swings freely.

Caution: Make sure the wires are not routed across any sharp
edges or over any surface that could damage the sleeving.

Optional door Chassis hole

status switch

o b W N

h mortise

Figure 4  Installing the latch in the door

Stanley Omnilock 3
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Installation Instructions for Stanley Omnilock 9KOM Cylindrical Locks

Preparing the door and door jamb

Drill upper through-bolt hole.

e Drill lower through-bolt hole.
<-~"Inside of door

Installing the drill jig and drilling the
through-bolt holes

Figure 5

Use drill jig to drill through-bolt holes

1 Pressthedrill jig (KD303) onto the door, engaging
it with the latch tube prongs (see the close-up in
Figure 5). Make sure the front edge of the jig is
parallel with the door edge.

2 Drill the through-bolt holes (5/16” (8 mm)
diameter) halfway into the door.

3 Turn over the drill jig and repeat steps 1 and 2
from the opposite side of the door.

Note 2: Replace the drill jig after 10 door
preparations.

4 Stanley Omnilock
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Installation Instructions for Stanley Omnilock 9KOM Cylindrical Locks

Preparing the door and door jamb

B Install strike box and strike plate

1 Align with the center of the latchbolt, then
mortise the door jamb to fit the strike box and
strike plate. See Figure 6.

2 Drill the holes for the screws used to install the
strike box and strike plate.

3 Insert the strike box and secure the strike with the
two screws provided.

4 Check the position of the deadlocking plunger
against the strike plate.

Caution: The deadlocking plunger of the
latchbolt must make contact with the strike
plate, as shown in Figure 7. The plunger
deadlocks the latchbolt and helps prevent
someone from forcing the latch open when
the door is closed.

i Strike box

! Strike plate
N A

Door jamb

Figure 6 Installing the strike box and strike plate

plunger

Strike plate

Ig
Deadlocking “ T =
®

Doorjat ™.

Figure 7 Aligning the deadloclging plunger with the
strike plate

Stanley Omnilock
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Installation Instructions for Stanley Omnilock 9KOM Cylindrical Locks

Preparing the door and door jamb

2 1/4” (57 mm) groove

2" (51 mm)
13/4" (44 mm)

Through-bolt stud

Hub face

T NHEl =

Outside /

rose liner

®

Motor wire

Rose locking pin

Figure 8 Adjusting the rose liner for the door

Battery cover
Re-route wire
Rotate chassis

180 degrees
clockwise

\ \\/).
Q ® Back plate
\\ Gasket

Figure 9  Adjusting the rose liner for the door

(=)}

n Optional: Adjust for door thickness

Note: The default door thickness is 1 3/4” (44 mm).
Ifyour door is thicker than 1 3/4” (44 mm), use the
following instructions.

Determine the door’s thickness.

2 Pull the rose locking pin and rotate the outside
rose liner until the proper groove on the
through-bolt stud lines up with the hub face. See
Figure 8.

B Optional: Adjust handing

Note: This is required only if the lock hand does not
meet your application. The lockset is normally
preset for a right-hand door. Verify the handing of
the lock per Figure 2 and, if required, change the
handing of the lock.

1 Inorder: remove the gasket, battery cover, and
back plate. See Figure 9.
2 Remove the chassis.

3 Rotate the chassis 180 degrees clockwise (looking
at the back or opposite the latch).

Note: Do not pull the wire.
4 Pry off the rose that holds the wire in place.

5 Re-route the wire back through the opening in
the rose.

6 Press the rose back on.
7 Reinstall the chassis.

Stanley Omnilock
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Installation Instructions for Stanley Omnilock 9KOM Cylindrical Locks

Installing the lock

ﬂ Install batteries

Four alkaline AA batteries (or two weatherized packs,
if installing a weatherized unit) are furnished with
your Omnilock system and must be installed before
proceeding.

Note: For the Extreme Weatherized model, see
Installation Addendum for Stanley Omnilock 9KOM
Extreme Weatherized Locks (T83319) for battery
and escutcheon installation.

1 Remove the gasket from the rear of the housing
assembly as shown in Figure 10.

2 Remove the screw from the battery cover and
remove the cover.

3 Install batteries with proper polarity as shown in
Figure 11. (For weatherized battery packs, simply
connect the wires from the battery pack to the
circuit board as shown in Figure 12.)

Note: Be sure red and black motor wires are
connected before attempting step 4. Align the wires
together so that the wire colors match.

4 Press and hold the reset button on the PC board
(as shown in Figure 11) until the green light on
the keypad flashes (about three seconds), then
release the button. If the green light does not
flash see “Troubleshooting” on page 10.

5 Replace the battery cover. See Figure 10. Make
sure that the tabs on the lower edge of the
battery cover are hooked over the edge of the
back plate and secure the cover with the screw.

6 Replace the gasket. See Figure 10. Make sure that
it is inside the edge of the housing.

7 Alabel on the housing assembly battery cover
indicates the magnetic card track (track 2 or track
3) that the system is set to read. See Figure 10.

Housing assembly

Track setting
label

Pan head

Q AA Batteries
Back plate
\ Battery cover

Gasket

Figure 10 Installing batteries

[ Terminal block
o [q]

Reset button

Wl 1 stor connector
Lo o | pegwice
MBlack wire
+ || +
B2 o BT{

Figure 12 Weatherized battery packs

Stanley Omnilock
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Installation Instructions for Stanley Omnilock 9KOM Cylindrical Locks

Installing the lock

0
G Outside escutcheon
ﬁl and chassis
&)
Inside of door o
Figure 13 Installing the outside escutcheon and lock
chassis
' Retractor —__—" T~
: Latchtube\/\ ~
! prong /\
i Latch !
! tailpiece|
i \
! Latch tubex—="=Y
' prong “
0 1 Chassis frame

Figure 14 Installing the lock chassis and engaging the
retractor in the latch

Install outside escutcheon and lock

chassis and engage retractor in
latch

1 From the outside of the door, insert the lock
chassis and outside escutcheon into the 2 1/8” (54
mm) chassis hole. See Figure 13.

2 Make sure that the latch tube prongs engage the
chassis frame and that the latch tailpiece engages
the retractor. See Figure 14.

8 Stanley Omnilock
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Installation Instructions for Stanley Omnilock 9KOM Cylindrical Locks
Installing the lock

Install through-bolts, inside rose
and lever

Place the inside rose liner on the chassis, aligning
the holes in the rose liner with the holes prepared
in the door as shown in Figure 15.

Install the through-bolts through the rose liner
and door in the top and bottom holes.

Tighten the rose liner on the door with the
through-bolts.

Press the inside rose onto the rose liner.

Push the inside lever onto the chassis shaft until it
clicks in place.

Install outside lever, core and throw
member

For a non-IC lever handle

1

Place the cylinder inside the outside lever. See
Figure 16.

Install the retainer into the outside lever.

Insert the key into the cylinder and rotate the key
90 degrees clockwise. Slide the lever assembly
onto the chassis shaft until the lever clicks as it
engages against the lever catch.

Pull on the lever to test that the lever catch is
engaged. Turn the key back to the original
position and remove it from the cylinder.

For interchangeable core handles

1

Push the outside lever onto the chassis shaft until
the lever clicks as it engages against the lever
catch.

Install the blocking plate onto the throw
member, then install the throw member in the
core. See Figure 17.

Caution: You must use the blocking plate to
prevent unauthorized access.

For 6-pin core only: Install the plastic spacer (not
shown, supplied with permanent cores), instead
of the blocking plate, on the throw member.

Rose liner !
Through-bolt
Chassis shaft

Inside rose

N\ — Pushpin
Cylinder

Retainer

Figure 16 Installing outside lever (applies to both IC
and non-IC levers)

Blocking plate

Core

Control \

key

Figure 17 Installing the core

Stanley Omnilock
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Installation Instructions for Stanley Omnilock 9KOM Cylindrical Locks

Installing the lock

3 Insert the control key into the core and rotate the
key 15 degrees to the right.

4 Insert the throw member into the core.

5 Insert the core and throw member into the lever
with the control key

6 Return the control key to the original position
and withdraw the key.

Caution: The control key can be used to
remove cores and to access doors. Provide
adequate security for the control key.

m Test lock

To test the lock for proper operation before the lock
is programmed:
For keypad locks
1 Press 1234 for the 2000 series, or 5011234
for the 500 series.
The green light flashes and the latch unlocks.
2 Turn the lever and open the door.

During the unlock time, the green light flashes. Then
the red light flashes and the latch relocks.

For magnetic stripe or proximity card only locks

Note: /f the lock has a proximity card reader, it may
have already been activated by the presence of an
object near the card reader.

1 Align the magnetic stripe card with the V mark by
the card slot.

2 Insert and then remove the card.
The green light flashes and the latch unlocks.
3 Turn the lever and open the door.

During the unlock time, if using the Programming
Default ID Card, the green light flashes. Then the red
light flashes and the latch relocks.

Troubleshooting

If the mechanism does not unlock, remove the bat-
tery cover and check for proper orientation and seat-
ing of the batteries and motor connector. Ensure that
wires are not pinched. Reset the electronics by press-
ing and holding the reset button on the circuit board
until the light flashes green (approx three seconds),
then release. See Figure 12.

The system will go through a self-test and the green
light will flash five times. You will hear the lock
unlock, then relock three times. A red flash indicates
a PCboard or drive system problem. If a red flash or
no flash is observed, check for proper orientation
and seating of the batteries and motor connector,
ensure that wires are not pinched, then repeat the
reset process.

Stanley Omnilock
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Installation Instructions for Stanley Omnilock 9KOM Cylindrical Locks

Installing the lock

Removing the levers (when needed)

Removing the IC outside lever

1 Insert the control key into the core and rotate the
key 15 degrees to the right.

2 Remove the core and throw member from the
lever.

3 Insert a flat blade screwdriver into the figure-8
core hole and against the trapezoid-shaped lever
keeper.

4 Push the screwdriver blade in the direction of the
arrow in Figure 18.

Caution: Use the flat of the screwdriver to
push the lever keeper sideways. Using the
screwdriver tip to pry the keeper at an angle
may result in unseating the retaining spring.
For assistance, contact your local Stanley
Omnilock dealer.

Note: You will not be able to remove the lever if the
screwdriver blade is inserted past the keeper into
the center hole.

5 Slide the lever from the sleeve.

Removing the non-IC outside lever

1 Insert the key into the cylinder and turn it 45
degrees clockwise.

2 Depress the lever catch through the hole in the
outside lever by using the push pin or other
suitable tool. See Figure 19.

3 Slide the outside lever off.

Removing the inside lever

1 Depress the lever catch through the hole in the
inside lever by using the push pin or other
suitable tool as shown in Figure 20.

2 Slide the inside lever off.

Note: Reinstall lever(s) according to “Install
through-bolts, inside rose and lever” on page 9, or
“Install outside lever, core and throw member” on
page 9

Lever keeper

Figure 18 Push the lever keeper to remove the lever

ﬁ—r key 45
./V dlelgr],;eeiy

clockwise

Figure 19 Removing the outside non-IC lever

Outside lever

Push pin

Inside lever

%— Push pin

Figure 20 Removing the inside lever

Stanley Omnilock
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Installation Instructions for
Stanley Omnilock 45 HOM
Mortise Locks

OMNILOCK

Planning the installation

Contents Components checklist
These installation instructions describe how to install Use the following checklist to make sure that you
your 45HOM Mortise Lock. Topics covered include: have the items necessary to install your Omnilock
. . . Mortise Lock.
Planning the inStallation................ocennssenssennns 1
Preparing the door and door jamb.......................... 4 Components provided in the box:
Installing the lock.... e 7 [ Inside and outside trim cassettes
Completing the installation S 9 O Inside and outside rose and rose ring
Sit [ Outside escutcheon assembly
Ite survey [ Mortise case assembly
Use the following survey to record information 0 Mortise cylinder and collar
abc(;ut the'instﬁllation site. You rr:etzd thifs infﬁrnlwatli(on {1 Outside lever and spindle assembly
to determine how to prepare the door for the lock. T Inside lever
Door information (3 Strike package
Door handing and bevel: O Installation template and instructions
If a handing change is required, see “Rotate latchbolt 0 Screw package
(if necessary)” on page 4. (3 Mortise case faceplate
O Left hand (LH) (J Batteries
| Lgft hand, reverse bevel (LHRB) O Torx T15 driver
T Right hand (RH) 11/8” hex wrench
(O Right hand, reverse bevel (RHRB)
Door thickness: 1-3/4 to 2 inches (44 to 50 mm). Other comp?nents: ) )
O Programming Default ID Card (provided with
Environment information software)
Side of Temperature
Model door Range Exposure
Drip proof.
o o Inadvertent
Standard Outside +32° Fto +72°9 F splashing of
0°C to +54°C Wate,spgmy
acceptable.
. . -4°F to +129°F Direct exposure
Weatherized - Outside -20°Cto +54°C  torain and snow
. -40°F to +129°F Direct exposure
Extreme Qutside -40°C to+54°C  torain and snow
Weatherized * . +32°Fto +129°F
Inside 0°C to +54°C N/A
a.  See Stanley installation instruction Addendum (783317)
Extreme Weatherized Installation for the extreme weatherized
model installation.
T83312/RevB 3132456 ER-7991-12 Feb 2011 Stanley Omnilock
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Installation Instructions for Stanley Omnilock 45HOM Mortise Locks

Planning the installation

For hole sizes, see
the OM1 Template
183316 Fe G FeG
(E
He @ n
- ¥
®

Figure 1 Identifying holes to drill

Door edge — = E—— Installation
template G template
Centerline —— Centerline

Figure 2 Aligning the templates

n Identify holes to drill

1 Determine the lock function to be installed.

2 Determine the inside and outside, hand, and
bevel of the door.

3 See the Holes by Function table and Figure 3 to
determine the holes to be drilled for the lock

function.
Functions
Holes by Function DV TV
Door side In | Out | In | Out
A Cylinder [ | [ ]
B Thumb turn [ ]
a Through Through

C Lever door door
D Trim mounting Through Through

(2 holes) @ door door
E Grounding hole ] ]
F Through bolt hole Thcgggrg h Thcgggrg h
G Standoff hole [ | [ ]
H Thumb turn mounting -

screw (2 holes)
J Door Status Switch Door

(Optional) Edge

a. Because these holes pass through the mortise pocket, it is
recommended that each hole be drilled separately rather
than straight through.

Position template and mark drill
points

Note: If the door is a fabricated hollow metal door,
determine whether it is properly reinforced to
support the lock. If door reinforcement is not
adequate, consult the door manufacturer for
information on proper reinforcement. For
dimensions for preparing metal doors, see the OM2
Template — Installation Specifications for
45HOM Mortise Locks (T83318).

2 Stanley Omnilock
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Installation Instructions for Stanley Omnilock 45HOM Mortise Locks
Planning the installation

1

Separate the templates provided on the OM1
Template — Installation Template for 45H Mortise
Locks (T83316).

Note: Ifinstalling an Extreme Weatherized model,
see Installation Addendum for Stanley Omnilock
45HOM Extreme Weatherized Locks (T83317). This
includes the template for locating the extreme
weatherized module mounting holes.

Position one of the door edge templates on the
door, making sure that the lock case mortise
shown on the template aligns with the mortise
pocket prepared in the door.

Using the centerlines on the door edge templates
as guides, position the appropriate door template
on each side of the door. You need to take the
bevel into account. Tape the templates to the
door.

B Center punch and drill holes

1

Center punch the necessary drill points. See the
instructions on the template.

Drill the holes.

Note 1: To locate the center of a hole on the
opposite side of the door, drill a pilot hole
completely through the door.

Note 2: For holes through the door, it is best to drill
halfway from each side of the door to prevent the
door from splintering.

Optional: Install door status switch

(Optional for TV function wireless
locks only)

Locate the centerpoint for the door status switch
2 1/2" (64mm) above the top of the faceplate
mortise on the edge of the door as shown in
Figure 4.

Drill a 1" (25 mm) diameter hole 1 3/4” (44 mm)
deep for the door status switch.

Position the drill so the tip of the bit is
approximately 1”(25 mm) into the hole and the

Left hand (LH)

Outside

Right hand (RH)

Right hand
reverse bevel
(RHRB)

Left hand
reverse bevel
(LHRB)

Outside

Figure 3 Door Handing Chart

Optional for Wireless TV Models

Door status

Door status ~ SWitch

switch sensor

®)
i

/

Centerline

Door Jamb

Figure 4 Installing the door status switch
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Installation Instructions for Stanley Omnilock 45HOM Mortise Locks

Configuring & installing the mortise

Figure5 Rotating the latchbolt

Cover side Case (back) side

Hub toggle

bit is close to the top edge of the hole. Then drill a
3/8” (10mm) channel at approximately a 35°
angle from the door status switch hole into the
mortise cavity as shown in Figure 4.

Caution: Make sure the wires are not routed
across any sharp edges or over any surface
that could damage the sleeving.

4 Press fit the door status switch assembly into the
door status switch hole.

5 On the door jamb, drill a corresponding hole for
the door status switch sensor. Use the door switch
centerline as a guide. Press fit the sensor into the
jamb.

H Rotate latchbolt (if necessary)

Note: If a function specific mortise case was
ordered, some steps for configuring the case have
already been performed at the factory.

1 Determine whether you need to rotate the
latchbolt to match the handing of the door.

Note: The angled surface of the latchbolt must
contact the strike when the door closes.

2 If you need to rotate the latchbolt, insert a flat
blade screwdriver into the latch access point
approximately 1/2” (13 mm) into the case and
press to extend the latch out of the case. See
Figure 5.

3 Rotate the latchbolt past 180 degrees, keeping
constant pressure on the latch access point. Then
allow the latch to rotate back slightly and retract
into the case.

ﬂ Position hub toggles (if necessary)

1 Check whether the hub toggles are in the proper
position for the lock. See the table below.

Hub toggl
ubtogge Hub toggle positions
Figure 6  Positioning hub toggles Inside down (always unlocked)
Outside up (lockable)
4 Stanley Omnilock
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Installation Instructions for Stanley Omnilock 45HOM Mortise Locks

Installing the trim

2 For LH & LHRB doors, the inside is the case (back)
side of the case and the outside is the cover side
of the case. For RH and RHRB doors, the inside is
the cover side of the case and the outside is the
case (back) side of the case. The cover is mounted
to the case with four screws.

3 To change the position of a hub toggle, loosen
the toggle screw, move the toggle into the
desired position, and re-tighten the screw.

Install mortise case

1 Drill the holes for the case mounting screws.

2 Insert the mortise case into the mortise cavity,
while feeding the motor wires and any optional
sensor wires into the mortise cavity and keyhole
to the inside of the door as shown in Figure 7.

Note: The armored front of the mortise case self-
adjusts to the door bevel.

option | DV | Tv | S | \ireless
Alone
Key Overide Sensor ™ n X ]
Requfl;g?))-fxit n By |
DoorS%tstjsaS witch m X [ ]
Sty | ™ .

a. Door status switch is located differently for DV and TV
functions.

3 Secure the mortise case with the case mounting
screws.

ﬂ Install trim mounting plates

1 Insert the outside trim mounting plate through
the door and mortise case.

Door Status Switch
(TV location shown)

Mortise case

Case .
mounting b ;DS (white)
screws
Motor wire
(red/black)
A8 : i
Gad w= /] RQE (org/brown)
f ‘ KOS (gray)
i LS/LSM (purple)
g e,
Q ] O
Bl: <R
o
A
o
Figure 7  Installing the mortise case

Inside trim

Figure 8

Stanley Omnilock
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Installing the lock

Thumb turn

P

SN

Inside door

Figure 9 Installing the thumb turn

2 Position the inside trim mounting plate opposite
the outside trim mounting plate and screw them
securely in place.

Caution: Do not overtighten the trim
mounting plate screws. Overtightening may
damage the locking mechanism.

3 Temporarily install a lever and test the lock to
make sure that it doesn’t bind.

n Install thumb turn (TV function only)

1 Orient the thumb turn so it points up when the
deadbolt is retracted, and toward the hinge edge
of the door when the deadbolt is extended.

2 Install the thumb turn using the two screws
provided. See Figure 9.

m Install inside and outside levers

1 Unscrew the inside spindle one full turn to allow
the spindles to turn freely. See Figure 10.

2 Remove the label from the inside spindle.

3 With the handle pointing toward the door hinges,
insert the outside lever and spindle assembly into
the lock from the outside of the door.

4 Slide the inside lever onto the inside spindle and
Location secure it with the set screw.
of set screw 5 Turn the levers to check that they operate
smoothly.
H
Y o
g
@ ' H
i 0 Ihside spindle
@ Outside spindle
f ‘
®
on Outside door
Figure 10 Installing the levers
6 Stanley Omnilock
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Installation Instructions for Stanley Omnilock 45HOM Mortise Locks

Installing the lock

m Install batteries

Four alkaline AA batteries (or two weatherized packs
if installing a weatherized unit) are furnished with
your Omnilock system and must be installed before
proceeding with operation verification and system
installation.

Note: For the Extreme Weatherized model, see
Addendum (T83317) Extreme Weatherized
Installation for battery and escrutcheon
installation.

1 Remove the gasket from the rear of the housing
assembly as shown in Figure 11.

2 Remove the screw from the battery cover and
remove the cover.

3 Install batteries with proper polarity as shown in
Figure 12. (For weatherized battery packs, simply
connect the wires from the battery pack to the
circuit board as shown in Figure 13.)

Note: Be sure red and black motor wires are
connected before attempting step 4. Align the wires
together so that the wire colors match.

4 Press and hold the reset button on the PC board
(as shown in Figure 12) until the green light on
the keypad flashes (about three seconds) then
release the button. If green light does not flash,
see “Troubleshooting” on page 12.

5 Replace the battery cover. See Figure 11. Make
sure that the tabs on the lower edge of the
battery cover are hooked over the edge of the
back plate and secure the cover with the screw.

6 Replace the gasket. See Figure 11. Make sure that
it is inside the edge of the housing.

Housing assembly

Track setting AA Batteries
label \
Screw

E
N

\ \ Q
i| Back plate
Battery cover
\— Gasket
Figure 11 Installing batteries
s Reset button
. il M
rrEl ] ol
I I I I

+ ||| + +

4=

e e
o | "0

Figure 12 Using the reset button

Figure 13 Installing weatherized batteries
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Installing the lock

Screws and
washers

T =Y 2y

of0)

! J®

Figure 14 Installing the outside escutcheon

Red/black Red/black
Motor Motor

Key Override _| 6@ Grayor Yellow  Key Override
Sensor | === Sensor

Door Stat White White Door Status
0 NS ) ——
Switch Switch

Latch Status _| PurPle Purple Latch Status
Switch (.. ich

o) B o)
Request to 9/ mwnﬁge- Request to
Exit Exit
Mortise Escutcheon

Figure 15 Simplified wiring diagram

m Install outside escutcheon

1 Ensure that no wires are pinched when attaching
the escutcheon to the door.

2 Insert the standoffs and grounding spring into the
predrilled holes. Use screws and washers to attach
the escutcheon from the inside of the door.

m Connecting escutcheon wires

1 Connect the red and black motor wire from the
mortise case to the red and black escutcheon
motor wire. Align the wires together so that the
wire colors match.

2 Connect the color-coded wires of the escutcheon
wiring harness to the corresponding wire options
on your mortise case. Some wires may not be
used.

Note: Two RQE status switches are installed in the
mortise case. However, only the switch for the inside
of the lock needs to be connected. You will need to
connect the ‘Case Side’ pair of RQE wires for LH and
LHRB doors or the ‘Cover Side’ pair of RQE wires for
RH and RHRB doors. See Figure 16. Wires are
labeled.

Left hand (LH) Outside Right hand (RH)

Right hand
reverse bevel
(RHRB)

Left hand
reverse bevel
(LHRB)

Outside

Figure 16 Door Handing Chart
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Finishing the installation

m Install cylinder

1

Push any excess wires into the escutcheon
housing. Make sure no wires are pinched.

Make sure cylinder collar is positioned on the
cylinder.

Thread the cylinder into the mortise case. Rotate
the cylinder until the cylinder is flush against the
collar and the cylinder cam is in the 12 o’clock
position. See Figure 17.

Caution: A malfunction can occur if the
cylinder is threaded in too far.

Secure the cylinder in the mortise case with the
cylinder retainer screw.

m Install mortise case faceplate

1

Secure the mortise case faceplate to the mortise
case with the faceplate mounting screws. See
Figure 18.

2 Check the lock for proper operation.

Cylinder
retainer
screw

Figure 17 Installing the standard cylinder

TV Faceplate
DV Faceplate

[ £\
-

7

Figure 18 Installing the mortise case faceplate
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Finishing the installation

Strike box

Strike plate \
\ <

M/E% <
1 N

=

Figure 19 Installing the strike box and strike plate

Cylinder
Core

o/

%

J_—

Figure 20 Installing the core

Control key

m Install strike box and strike plate

1 Ifthe door jamb has not been mortised for the strike

box and strike plate, perform these steps:
a Onthe door jamb, locate the horizontal

centerline of the strike (3/8” (10mm) above the

centerline of the lock), as well as the vertical
centerline of the strike.

b Mortise the door jamb to fit the strike box and

strike plate.

¢ Drill the holes for the screws used to install the

strike box and strike plate.

2 Insert the strike box into the mortise in the door
jamb. Place the strike plate over the strike box
and secure the strike with the screws provided.

Note: Ifinstalling a DV wireless model with a Door

Status Switch, ensure that the magnet is located at

thetop of the strike box. See Figure 19.

3 Check the position of the auxiliary bolt against the

strike plate (or the filled area of the strike box).

Note: The recommended gap between the door
and jamb is 1/8” (3 mm).

Install core

1 Insert the control key into the core and rotate the

key 15 degrees (midway between the 12 o'clock
and 1 o'clock positions) to the right.

2 With the control key in the core, insert the core
into the cylinder.

3 Return the control key to the 12 o’clock position
and withdraw the key.

Caution: The control key can be used to
remove cores and to access doors. Provide
adequate security for the control key.

10 Stanley Omnilock
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Finishing the installation

m Check operation

Check the operation of the lock. For example, check
that:

(I door latches and opens properly

(O deadbolt operates properly

O key access works

O door gapis 1/8” (3 mm)

O auxiliary bolt is held inside the case when the door
is closed.

For assistance, contact your local Stanley Omnilock
dealer.

m Test lock

To test the lock for proper operation before the lock
is programmed, follow these instructions:

For keypad locks

1 Press 1234 for the 2000 series, or 5011234
for the 500 series.
The green light flashes and the latch unlock.

2 Turn the lever and open the door.

During the unlock time, the green light flashes. Then
the red light flashes and the latch relocks.

For magnetic stripe or proximity card locks only

Note: If the lock has a proximity card reader, it may
have already been activated by the presence of an
object near the card reader.

1 Align the magnetic stripe card with the V mark by
the card slot.

2 Insert and then remove the card.
The green light flashes and the latch unlocks.
3 Turn the lever and open the door.

During the unlock time, if using the Programming
Default ID Card, the green light flashes. Then the red
light flashes and the latch relocks.

Stanley Omnilock
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Finishing the installation

___[———Terminal block

Reset button

Motor connector
Red wire

Black wire

Figure 21 Using the reset button

m Troubleshooting

If the mechanism doesn’t unlock, remove the battery
cover and check for proper orientation and seating of
the batteries and motor connector. Ensure that wires
are not pinched. Reset the electronics by pressing
and holding the reset button on the circuit board
until the light flashes green (approximately three
seconds), then releasing the botton. See Figure 21.

Note: The system will go through a self-test and the
green light will flash five times. You will hear the
lock unlock, then relock three times. A red flash
indicates a PC board or drive system problem. If a
red flash or no flash is observed, check for proper
orientation and seating of the batteries and motor
connector, ensure that wires are not pinched, then
repeat the reset process.

Check operation

1 Press 1234 for the 2000 series, or 5011234
for the 500 series.

During the unlock time, the green light flashes; then
the red light flashes and the latch relocks.

2 Turn the lever and open the door.

3 If your system has a magnetic card reader, verify
proper operation of the system using the
magnetic card reader; otherwise, see “Test lock”
on page 11.

A label on the housing assembly battery cover indi-
cates the magnetic card track (track 2 or track 3) that
the system is set to read. See Figure 11.

12 Stanley Omnilock
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